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Notes on the instruction manual

Please read through this manual carefully and observe the information it contains. This will
assist you in preventing injuries and damage to property and ensure both reliable operation and
a long service life for the device.

Please keep this manual in a safe place. If you pass the device on, also pass on this manual
along with it. ABB accepts no liability for any failure to observe the instructions in this manual.

Safety

Warning

Electric voltage!

Dangerous currents flow through the body when coming into direct or indirect

contact with live components.

This can result in electric shock, burns or even death.

— Disconnect the mains power supply prior to installation and/or disassembly!

— Permit work on the 100-240 V supply system to be performed only by
specialist staff!

Intended use

As a part of the ABB-Welcome IP system, this device can only be used with accessories from
the system

IC statement

Product name:

Model:

IC:XXX-YYY

CAN ICES-3 (B)/NMB-3(B)

This device contains licence-exempt transmitter(s)/receiver(s) that comply with Innovation,
Science and Economic Development Canada’s licence-exempt RSS(s). Operation is subject to
the following two conditions:

1. This device may not cause interference.

2. This device must accept any interference, including interference that may cause undesired
operation of the device.

L’émetteur/récepteur exempt de licence contenu dans le présent appareil est conforme aux
CNR d’Innovation, Sciences et Développement économique Canada applicables aux appareils
radio exempts de licence. L’exploitation est autorisée aux deux conditions suivantes :

1. L’appareil ne doit pas produire de brouillage;
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2. L’appareil doit accepter tout brouillage radioélectrique subi, méme si le brouillage est
susceptible d’en compromettre le fonctionnement.

This equipment complies with IC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with minimum distance of 20 cm
between the radiator and your body.

Cet ééquipement est conforme aux limites d exposition aux rayonnements de la IC éétablies
pour un environnement non contr6éé. Cet ééquipement doit é&tre installé et fonctionner a au
moins 20 cm de distance d un radiateur ou de votre corps.
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4.1

Environment

Consider the protection of the environment!

Used electric and electronic devices must not be disposed of with household
waste.

— The device contains valuable raw materials that can be recycled. Therefore,
dispose of the device at the appropriate collecting facility.

ABB devices

All packaging materials and devices from ABB bear the markings and test seals for proper
disposal. Always dispose of the packing materials and electric devices and their components via
an authorized collection facility or disposal company.

ABB products meet the legal requirements, in particular the laws governing electronic and
electrical devices and the REACH ordinance.

(EU-Directive 2012/19/EU WEEE and 2011/65/EU RoHS)
(EU-REACH ordinance and law for the implementation of the ordinance (EG) No0.1907/2006)
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5 Product description

5.1 Device type
Article Product ID Product name Color Slz.e (DxHxW)
number Unit: mm
D04011 2TMA400260W0002 Smart Access Point Pro White 204 x132x 32
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5.2 Terminal description

[[1] ©O leceed j@

B

1211 10

No. Function

1 USB stick connector (reserved)

Tamper switch

It is used to prevent intruders breaking into the Smart Access Point. Once the front shell of
Smart Access Point is opened, a tamper alert will be sounded by the built-in speaker of Smart

2 Access Point.
The tamper alert can be also set as the precondition and/or event in the "Action" function. Then
it can be triggered together with other actions (e.g. pushing notification).

3 @) Status indicator LED

4 Binary input (used to interact with other systems)

5 Binary output (used to interact with other systems)
Reset button

6 Press and hold this button for 10 s to enter the reset mode to reset the password of the first
admin user.

7 Switch on/off to activate/deactivate WiFi Access Point mode
When WiFi Access Point mode is activated, Status indicator LED flashes red.

8 Micro SD card connector (reserved)

Security switch
9 ON = The devices are not allowed to be added or deleted
OFF = The devices are allowed to be added or deleted (default)

10 Power input connector (DC-JACK input)

11 | LAN (PoE)

12 | LAN(2)
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@ Status indicator LED

Description Blue Red Green White Priority
Flashing .

Reset to factory default slowly 7 (Highest)
Flashing

Alarm (e.g. tamper alarm) quickly 6

Power on or Initial setup on 5

- s Flashing

WiFi Access Point is enabled slowly 4

Security mode is disabled on 3

Doorbell is muted on 2

Normal operation on 1
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6 Technical data

Designation Value

Rating voltage 24\ =
Operating voltage range 20-27V =
Rating current 24V =, 375 mA
PoE standard IEEE802.3 af

Wireless transmission band

802.11b/g/n:
2412...2462MHz (for United States)

2412...2472MHz (for European countries)

802.11a/n:

5150...5250MHz

5250...5350MHz

5470...5725MHz (not used in Russia)
5725...5850MHz (for United States)

Wireless transmission power

Max. 20 dBm@12 Mbps OFDM 2.4 G
Max. 20 dBm@12 Mbps OFDM 5.8 G

Wireless transmission standard

IEEE 802.11 a/b/g/n

Operating temperature -10°C...+45°C

Storage temperature -25°C...+70°C

IP level IP 30

IK level IK 05

Relay output 30V=,1A

Binary input 5V=1mA
Bluetooth data

Bluetooth standard 4.2

Frequency range

2.402...2.480 GHz

TX power

Maximum 8 dBm

RX sensitivity

Minimum -92 dBm
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7 Mounting/Installation

Warning

Electric voltage!

Dangerous currents flow through the body when coming into direct or indirect
contact with live components.

This can result in electric shock, burns or even death.

— Disconnect the mains power supply prior to installation and/or disassembly!

— Permit work on the 100-240 V supply system to be performed only by
specialist staff!

7.1 Requirement for the electrician

Warning

Electric voltage!

Install the device only if you have the necessary electrical engineering
knowledge and experience.

— Incorrect installation endangers your life and that of the user of the electrical
system.

— Incorrect installation can cause serious damage to property, e.g. due to fire.

The minimum necessary expert knowledge and requirements for the installation
are as follows:

— Apply the "five safety rules" (DIN VDE 0105, EN 50110):
1. Disconnect
2. Secure against being re-connected
3. Ensure there is no voltage
4. Connect to earth and short-circuit
5. Cover or barricade adjacent live parts.
— Use suitable personal protective clothing.
— Use only suitable tools and measuring devices.

— Check the type of supply network (TN system, IT system, TT system) to
secure the following power supply conditions (classic connection to ground,
protective grounding, necessary additional measures, etc.).
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7.2

Mounting

1. Dismantle

Pull the clamp on the bottom of the device and then open the front cover.

2. Wiring
Option 1: Wiring from the back
Option 2: Wiring from the bottom

Optionl
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3. Mounting
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8.1

Commissioning

System requirements

User interface

Commissioning is always carried out via the web-based user interface of "Smart Access Point".

To open the web-based user interface, you require a computer with a LAN or WLAN network
adaptor and an installed Internet browser.

The recommended browsers are:
=  Firefox (from version 9)

= Google Chrome

= Safari

Welcome App

For the installation of the Welcome App you require a smartphone or tablet with an Android
(from 4.0) or iOS (from iOS 7) operating system.

Home network

To be able to access the Welcome App and Internet services (e.g. e-mail) at the same time
during standard operation, "Smart Access Point" must be integrated into the existing home
network after commissioning. For this, a router with Ethernet or WLAN interface is required.
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MyBuildings account

It is recommended to register a MyBuildings account before the initial setup.

Benefits for MyBuildings account

It is necessary when you want to reset the password for the first admin user.
It is necessary when you want to subscribe the "Remote-control” services.

It is necessary when you want to receive the notification via the Welcome App

It is necessary when you want to log in via the "Smart Access Point" web-based user
interface.

Remote control service

There are 3 kinds of "Remote-control" services:

1.

Remote Access and Notifications

Remote services for Welcome IP, AccessControl and VideoControl for Welcome App:

2.

Receive door calls.

Video surveillance calls to outdoor stations and IP cameras.

Remote release of digital door locks (support for maximum 8 "Electronic lock cylinders").
Remote access to local smart access point web interface.

Event history & push notifications service.

Per subscription: Remote access for 10 mobile devices.

Remote Lock Release

Remote services for AccessControl for commercial use cases on Welcome App:

3.

Independent from user quantity (mobile devices).
Four different packages for up to 600 locks available.
Remote release of digital door locks.

How to register an account on the MyBuildings portal

see chapter 13.1 “Registering an account on the MyBuildings portal“ on page 297.
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8.2 Accessing the web-based user interface of "Smart Access Point"

There are 3 options to access the web-based user interface of "Smart Access Point".

1. Through Windows UPnP service

Precondition

= There is a DHCP server on the network, e.g. integrated DHCP is used in the router.
= "Smart Access Point" is connected to the router by a LAN cable.

= The computer is connected to the router by LAN connection or WiFi connection.

= "Smart Access Point" is powered on and ready for operation.

Router
Router

Y

Computer Computer

Smart Access Point Smart Access Point

LAN connection Wifi connection

Accessing "Smart Access Point" (Window 10 system as an example)
[1] Click "Start", followed by "Documents”, "Network" to access "Network" screen.
[2] Double click "Smart Access Point" icon.

& = | Netwark —
« v 1 @ > Network > v

Computer (1)
¥ o Quick access

Docurments Q
¥ Downloads =
& Pictures Media Devices (1)
I Desktop
b Music

[ videos

@ OneDrive

Printers (2]

= This PC
Other Devices (1)
- UEFINTFS ()
SmartAP: Access Point
- WIN_10_UEFI_10.2 1

~ @ Network

A Type here to search i

®) Note

If "Smart Access Point" icon is not displayed, please check the Windows firewall
or ask help from your IT engineers.

Product manual 2TMD041800D0088 |19



[3] Switch to Security Login
= Http-connection is insecure. It is recommended to use an https-connection.

= Click "Advanced", followed by "Proceed to ...." to access the web-based user interface
of "Smart Access Point". (Google chrome as an example)

* |IP address of "Smart Access Point" can be viewed on the page.

& Privacy error X +

L |
C A Not se(ure:l 192.168.1.101/indexthtml|
1

A

Your connection is not private

Attackers might be trying to steal your information from 192.168.1.101 (for example,
passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

Help improve Chrome security by sending URLs of some pages you visit, limited system

information, and some page content to Google. Privacy policy

Hide advanced

This server could not prove that it is 192.168.1.101; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection

Proceed to 192.168.1.101 (unsafe

Product manual 2TMD041800D0088
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2. Through entering the IP address
Precondition

You can check the IP address of "Smart Access Point" on the router configuration website.
Each router has usually an own management web interface where you can get the information.
Please check your router’'s handbook.

Accessing "Smart Access Point" (Window 10 system as an example)
[1] Enter the IP address of "Smart Access Point" (e.g. "192.168.1.101") on the website.
[2] Switch to Security Login

= Http-connection is insecure. It is recommended to use an https-connection.

= Click "Advanced", followed by "Proceed to ...." to access the web-based user interface
of "Smart Access Point". (Google chrome as an example)

& Privacy error X =+

A

Your connection is not private

Attackers might be trying to steal your information from 192.168.1.101 (for example,
passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

Help improve Chrome security by sending URLs of some pages you visit, limited system

information, and some page content to Google. Privacy policy

Hide advanced Back to safety

This server could not prove that it is 192.168.1.101; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Proceed to 192.168.1.101 (unsafe
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3. Through WiFi Access Point hotspot

Precondition

= Ensure network settings are obtained from the "Smart Access Point"
— WLAN name (SSID)
— Password
— IP address

Please open the front shell of "Smart Access Point" and obtain the data above from the sticker.

.........

.........

Product manual 2TMD041800D0088
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= Ensure the alarm (e.g. tamper alarm) is not activated

@) Note
Status indicator LED light priority (in the sequence, high>>middle>>low):
Alarm (flash white quickly) >> Initial setup (light white on) >> WiFi Access Point

mode is activated (flash red) >> Security mode is activated (light red on)

Temper alarm will be activated if the front cover of "Smart Access Point" is open.
(Figure A) In this case, status indicator LED will flash white quickly and it is
impossible to judge if WiFi Access Point mode is activated. Please close the
front shell after you have obtained the SSID information. (Figure B)

-
Figure A Figure B

= Ensure that the WiFi Access Point mode has been activated
— During the initial setup: Status indicator LED lights white on.
— After the initial setup: Status indicator LED flashes red.

= "Smart Access Point" is powered on and ready for operation.

Status indicator LED

D

O Note
"Smart Access Point" works like a central WiFi router when it works in WiFi
Access Point mode.
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Accessing "Smart Access Point" (Window 10 system as an example)

[1] Click "Internet access" icon.

[2] Click the WLAN name (SSID) of "Smart Access Point".

[3] Enter the password.
[4] Click "Next".

[5] Click "Yes" to connect your computer to the WiFi hotspot of "Smart Access Point".

ﬁ SmartAP_0734 2

cured

Enter the network security key

Airplane mode

7 1

Product manual 2TMD041800D0088

ﬁ SmartAP_0734

Secured

Do you want to allow your PC to be
discoverable by other PCs and devices on this
network?

We recommend allowing this on your home
and work networks, but not public ones.

Yes 5 No

Airplane mode Airplane mode

'g I'g

Disconnect
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[6] Enter "192.168.3.1" on the website to access "Smart Access Point".
[7] Switch to Security Login
= Http-connection is insecure. It is recommended to use an https-connection.

* Click "Advanced", followed by "Proceed to ...." to access the web-based user interface
of "Smart Access Point". (Google chrome as an example)

@ Privacy error x +

< C A https:{/192.168.3.1 1

Your connection is not private

Attackers might be trying to steal your information from 192.168.3.1 (for example,
passwords, messages, or credit cards). Learn more

NET::ERR_CERT_AUTHORITY_INVALID

Help improve Chrome security by sending URLs of some pages you visit, limited system

information, and some page content to Google. Privacy policy

Hide advanced Back to safety

This server could not prove that it is 192.168.3.1; its security certificate is not trusted by

your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Proceed to 192.168.3.1 (unsafe)

Product manual 2TMD041800D0088
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8.3 Initial setup

You need to do the initial setup the first time "Smart Access Point" is powered on or "Smart
Access Point" is reset to the factory defaults.

Follow the steps below on the web-based user interface of "Smart Access Point".
1. Select language

Selects a language for the display text of user interface, logs, messages, notifications and so
on.

Please choose your language

Cesky
Dansk
Deutsch
English

Espaniol

2. Accept end user license

You need to tick the checkbox to accept end user license. Then click ">" to continue.

End user license agreement

ABB End User License Agreement (“EULA”)

IMPORTANT: PLEASE READ THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT CAREFULLY BEFORE
CONTINUING WITH THIS PROGRAM INSTALL

This End-User License Agreement ("EULA") is a legal agreement between you (either an individual or a single entity) and ABB
GENWAY XIAMEN ELECTRICAL EQUIPMENT CO., LTD or its affiliates (the “Company”) for the "SOFTWARE PRODUCT".
SOFTWARE PRODUCT means the machine readable (object code) version of the computer programs including firmware, any
copies made, bug fixes for, updates to, or upgrades thereof, and associated software components, media, printed materials, and
"online" or electronic documentation.. “Use” or “Using” means to download, install, copy, activate, access or otherwise use the
SOFTWARE PRODUCT. By Using the SOFTWARE PRODUCT, you agree to be bound by the terms of this EULA. If you are
entering into this EULA on behalf of an entity, you represent that you have authority to bind that entity. This EULA represents the
entire agreement conceming the program between you and the Company, and it supersedes any prior proposal, representation, or
understanding between the parties. If you do not agree to the terms of this EULA, do not install or Use the SOFTWARE

[ | have read the "End User Licence Agreement" and accepted it.

< >
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3. Accept Open Source Software license

You need to tick the checkbox to accept Open Source Software license. Then click ">" to
continue.

Licensing terms ABB-Welcome

Following Licenses are used in the products
HGM52-AC.-. & HGM52-IPC.-.-0x

Component: Linux OS

License: GNU GENERAL PUBLIC LICENSE V2

Copyright year: 1992 - 2010

Copyright holder: Linus Torvalds et al.

Source Code Download location: git/git.freescale.com/imx/fsl-arm-yocto-bsp.git

Component: QT
License: GNU Lesser General Public License V2.1 or later

[ 1 accept the licensing terms

4. Accept data privacy

You need to tick the checkbox to accept Data privacy. Then click ">" to continue.

Data privacy

We take the protection of your personal data very seriously and follow the legally valid regulations regarding data protection, detail
refer to below link.

https:/eu.mybuildings.abb.com/en/page/privacy-policy

| accept the data privacy

Product manual 2TMD041800D0088
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5. Choose building type

see chapter 8.1 “System requirements® on page 17.

Attention!
The building type can only be set in the initial setup and it cannot be changed
after the initial setup.

If you want to change the building type, you need to reset "Smart Access Point"
to the factory defaults.

Please choose your building type

ﬂ Residential (for single family application)

. Functional (for multi-
apartment/commercial application)

6. Define your location

Select the time zone from the drop-down list.

Please define your location

Time zone (UTC-12:00) International D... v

Date and time 2019-08-20 11:24:58
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7. Change WiFi Access Point mode Wi-Fi setting and set country code

It is compulsory to change the password in the initial setup. The password rule is displayed on a
pop-window when you enter the password.

Attention!
Please ensure that the country code is configured correctly according to the
device location.

The "Country code" setting ensures that your router will only enable Wi-Fi radio
settings that conform with the country's official regulatory laws.

Wi-Fi access point mode settings

SmartAP_0734

Password

Repeat password

Country code Afghanistan

Product manual 2TMD041800D0088
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8. Select a connection type

There are 3 options to connect to home network:

Please select connection type

Option 1: LAN

= All communications to Door entry system devices, VideoControl devices and "RF/IP
Gateway" run via LAN interface.

= All communications to RF devices run via RF connection.

= All Door Entry system devices keep their own IP address when they are used in the building
network. "Smart Access Point" can reach them even if they use a DHCP client IP address.

Option 2: WiFi

= All communications to Door entry system devices, VideoControl devices and "RF/IP
Gateway" run via WiFi interface.

= All communications to RF devices run via RF connection.

= All Door Entry system devices keep their own IP address when they are used in the building
network. "Smart Access Point" can reach them even if they use a DHCP client IP address.

Option 3: Skip the selection

= No communications to Door entry system devices, VideoControl devices and "RF/IP
Gateway" run through LAN or WiFi interface.

= Only RF devices can be communicated via RF connection.
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Establish LAN connection
If LAN connection is selected, you need to set IP address to establish the LAN connection.

By activating the checkbox "Obtain IP address automatically”, SmartAP will work as a DHCP
client. The IP address needs to be assigned from DHCP server (such as router with DHCP
enabled).

By deactivating the checkbox "Obtain IP address automatically", network parameters need to be
configured including IP address, subnet mask and default gateway.

Please establish LAN connection

(/) Obtain IP address automatically

IP address 192.168.1.100

Subnet mask 255.255.255.0

Default gateway

Product manual 2TMD041800D0088
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Connect to a WiFi Network
If WiFi connection is selected, you need to connect to a WiFi network.

All available nearby WiFi network will be displayed on the list. If you can’t find the designated
nearby WiFi network, click the "Refresh" button to search again.

Click the designated WLAN name (SSID) in the list, enter the password, followed by "Connect"
to connect the WiFi network.

Please connect to a WIFI network

21
TP-LINK_9416
21_ISS_5G
cisco

21_2.4G

CAQT 79nQ

£ Refresh
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9. Create the first admin user

Enter the username and the password twice to create the first admin user.

0O Note
The first admin user cannot be deleted. It manages all other users.
If you want to reset the password for the first admin, see chapter 13.2 “Resetting

the password for the primary admin“ on page 298.

Please create your user account

User name

>

Repeat password

Product manual 2TMD041800D0088
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10. Select reset option

You can select reset option according to the use scenario.

Options for Reset

Without myBuildings account * «

With myBuildings account (recommended) **

* Reset of the password is done without security verification and
can be performed by anyone via the reset button

** Reset of the password is done with a security verification by a
once valid security code, which is sent via the myBuildings
account by email.

< >

Reset option = Without MyBuildings account

= |f this option is selected, anyone can reset the password for the first admin user by pressing
the reset button.

= Itis used for the scenario that "Smart Access Point" is installed in a private area and is not
physically accessible to unauthorized users.

Reset option = With MyBuildings account

= If this option is selected, a one-time validity security code is heeded when someone want to
reset the password for the first admin user by pressing the reset button. And this security
code will only be sent to the email set in the initial setup.

= Itis used for the scenario that "Smart Access Point" is installed in a public area and is
physically accessible to unauthorized users.

Attention!
The reset option can only be set in the initial setup and cannot be changed after
the initial setup.

The reset option can only be changed when you restore "Smart Access Point" to
the factory defaults.
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11. MyBuildings setting
Reset option = Without MyBuildings account

If the reset option is set to "Without MyBuildings account", you will access this screen.

Please connect to MyBuildings

User name
Password

Friendly name

Remote access D Enable 4

If you do not have a MyBuildings account yet, you can

< skip

[1] Click "Skip" to turn to next step if you don’t want to connect to MyBuildings currently.

[2] Click "Register here" to access the MyBuildings portal to register an account. see
chapter 13.1 “Registering an account on the MyBuildings portal“ on page 297.

[3] Enter the username, password and friendly name, followed by "Connect" to connect to
MyBuildings portal.

[4] If you want to access "Smart Access Point" from the MyBuildings portal, you need to tick the
"Enable" checkbox to enable the remote access function.

Product manual 2TMD041800D0088
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Reset option = With MyBuildings account

If the reset option is set to "With MyBuildings account", you will access this screen.

Please connect to MyBuildings

User name
Email
Password

Friendly name

Remote access  [_] Enable 4

If you do not have a MyBuildings account yet, you can

<

[1] Click "Register here" to access the MyBuildings portal to register an account. see
chapter 13.1 “Registering an account on the MyBuildings portal“ on page 297.

[2] Enter the username, password and friendly name, followed by "Connect" to connect to
MyBuildings portal.

[3] Enter the Email used to activate the MyBuildings account. This mail will receive a security
code when you want to reset the first admin user. see chapter 13.2 “Resetting the password
for the primary admin® on page 298.

[4] If you want to access "Smart Access Point" from the MyBuildings portal, you need to tick the
"Enable" checkbox to enable the remote access function.
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12. Set the device name

Enter the name for the device and this name will be displayed on the log in screen.

Please enter the device name

Device name Jacky's Pro

13. Confirm the settings

You can check all the settings again on the overview screen. You can click "<" to return to the
previous screens to edit the settings.

Click "Finish" to complete the initial setup.

Thank you!

Language English
Time zone (UTC-12:00) Internation...

System access point SmartAP_D590

Connection type WiFi

User name jacky
Building type Functional

MvRuiildinas disable
< Finish

Product manual 2TMD041800D0088
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8.4 Login screen

After initial setup, you can access the login screen of "Smart Access Point" using the first admin
user. The login screen will be different according to the number of users.

The number of users <6

If the number of users is <6, a name list is displayed on the screen. Enter the password on the
right of the user name to continue.

Jacky's Pro

PLEASE LOGIN

() CONFIGURATION (®) CONTROL

The number of users =6

If the number of users is = 6, no name list is displayed on the screen. You need to enter the
user name and the password to continue.

Jacky's Pro

PLEASE LOGIN
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8.5 Configuration screen

The configuration screen is used to add and configure all devices and users.

On the login screen, enter the password and click "Configuration™ to access the configuration
screen.

PLEASE LOGIN

‘ jacky

(8) CONFIGURATION (®) CONTROL

v @ @ sos @ P MAIN MENU

M ) L5

BUILDING STRUCTURE USER MANAGEMENT DOOR ENTRY SYSTEM

Design a building by Configurate the devices Locating and linking Add and edit users. Create and edit actions Create time conirol Configurate door entry
creating floors and of the access control devices Create user groups system devices, e.g.
rooms system e.g. cylinders, indoor station, outdoor
repeaters ... station
; jacky (=== Device configuration LF Preferences
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8.6 Control screen

The control screen is used to control the AccessControl devices.

On the login screen, enter the password and click "Control" to access the control screen.

PLEASE LOGIN

; jacky

(8) CONFIGURATION (®) CONTROL
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Commissioning

8.7 Settings

8.7.1 Accessing quick settings

On the configuration screen, click "\V" to carry out some common operations:
= Setting the network (e.g. network mode and IP address)
= Check device status (e.g. device name, language, time zone and date/time)

= Setting the MyBuildings account (e.g. connect to MyBuildings portal, view the validity period
of the license)

= General settings
= Logout from the account

A~ MENU
Network
W Network LAN client >
= SmartAP Jacky's Pro »

& MyBuildings A... ivanstagecn >
General settings

e Settings >

- Logout jacky
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8.7.2 Accessing the "Preference" screen

On the configuration screen, click "Preferences" to access the corresponding screen.

v ® @ sos ™ B MAIN MENU

M e = 8 B 6

BUILDING STRUCTURE RF WIRELESS PLACE + LINK USER MANAGEMENT ACTIONS TIME CONTROL DOOR ENTRY SYSTEM
CONNECTION

Design a building by Configurate the devices Locating and linking Add and edit users. Create and edit actions Create time control Configurate door entry
creating floors and of the access control devices Create user groups system devices, e.g.
rooms system e.g. cylinders, indoor station, outdoor
repeaters ... station
F—————— 1
‘ abb (=) Device configuration : ﬁ Preferences :

Product manual 2TMD041800D0088 | 42



8.7.3

Viewing the version

vove @ & sos @ P

4} PREFERENCES

Preferences

System information

Network settings

Localization

Project backups

Firmware updates

MyBuildings Account

Service

Wi-Fi access point mode settings

Third party authority

Abnormal devices

Onvif IPC list

Product manual 2TMD041800D0088

System information

Version information

1
1
1
§ Version
1
1
1

On the "Preferences", "System information” screen, you can view the version information

PREFERENCES

V2.4
Date 20200228163012
L e o i e
‘SystenTinformatton
Devices 5
Operating time 1309m (0d 21h)

Data Privacy
End user license agreement

Licensing Terms ABB Welcome
©Copyright 2019 ABB.AIl rights reserved
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8.7.4 Disclaimer information

On the "Preferences", "System information” screen, you can view the disclaimer information.

voe @  sos @ B PREFERENCES
{} PREFERENCES
Preferences System information
SRty > | Version information
Version v2.41
Network setlings >
Date 20200228163012
Localization >

System information

Project backups > Devices 5
Operating time 1309m (0d 21h)
r

Firmware updates > 1 I
1 1
1 )

MyBuildings Account » M Data Privacy :
1 VEEIﬂ.!.Iﬁ.ELl.IEEEﬁﬁ‘_ﬂQE.EDlEEIJ |

Service > ! 9 !
1 ©Copyright 2019 ABB.All rights reserved \

Wi-Fi access point mode settings >

Third party authority 13

Abnormal devices >

Onvif IPG list > «
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Commissioning

8.7.5 Network setting

On the "Preferences”, "Network settings" screen, there are 4 options for selection.
[1] "Unit network and building network on LAN-1 (POE)" is used by default.
[2] Click the right diagram to view the zoom view.

£} PREFERENCES

Preferences Network settings Ao 1] U e 1B 410 O LA PO
p — -
Syslem information Network mode 2 = [
Network settings N Unit network and building network on LAN-1 (POE) 1 v _| ':'"- -
o | Unit network and building network on LAN-1 (POE) —|
Localization > d —
‘ Unit network on LAN-1 (POE); Building network on LAN-2 o
Project backups >
Unit network on LAN-2; Building network on LAN-1 (POE) (Recommended setting)
Firmware updates >
Unit network on WLAN; Building network on LAN-1 (POE)

MyBuildings Account 3

Subnet mask
Service >

Default gateway
Wi-Fi access point mode settings >

DNS server
Third party authority >

Building network
Abnormal devices >

Scenario 3: Unit network on LAN-2; Building network on LAN-1 (PoE) (Recommended setting)

o

Yo'

Building network

D Smart Access Point

Smart Access Point can be powered by Power Supply or PoE Switch via
LAN1

+ Smarl Access Point acoass tha intemet via LANZ (Router).

Building Qutdoor Station

- Smart Access Point acoess the buikiing network via LAN1. DES devices
can be updated the firmware remotely via Smart Access Point.
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1. Unit network and building network on LAN-1 (POE)
= Smart Access Point can be powered by Power Supply or POE Switch via LAN-1 (PoE).
= Smart Access Point access the internet via LAN-1 (PoE).

= Smart Access Point access the building network via LAN-1 (PoE). DES devices can be
updated the firmware remotely via Smart Access Point.

Scenario 1: Unit network and building network on LAN-1 (PoE)

IP touch

J
i G 3
uilding network ‘
10.0.x.x \ /
Router
Unit network
O ] o
192.168.x. = -
LAN-2/
LAN-1 (POE) "~~~
| LI
5 a
Smart Access Point

(B 1 1|

POE Switch

Building Outdoor Station
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2. Unit network on LAN-1 (POE); Building network on LAN-2
= Smart Access Point can be powered by Power Supply.
= Smart Access Point access the internet via LAN-1 (PoE).

= Smart Access Point access the building network via LAN-2. DES devices can be updated
the firmware remotely via Smart Access Point.

Scenario 2: Unit network on LAN-1 (PoE); Building network on LAN-2

<
\'0 0 1 4

IP touch

/)

Building network

O 10.0.x.x Unit network °
192.168.x.x (]
LAN-277"" I ]

a

o~ (]

Smart Access Point

(B 1 1|

POE Switch
Building Outdoor Station
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3. Unit network on LAN-2; Building network on LAN-1 (POE) (Recommended setting)
= Smart Access Point can be powered by Power Supply or POE Switch via LAN-1 (PoE).

= Smart Access Point access the internet via LAN-2.

= Smart Access Point access the building network via LAN-1 (PoE). DES devices can be
updated the firmware remotely via Smart Access Point.

IP touch

Building network

O 10.0.x.x

Unit network
192.168.x.x

Scenario 3: Unit network on LAN-2; Building network on LAN-1 (PoE) (Recommended setting)

(B 1 1|

POE Switch
Building Outdoor Station

Product manual 2TMD041800D0088
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o
LAN-27" [ N
LAN-1 (PoE) L: L N

l (]

Smart Access Point
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4. Unit network on WLAN; Building network on LAN-1 (POE)
= Smart Access Point can be powered by Power Supply or POE Switch via LAN-1 (PoE).
= Smart Access Point access the internet via WiFi (Router).

= Smart Access Point access the building network via LAN-1 (PoE). DES devices can be
updated the firmware remotely via Smart Access Point.

Scenario 4: Unit network on WLAN; Building network on LAN-1 (PoE)

IP touch

[ WiFi & @
Ul
Building network \ Router
O 10.0.x.x Unit network P
192.168.x.x o F _l
LAN-2/
LAN-1 (PoE) ----

(PR | B

[©) &
Smart Access Point

(B 1 1|

POE Switch
Building Outdoor Station

see chapter 8.3 “Initial setup“ on page 26
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8.7.6

Language setting

Preferences

System information

Network sellings

Localization

Project backups

Firmware updates

MyBuildings

Service

WI-Fl access point mode settings

Third party authority

Abnormal devices

Onvif IPC list

Product manual 2TMD041800D0088

Localization

System settings

Device name

Language

Language

Time zone

Time zone

Date/time

Mode

Server

Jacky's Pro

(UTC+08:00) Beijing,Chongging.H...

NTP time service

pool.ntp.org

v

On the "Preferences", "Localization" screen, select the language from the drop-down list.

$} PREFERENCES
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8.7.7 Time settings

Time zone setting

On the "Preferences", "Localization" screen, select time zone from the drop-down list

$} PREFERENCES

Preferences Localization
System information > System sertings
Network settings » Device name Jacky's Pro
Localization > Language
Language English v
Project backups > B o e M .
1
1. 1
Firmware updaltes > : Time zone :
: Time zone (UTC+08:00) Beijing,Chongging,H... v :
MyBuildings > 1 1
O Dateftime
Mode NTP time service v
WI-Fl access point mode settings >
Server pool.ntp.org
Third party authority >
Abnormal devices >
Onvif IPC list > -
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Sync "Smart Access Point" time with local system or NTP server

On the "Preferences”, "Localization" screen, "Smart Access Point" time can be set to sync from
"Local system time" or from "NTP time service".

$} PREFERENCES

Preferences Localization
System information > System seﬂings
Network settings o Device name Jacky's Pro
Localization > Language
Language English v
Project backups b
Fimware updates > | Time zone
Time zone (UTC+08:00) Beijing,Chongqing H... v
MyBuildings L .
| ) 1
1 Date/time !
Service > N I
: Mode Local system time v :
WI-Fl access point mode settings > A . !
1 Smart Access Point time 2019-09-30 11:43:47 1
| 1
Third party authority > : PC time 2019-09-30 11:43:47 1
1
| 1
I Synchronize with PC time 1
Abnormal devices L T e — |

Onvif IPC st > x v Save
£} PREFERENCES

Preferences Localization
System information > System settings
Network settings » Device name Jacky's Pro
Localization > Language
Language English ~
Project backups >
Firmware updates > Time zone
Time zone (UTC+08:00) Beijing.Chongqing.H... v
MyBuildings >
1 . [
1 Date/time !
Service > | I
: Mode NTP time service v :
WI-Fl access point mode sellings > 1
: Server pool.nip.org :
Third party authority > B !
Abnormal devices >
Onvif IPC list > 'S
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Sync "Smart Access Point" time with Door Entry System devices

0O Note
This function is only used for Door Entry System devices.

On the "Preferences", "Misc settings" screen, you can select "Automatically” to sync "Smart
Access Point" time with other devices on the system regularly. You need to click "Apply" before
the change is effective.

£} PREFERENCES

Preferences Misc settings
Network settings N e -
1 Time synchronisation for door entry system dewce‘ls
1
Localization > M) '® Automatically Manually 1
1
: Synchronize period(hour) 1
Project backups > | :
R
1
1
Firmware updates > 1 Apply :
R i
MyBuildings Account . . .
Door communication devices
Service > [ Alarm when device goes offine
L{] Enable sound notification
e D (¥ Enable popup nolification

Third party authority .
Access control devices

Abnormal devices > (¥) Alarm when cylinder goes offline
Onvif IPC list > Apply
Misc settings > ®
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8.7.8

MyBuildings settings
"Pair" is displayed when the account and password are correct.

"Connect" is displayed when "Smart Access Point" is connected to the MyBuildings portal

successfully.

If "Remote access" is enabled, you can access "Smart Access Point" on the MyBuildings portal.
But you need to subscribe to the "Remote access" service on the MyBuildings portal before this

function is used.

{} PREFERENCES

MyBuildings

Prefere

System information

Network settings

Localization

Project backups

Firmware updates

MyBuildings

Service

WI-Fl access point mode settings

Third party authority

Abnormal devices

Onvif IPC list

Product manual 2TMD041800D0088

MyBuildings

Connection

License

to register this devic
vel, you can register here. For

At present, the remote function is temporarily in the trial operation phase

User name

638a0b1c-5b39-4952-876¢-083941d29d67

(Y] Enable

Logout
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Refresh the license
You can refresh the license after the remote service is subscribed.

')
e

On the "Preferences", "MyBuildings", "License" screen, click " to refresh the license.

¥ PREFERENCES

Preferences MyBuildings MyBuildings
System information Connection ,  Remote Access and Notifications
Effective date 2019-09-30 13:13:04
Network setlings >
License > Expiration date 2019-10-20 06:00:00
Localization >
Project backups >
Firmware updates >
MyBuildings >
Service >
WI-Fl access point mode settings >
Third party authority >
Abnormal devices >
Onvif IPG list > .
O
O
_——
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8.7.9 WiFi Access Point mode settings

On the "Preferences", "Wi-Fi Access Point mode settings" screen, you can change the WiFi
Access Point mode settings.

£} PREFERENCES

Preferences WI-FI access point mode settings

Sysiem Information > | WI-FI access point mode settings

Network settings > SSID SmartAP_D590

Localization > Password  asasesases

Project backups > IP address 192.168.3.1

Firmware updates > Band 2.4G ~
MyBuildings > Country code China A
Service >

WI-FI access point mode settings >

Third party authority >

Abnormal devices >

Onvif IPC list > X v Save
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8.7.10 Third part authority settings
Third party device can obtain the data of Door Entry System (e.g. unlock information) from
"Smart Access Point" by setting the designated IP address and port of the third-party device.

On the "Preferences", "Third party authority" screen, click "add" and enter the IP address and
the port number, then click "Applied" to apply the setting.
Third party authority
Add

Preferences
>

System information
Network settings >
IP address Port
Localization >
1
1
Project backups > 1
1
1
Firmware updales > "
1
1
MyBuildings > 1
1
1
Service > ’l
1
WI-Fl access point mode settings > :'
1
1
Third party authority > 1
1
1
Abnormal devices > "
1
- T
Onvif IPC list > ﬁ h
1
T
4} PREFERENCES
Preferences Third party authority !
1
. 1
System information > i}
1
) Add IP address J
Network setlings )
IP address | ! |
Localization > V
Port
Project backups >
Firmware updates > Cancel Applied
MyBuildings >
Service >
WI-Fl access point mode settings >
Third party authority >
Abnormal devices >
Onvif IPC list > ®
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8.7.11 Abnormal devices

On the "Preferences”, "Abnormal devices" screen, you can view the details of abnormal devices
(e.g. device sign failed, communication failed etc.).

£} PREFERENCES

Pref Abnormal devices
Network settings >
Localization > Room No. Device No. Device type Serial No. MAC Reason

00 o1 Outdoor station 101807A7F02F948 807ATFO2F948 Device signed failed
Project backups >

00 02 OQutdoor station 101807ATF02F945 807ATFO2F945 Device signed failed
Fimware updates ’ 02 01 Indoor station | 102807A7FO2FG05 | BOTA7FO2FB05 | Devio i failed
MyBuildings > o1 01 Indoor station 102807A7F0280D8 807A7F0280D8 Device signed failed
Service >
WI-Fl access point mode setlings >
Third party authority >
Abnormal devices >
Onwif IPC list b4
Misc seltings > *

You can check the device when "Device signed failed" appears on the abnormal devices list.
= Has the device been signed before?

= Does the device work in safety mode?

= Does the IP address of the device conflict with other devices?
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8.7.12 Onvif IP-Camera settings

Following settings need to be adjusted on your IP-Camera (Please check the manual of your IP-
Camera).

Protocol Set as "ONVIF" or "ONVIF Profile S"

Video Encoding Type | Setas "H.264"

Resolution Set to max. 1920x1080 (1080p)

For IP cameras the following addresses can be assigned in the community/functional network: -
10.0.3.1 ... 10.0.3.254. In this address range also other devices, such as a computer, can use
the 10-type addresses without coming into conflict with the ABB-Welcome IP address range.

On the "Preferences”, "Onvif IPC list" screen of "Smart Access Point", click "Search device" to
search the IP-camera used for the public network.

£} PREFERENCES

Preferences Onvif IPC list

Network settings > | [! :

: Search device |

1 1
Localization 3

IP address Name Status Action

Project backups >
Firmware updates >
MyBuildings >
Service >
WI-FI access point mode settings >
Third party authority >
Abnormal devices >
Onwif IPC list »
Misc settings » ®
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Then click "Enter credentials" after the IP-camera is detected.

EFERENCES

Preferences Onvif IPC list
Network settings. > -
Search device
Localization >
IP address Name Status Action
Project backups i [ !
10.0.0.3 HIKVISION%:20DS-2CD2142FWD-| Unpaired I Enter credentials :
1
Firmware updates > TmEmEmE T T -
MyBuildings >
Service >
WI-Fl access point mode settings >
Third party authority >
Abnormal devices >
Onwif IPC list >
Misc settings % *
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Enter the username and the password of the IP-camera, then click "Pair".

Commissioning

INFORMATION

Enter camera credentials

User name admin

Password

Preferences Onvif IPC list
Network settings > X
Search device
Localization L4
IP address Name
Project backups >
10.0.0.3 HIKVISION%20DS-2CD2142FWD-I
Firmware updates >
MyBuildings >
Service >
WI-Fl access point mode settings >
Third party authority >
Abnormal devices >
Onvif IPC list >
Misc settings > *
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8.7.13 Alarm notification settings

On the "Preferences", "Misc settings" screen, the sound notification and popup notification are
only available when the "Alarm when device goes offline" function is enabled.

£} PREFERENGES

Preferences Misc settings
Network seltings > . . . .
Time synchronisation for door entry system devices
Localization > ® Automatically Manually
Synchronize period(hour)
Project backups >
1
Firmware updales > Apply
MyBuildings Account >

Door communication devices

[ Alarm when device goes offine

Service > : 1
! (¥ Enable sound nolification :
Wi-Fi access point mode settings > : 1
1 1
1
e ’ Access control devices
AR e > [ Alarm when cylinder goes offiine
Onvif IPC list > Apply
Misc settings > «
O Note
The alarm is reported via outdoor station 1 (device ID=1) or via gate station 1
(device ID=1). If either of these two devices cannot be detected in the system,

the alarm cannot be reported to "Smart Access Point" successfully.
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8.7.14 Configuring "Smart Access Point"

Access the setting screen

On the configuration screen, click "Device configuration”, "SmartAP", designated "Smart Access
Point" to access the configuration screen.

Device type SmartAP(1) Smart Access Point Tamper alarm
M SmarlAP(1) > Floor
N <not allocated>- v
F Cylinder(0) > 2%
Room
© Repeater(0) >
<not allocateds v
Il RF/IP gateway(0) > e
Am 1P camera(0) > Doorbell ring >
ﬂ Outdoor station(0) > Alarm alert 4
Bina it >
3 indoor station(0) > nay inpu
Binary output >
O P actuator(0) >
Tamper alarm >
Guard unil(0) >
Security Switch >
Parameter
Mute ’ Tamper alarm
Day/night switchover > Disable v
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Doorbell ring

On the settings screen, click "Doorbell ring" to access the corresponding screen.

lernaH ring l
U ‘L-.I.— fir re %
Position
Building
Floor
Room
Channels
Doorbell ring
Alarm alert Parameter
Ringtone
Binary inpul
Ringtone 4 v
Binary output Repeal times
Tamper alarm — 4 +
Securty SuRch Repeat interval time (seconds)
- B _ 10 -+
Mute Volume
Day/night switchover - 4 +
-
No. | Description
1 Icon
Display the status of the channel. It can be triggered manually by pushing the icon.
Ringtone
2 Click the drop-down list to select the ringtones for the "Smart Access Point" doorbell (built-in 4
ringtones).
Repeat times
3 . . .
Adjust the repeat times of the ring tone.
4 Repeat interval time (seconds)
Adjust the interval time of the ring tone.
5 Volume
Adjust the volume of the ringtone.
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Alarm alert

On the settings screen, click "Alarm alert" to access the corresponding screen.

Smart Access Point lA\arm alert I

version: V1.05

Update firmware

: X
Position
Building

<not allocateds -
Floor

<not allocaled> -
Room

<not allocated> -
Channels
Doorbell ring >
Alarm alert >
Binary input >
Binary output >

Tamper alarm >
Security Switch >
M N Parameter

Mute 5

Duration time (minutes)

Day/night switchover > - 5 +

No. | Description

Icon
1 . . . .
Display the status of the channel. It can be triggered manually by pushing the icon.
5 Duration time (minutes)

Time duration of the alarm alert.
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Binary input

On the settings screen, click "Binary input" to access the corresponding screen.

Smart Access Point

version: V1.05
Update firmware

Position

Building

<not allocateds
Floor

<not allocaled>
Room

<not allocated>
Channels
Doorbell ring
Alarm alert
Binary input

Binary output

Tamper alarm

Security Switch

Mute

Day/night switchover

[ o |
b A
Z
. Positior
Building
<not allocated> v
Floor
<not allocated> ~
Room
<not allocaled: v
>
>
>
>
>
>
>
>

No. | Description

1 Icon
Display the status of the channel.
Position

5 siti

Assign the sensor connected to the binary input to the building structure (building, floor, room).
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Binary output

On the settings screen, click "Binary output" to access the corresponding screen.

Smart Access Point

version: V1.05
Update firmware

Position

Building

<not allocateds
Floor

<not allocaled>
Room

<not allocated>
Channels
Doorbell ring
Alarm alert
Binary input

Binary output

Tamper alarm

Security Switch

Mute

Day/night switchover

o 1

Positior
Building

<not allocated> v

Floor

<not allocated= v

Room

<not allocaled> v

Parameter

Duration time (seconds)
— 1 +
*

No. | Description
1 Icon
Display the status of the channel.
5 Position
Assign the sensor connected to the binary input to the building structure (building, floor, room).
3 Duration time (seconds)

Time duration of the binary output.
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Tamper alarm

On the settings screen, click "Tamper alarm" to access the corresponding screen.

Smart Access Point l Tamper alarm I

version: V1.05

Update firmware

« /-
Position
Building

<not allocateds -
Floor

<not allocaled> -
Room

<not allocated> -
Channels
Doorbell ring >
Alarm alert >
Binary input >
Binary output >

Tamper alarm >
Security Switch >

Parameter

Mute ? Tamper alarm
Day/night switchover > Disable -

No. | Description

1 Icon
Display the status of the channel.
5 Enable/disable the function

Click the drop-down list to enable/disable the function.
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Security switch

On the settings screen, click "Tamper alarm" to access the corresponding screen.

Smart Access Point lSecunw Switch I

Update firmware

z4

Position
Building

<not allocateds -
Floor

<not allocaled> -
Room

<not allocated> -
Channels
Doorbell ring >
Alarm alert >
Binary input >
Binary output >
Tamper alarm >
Security Switch >
Mute >
Day/night switchover >

No. | Description

Icon
Display the status of the channel.
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Mute

On the settings screen, click "Mute" to access the corresponding screen.

Smart Access Point lMule I

version: V1.05

Update firmware
Position

Building

<not allocateds -
Floor

<not allocaled> -
Room

<not allocated> -
Channels
Doorbell ring >
Alarm alert >
Binary input >
Binary output >
Tamper alarm >
Security Switch >
Mute >
Day/night switchover >

No. | Description

Icon
Display the status of the channel. It can be triggered manually by pushing the icon.
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Day/night switchover

On the settings screen, click "Day/night switchover" to access the corresponding screen.

Smart Access Paint lDay/mghl swilchaver l
e U\":_ e Dayfnight switchover
Building

<o allocated .
Floor

<ot allocaleds .
Room

ot allocaleds .
Channels
Doorbell ring >
Alarm alert >
Binary input >
Binary output >

Tamper alarm >
Security Switch >
Mute >
Day/night switchover >

-
No. | Description
Icon
1 Display the status when it is day or when it is night. The day and night switch is triggered by the
internal astro function.
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8.8 Configuring Welcome IP API

8.8.1 Configuring local API

Topology

3rd party

| Panel

O % 3rd party APP
Audio IP
Switch
SmartAccess Point
IP touch 5 Outdoor Station (Local API)

Precondition
= Ensure the version of "Smart Access Point" should be 6.36 or above.

= Local APl is enabled.
= Alocal API user is created.
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Enable local API
Please follow the steps below:

[1] On the "Preference" screen, click "Connections & APIs" to access the corresponding
screen.

[2] Click "Local API & SIP Configuration".
[3] Tick the check box to enable the local API function.

[4] Itis recommended to tick the check box to enable TLS encryption. [5] If "Enable TLS" is
activated, please download the certificate for encryption.

[6] Click "Save".

If communication security is not considered, step 4 and step 5 can be ignored.

Hove @ = sos @ B PREFERENCES
&} PREFERENCES
Preferences Connections & APls Local APl & SIP Configuration
System information > MyBuildings connection > Enable local API and SIP connections

The local AP allows you to monitor and control all your Welcome IP devices, as well as third party IP-enabled devices available
on the local notwork, within the Welcome IP system. The documentation for the local AP! is available in the ABB Developer

Network settings > Local AP! & SIP Configuration > Portal: Mo /ideveloper ey mybuiidings abb com
Support requs for the APis can only be made via the developer portal, and we would like 10 point out that we do not provide
support for your own programming.

Localization > API Access > Create at least one user with AP! access rights in the User Management menu. By enabling the local AP, you accept the
folowing

Project backups > Create and manage SIP accounts > Download certificate for encrypted SIP / MQTT connection

SIP server settings

Firmwar > n: >
irmware updates License [ Enable SIP server
Enable TLS for more secure SIP communication. The required certificate for the clients can be downloaded at the top of this
Connections & APIs > page.
Communication *TLS ubP ce
Service >
Transport protocol ® sRTP RTP
Wi-Fi access point mode settings > Transfer settings to all devices
Third party authority > MQTT connection settings

Enable TLS

When using the local AP, it is recommended to enable TLS encryption (at least TLS1.2) on the cient. The required
Abnormal devices > certificate can be downloaded at the 1o of this page.

Onvif IPG fist > X 6 v save
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Create a local APl user

Please follow the steps below:

[1] On the designated user screen, click "Enable" for API access.

[2] Enter the user’s password. If the user has not previously set a password, the password
entered here will be used as the password to login into local API.

Commissioning

[3] Click "\".
HoMeE @ = sos (@ B < USER MANAGEMENT >
admin585
-y - il 3 -
Users groups ID authentication(1) Pairing devices Cylinder IP camera

please set user permission under each category

i= LIST VIEW

admin585

User role;  Admin

1 API access
Enable (® Disable
Device sharing

Email address

Invitation code ©
Invite
User information

Personal dala
Change password
User permission settings
Users groups

1N authenticatinnl 11

«

INFORMATION

ﬁ Do you want to save the change?

Please enter the user's password:
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[4] Local API user is displayed on the screen.

HoMe @ = sos (M B USER MANAGEMENT
& USERS i= LISTVIEW
Users
+ admin585
Add user

main
Users

o o

admin585 main
Cloud AP Users
Cloud API Users
clouduser
friendlyname

(] 8
- (L L]
Users Users groups
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8.8.2 Configuring cloud API

Topology

]

IP touch 5 Outdoor Station

Precondition

3rd party
Panel

Y

SmartAccess Point

3rd party cloud

=  Ensure the version of "Smart Access Point" is 6.36 or above.

= MyBuildings portal can be accessed with a registered account.

= Acloud API user is created.
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Access MyBuildings portal

Please follow the steps below:

(1]

(2]
(3]
(4]
(5]

On the "Preference" screen, click "Connections & APIs" to access the corresponding
screen.

Click "MyBuildings connection".

If MyBuildings account has not been registered, click "register here" to register an account.
Enter the registered MyBuildings account, password and set an alias.

Click "Login".

= "Pair" is displayed when the account and password are correct.

= "Connect" is displayed when "Smart Access Point" is connected to the MyBuildings portal
successfully.

= If "Remote access" is enabled, you can access "Smart Access Point" on the MyBuildings
portal. But you need to subscribe to the "Remote access" service on the MyBuildings portal
before this function is used.

The cloud APl is enabled automatically after login the portal successfully.
[6] Click "API Access".
[7] Could API user is displayed on the screen.

Home @ S sos (M P

4} PREFERENCES

Connections & APls MyBuildings connection

PREFERENCES

System information > MyBuildings connection > | Please use your MyBuildings account information o register thi lyBuildings. If you do
not have account yet, you can register here. Fpr more information ab jildings, refer o the
Network setlings Local API & SIP Configuration help
Al present, the remote function is temporarily in the trial operation phase
Localization API Access
Project backups Creale and manage SIP accounts Pair: X Connect: X
User nar
Firmware updates License
Connections & APls > Password
Friendly nar
Service >
uuID
-Fi
Wi-Fi access poinl mode seflings > Remote 8c08ss ) Enable
Third party authority > Logir
Abnormal devices >
Onwif IPC list > -

Product manual 2TMD041800D0088



HoMe @ = sos (M B PREFERENCES

Preferences Connections & APls API Access

Syslem information > MyBuildings conneclion 'r”j"dl‘y"me >
Network settings > Local API & SIP Configuration >

Localization > API Aci >

Project backups > Create and manage SIP accounts >

Firmware updates > License »

Connections & APls >

Service >

Wi-Fi access point mode settings >

Third party authority >

Abnormal devices £

Onvif IPC list > *
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[8] On the designated user screen, cloud API user is also displayed on the screen.

Hove @ & sos B USER MANAGEMENT
Users
et admin585
Add user
Users main
admin585 main
Cloud API Users
clouduser
friendlyname

[] i
L (L ]
Users Users groups
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8.9 Configuring Welcome IP SIP

8.9.1 SIP application topology

SmartAccess Point

IP Touch 5 Outdoor Station

Switch actuator

The above topology supports 2 scenarios.

Scenariol: When IP touch 5 outdoor station initiates a call to a specific apartment, the 3rd party
panel in the same apartment will ring. The 3rd party panel receive the call and release the door

by sending a command.

4|I§I|:I|:I|:I|:I

Switch

______________________

’—*. Panel

3rd party

Apartment2...n

Scenario2: The 3rd party panel initiates a call to IP touch 5 outdoor station.

*Usually, one Audio IP works with one 3rd party panel in the same apartment. When IP touch 5

outdoor station calls Audio IP, the related 3rd party panel also rings.

In order to achieve the scenarios above, the following settings need to be configured first.

[1] Accessing "APIs" screen on Smart Access Point.

[2] Configuring Smart Access Point as SIP server.

[3] Creating an SIP account for each 3rd party panel.

[4] Configuring the 3rd party panel.
[5] Configuring IP touch 5 outdoor station.
[6] Configuring Audio IP.
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8.9.2 Accessing "APIs" screen on Smart Access Point

On the "Preference" screen, click "Connections & APIs" to access the corresponding screen.

Home @ & sos (@ P PREFERENCES
Preferences Connections & APls
System information > MyBuildings connection >
Network setlings > Local AP & SIP Configuration >
Localization > API Access >
Project backups > Create and manage SIP accounts >
Firmware updates > License >
Connections & APls >
Service >
Wi-Fi access point mode settings >
Third party authority >
Abnormal devices £
Onvif IPG list > -
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8.9.3 Configuring Smart Access Point as SIP server

Please follow the steps below:

[1] On the "Connections & APIs" screen, click "Local API & SIP Configuration"”.

[2] Tick the check box to enable the "Local API and SIP connections" function.

[3] Tick the check box to enable "Smart Access Point" as SIP server.

[4] Select communication protocol.

[5] If communication protocol is set to "TLS", a certificate should be download before use.
[6] Select a transport protocol.

[7] When "Transfer settings to all devices" is clicked, "Smart Access Point" will push related SIP
settings to all devices (including IP Touch 5 Outdoor Station and Audio IP, but not including
the 3rd party panel).

It is recommended to carry out this operation when SIP settings are changed or some device
doesn’t work normally.

[8] Click "Save".

HoME @ & sos @ B PREFERENCES
¥ PREFERENCES
Preferences Connections & APls Local AP! & SIP Configuration
System information > MyBuildings connection > Enable local APl and SIP connections
The local AP al your Wekcome IP devioes, &3
0 o oo e . The documentation or the
Network settings > Local API & SIP Configuration > Portal: hitps.//developer ey mybuildings. abb.com

Support requests for the APis can only be made via the developer portal, and we would ike o point out that we do not provide

support for your own programming

Localization > AP| Access > Create at loast one user with AP| access rights in the User Management menu. By enabling the local AP, you accept the
folowing

Project backups > Create and manage SIP accounts > Download certificate for encrypted SIP / MQTT connection

SIP server settings

Fi jare ates > License >
irmware updates icense Enable SIP server
Enable TLS for more secure SIP communication. The required certificate for the clients can be downloaded at the top of this
Connections & APIs > page.
Communication *TLS ubpP ce
Service >
Transport protocol @ sRTP RTP
Wi-Fi access point mode settings > Transfer settings to all devices
Third party authority > MQTT connection settings

[ Enable TLS
When using the local APY, it is recommended to enable TLS encryption (at least TLS1.2) on the cient. The required
Abnormal devices > certificate can be downloaded at the top of this page.

Onvit IPC list > X 8 v Save
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Commissioning

8.9.4 Creating a SIP account for each 3rd party panel

There are 2 ways to create SIP account for the 3rd party panel.

1. Create the SIP account one by one

Please follow the steps below:

[1] On the "Connections & APIs" screen, click "Create and manage SIP accounts".

[2] Click "+".

[3] The 3rd party panel will be set to "Indoor station" automatically and can’t not be modified.
[4] Enter the device address (contains block no., floor no. and room no.).

[5] SIP ID will be generated automatically according to the rule and can’t not be modified.
[6] Alias will be generated automatically according to the rule and it can be modified.

[7] Enter the password (6...15 digits).

[8] Click "Save".

HomE @ = sos (@ B < PREFERENCES
L} PREFERENCES
Preferences Connections & APIs Create and manage SIP accounts
System information > MyBuildings connection > 2
- i
Network settings > Local API & SIP Configuration > N : -
Type Alias 3 SIPID 3 Password Settings.
Localization > API Access >
Project backups > Create and manage SIP accounts 1 H
Firmware updates > License >
Connections & APIs >
Service B
Wi-Fi access point mode settings >
Third party authority >
Abnormal devices b
Onvit IPC st > -

Add SIP account

Device type Indoor station

Alias 6

Device addr. Block No.

Floor No /-I-

{ Room No..
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Commissioning

2. Create SIP accounts in batch

SIP accounts for the 3rd party panel can be created in batch.

= Atleast one Audio IP is used in each apartment.

= The 3rd party panel should be in the same network with the designated Audio IP.
= The 3rd party panel uses the same SIP account as the designated Audio IP.
Please follow the steps below:

[1] On the "Connections & APIs" screen, click "Create and manage SIP accounts".
[2] Click " & »

[3] If existing account need to be kept, tick the check box, otherwise all existing account will be
clear and then new accounts will be created.

[4] Click "Yes".

SIP accounts of the 3rd party panels are generated based on the room numbers of Audio IPs
which have registered in the system.

vove @ ‘& sos B B < PREFERENGES @ >
L} PREFERENGES
Preferences Connections & APls Creale and manage SIP accounts
Syslem information > MyBuildings connection > 2
+ i
Network settings > Local APl & SIP Configuration > .\-\_/ ‘\\_/;
- Type = Alias * SIPID ¢ Password Settings
Localization > API Access >
Project backups > Create and manage SIP accounts 1 >
Firmware updates 3 License >
Connections & APls >
Service B
Wi-Fi access point mode settings >
Third party authority >
Abnormal devices b
Onvif IPC list > «

counts for the building

Create SIP accounts for all units?

Keep existing accounts 3

X No
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8.9.5

Configuring the 3rd party panel

Due to the diversity of the 3rd party panel, the following example is only for reference.

Please follow the steps below:

(1]
(2]
(3]
(4]

(5]
(6]
(7]

(8]

Enter the SIP account.

Enter the SIP password.

Enter the server address 10.0.0.1.

Select the transport protocol and enter the port.

If "UDP/TCP" is selected, port should be set to "5060".
If "TLS" is selected, port should be set to "5061".
Enter the server expire time (60...120 seconds).

Enter the server retry counts.

If communication protocol is set to "TLS", a certificate downloaded from "Smart Access
Point" needs to be imported.

Set the media stream transport protocol.
Compulsory = SRTP

Disabled = RTP

Register status Registered
Line Active | Enabled A4 |
Label | 0030909 |
Display Name | 0030209 |
Register Name | 0020009 |
Username | 0020009 |
Passwaord I [— |
SIP Server 1

Server Host [ 10.0.0.1 | port[soso /|

Import Trusted Certificates

Load Trusted Certificates File No selected file | Browse...
[ ooss [ Gorcal ]
| confirm | | cancel |
RTP Encryption (SRTP) [ Compulsory V]
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8.9.6 Configuring IP touch 5 outdoor station

IP touch 5 outdoor station needs to be configured before using SIP function.
1. SIP client settings

Please follow the steps below:

[1] On the designated IP touch 5 outdoor station screen, click "Settings".
[2] Click "SIP client settings".

[3] The following settings will be filled automatically when "Smart Access Point" is enabled as
an SIP server and IP touch 5 has obtained the certification from "Smart Access Point".

— SIP account
— SIP server
— Communication protocol

— Transport protocol

vome @ & sos @) P DOOR ENTRY SYSTEM
o= Outdoor station 002-01 LIST VIEW
Physical address >
Caling type >
Welcome
Welcome message >
No welcome message.
Door lock setting >
Unlock mode configuration >
3rd party door opener settings. >
SIP client settings >
Time synchronization >
Lift control >
’ &= Language >
Setlings Bulletin Name list ;
HOME | @ sos @ B DOOR ENTRY SYSTEM

Outdoor station 008-01 LIST VIEW

al

Advanced settings

Welcome

No welcome message

SIP server

* UDP TCP TS

Vg o] =

St Butetn reme
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2. 3rd party door opener settings

The 3rd party panel needs to set a button on the device to release the lock on IP touch 5
Outdoor Station.

Please follow the steps below:
[1] On the designated IP touch 5 Outdoor Station screen, click "Settings".
[2] Click "3rd party door opener settings".

[3] Select a value from the drop-list as the command to release the lock. It can be set to "0~9",
e

[4] Click "Save".

Home @ sos M P DOOR ENTRY SYSTEM
Physical address >
Galling type >
Welcome Welcome message >
No welcome message.
Door lock setting >
Unlock mode configuration >
3rd party door opener settings >
SIP client settings >
Time synchronization >
Lift control >
1 =
Seﬁgs Bin Nar-ne list Language ?
& O @ & Notsecure | heps//192168033 @ m % &
HomE @ & sos M) B DOOR ENTRY SYSTEM

o Qutdoor station 002-01 LIST VIEW

Message typ
@ RTP(AFC-2833)
@ SIP INFO(RFC-2976)

Welcome vai

No welcome message.

1 v

P =

— - . “
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3. Adding the 3rd party panels to the name list one by one

It is available for IP touch 5 outdoor station calls the 3rd party panel via keypad directly or name
list.

Please follow the steps to add the 3rd party panel to the name list:

[1] On the designated IP touch 5 outdoor station screen, click "Name list".
[2] Click "+ Add item".

[3] Enter the last name and the first name.

[4] Click "Select room".

HoME @ = sos B B DOOR ENTRY SYSTEM

Outdoor station 008-01 LIST VIEW

Name lis

al

Import name list entries

Name list entries

nexistent names.

Ve 1 =
Settings Bulletin Name list
HovE @ & sos M B DOOR ENTRY SYSTEM
. S

Aesident(s)/ Tenant(s

Jacky

Upload logo/image

Select room

P =

e . i _
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Commissioning

[5] Select the designated room where the 3rd party panel is placed.
[6] Click "Confirm".

[7] The alias name has been displayed on the screen of IP touch 5 outdoor station.

o @ & sos @ B & < | DOOR ENTRY SYSTEM

Al

joor station 008-01

LIST VIEW

Name list

Import name list entries
Copy name list to other OS
Remove all entries

Name list entries

Search by name list

J

Jacky >

Ve @ =

Settings Bulletin Name list
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Commissioning

4. Adding the 3rd party panels to the name list in batch

If there are many 3rd party panel need to be added to the name list. It is recommended to use
importing function.

Please follow the steps to add the 3rd party panels to the name list in batch:
It is recommended remove all entries before importing.

[1] On the designated IP touch 5 outdoor station screen, click "Name List".
[2] Click "Remove all entries".

[3] Click "Continue".

[4] Click "Import name list entries".

INFORMATION

It will delete all namelist. Gontinue?

Continue

HME @ & sos @ B & ¢ | DOORENTRY SYSTEM >

Al

Outdoor station 008-01

Name list

Impart name list entries

Name list entries |

Inexistent names.

Ve @ =

Seltings Bulletin Narne list
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Commissioning

[5] Select the designated rooms.
[6] Click "Import".

[7] The alias name has been displayed on the screen. Click the name to set the alias name.

Import name list

Please select a rooms

= Al
Sl (4] Building 8
B [ Floor 2
[¥] Room 2 ( 0080202,0080202 )

ome @ & sos @ B & < | DOOR ENTRY SYSTEM

|

Outdoor station 008-01

Name list

Import name list entries
Copy name list to other OS
Remove all entries

Name list entries

Search by name list

0

0080202,0080202 >

I @ =

Settings Bulletin Name list
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8.9.7 Configuring Audio IP

Audio IP needs to be configured before using SIP function.
Please follow the steps below:
[1] On the designated Audio IP "Settings" screen, click "SIP client settings".

[2] The following settings will be filled automatically when "Smart Access Point" is enabled as
an SIP server and Audio IP has obtained the certification from "Smart Access Point".

— SIP account

— SIP server

— Communication protocol
— Transport protocol

HoME @ & sos M B DOOR ENTRY SYSTEM
ution
Guard unit settings >
1
Addition: el
2 Physical address & IP address >
Logic address >
Ringtone >
Local firmware update >
Online firmware update »
| ABRR |
Resident(s)/Tenant(s) >
ye
Settings SIP client setlings >
HoME @ & sos M B & DOOR ENTRY SYSTEM
Adb i seftings
([ Advanced settings
- | @

* UDP TCP TLS

sATP (® RTP
y2 RN
———
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9 Operating Door Entry System devices

9.1 Door Entry System topology

Topology1l: Single-family house

In an ABB-Welcome IP system in a private building the building network is disconnected from
the unit network. This prevents unauthorized access to the private unit network via the outdoor
station.

An IP Touch 7/10 is installed.
In this type of installation, the IP Touch 7/10 additionally meets the function of an IP gateway.

"Smart Access Point" should be set to "Commercial Mode" on the initial Setup.

LAN1

POE
P —
(B OO

ed ][]
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Topology 2: High rise building

In this case, "Smart Access Point" should be set to "Functional mode" on the initial setup. see

chapter 8.3 “Initial setup” on page 26.

In this case, "Smart Access Point" is used to manage all the devices in the building.

Management room

Master IS
10.x.x.x

Master IS
10.%x.X.X

Building

POE

B I

]

[ N

]

=

|

=]

Switch

IP camera

Master IS
10.x.%x.X
POE
Router g ||
192.168.x.x
Master IS
Guard unit 10.x.%.x oE
2
o
I Tl N Nunll|
Smart Access Point
(Functional)
192.168.x.x
10.0.0.1
Gate station
10.X.X.X 10.x.
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X.X

Master IS
10.x.x.X

Master IS
10.X.x.X

Master IS
10.x.x.X

Master IS
10.x.X.X

Building OS
10.X.x.X

Network IP actuator

10.X.X.X

é

CAT.5/IP bus line
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Demo case for operating Door Entry System devices

The following demo case refers to topology 2.
This demo case is used to familiarise yourself with the operations of Door Entry system devices.

You need to adjust your operations when you operate an actual project.

Building
Management room
Master IS Slave IS
10.x.X.X 192.168.x.x
LAN2

Router
192.168.x.x

Router
192.168.x.x

Guard unit
@ 10.X.X.X

L | —

[c]
M
D Buiding 0S

10.x.X.X

I o s o g
Switch Network IP actuator

Smart Access Point
(Functional)

10.x.X.x

192.168.x.x
10.0.0.1

CAT5/IP bus line
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9.2 Adding devices

O Note

i

Product manual 2TMD041800D0088

All the Door Entry System devices need a signature on "Smart Access Point"
before use.

"Smart Access Point" will assign a signature to the devices automatically
when adding them.

If the device has already been signed by current "Smart Access Point", it will
not be signed again.

If the device has already been signed by other "Smart Access Point", it will
not be signed and "Sign failed" will be displayed on the "Abnormal devices"
screen. see chapter 8.7.11 “Abnormal devices” on page 58.
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9.21 Adding devices via scan

O Note
Only the devices on the same network segment as "Smart Access Point" can be
added via scan. Please see the devices surrounded by a red box on the diagram

below.
"Slave indoor station "cannot be added via scan. see chapter 9.2.2 “Adding

devices manually“ on page 101

Building

Management room

Master IS
10.x.X.X

[AN2 Slave IS
@ ‘@l‘ \\Oy E 192.168.x.x
LANL
Router

192.168.x.x

Router
192.16

[c]
1

Guard unit
H @ 10.x.x.X D
I Building OS
T 10.x.x.X
I —
[

o e s R ] =

Smart Access Point Switch Network IP actuator
(Functional) 10.x.%.X

192.168.x.x

10.0.0.1
CAT5/IP bus line
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Operating Door Entry System devices

Precondition
= All the devices must be powered on.
= All the devices must be set a different physical address.

= None of the devices should be signed by another "Smart Access Point". If the devices have
been signed by another "Smart Access Point", you will need to clear the signature e.g. by
changing the physical address of the device.

Adding the devices via scan
Please follow the steps below:

[1] On the configuration screen, click "Door entry system" to access the "Door Entry System"
screen.

M ) L5

BUILDING STRUCTURE USER MANAGEMENT DOOR ENTRY SYSTEM

1

Design a building by Configure the devices of Locating and linking Add and edit users. Create and edit aclions Create lime control Configurate door entry
creating floors and the AccessControl devices Create user groups system devices, e.g.
rooms system e.g. Cylinder, indoor station, outdoor
repeater ... station
& jacky (=) Device configuration ¥ Preferences

[2] On the "Door Entry System" screen, click " G
[3] Click " v " to continue.

INFORMATION

/A Are you sure to search devices?
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Operating Door Entry System devices

During the search, click "Hide the window" to hide the current pop-up window and " " will
flash to indicate the search status.

INFORMATION

Currently 1 devices have been searched

Hide the window

OUTDOOR STATIONS ADD DEVICE LIST VIEW

Outdoor stations

Qutdoor stations

Outdoor station 001-01 >
Ouldoor station
001-01
Public area
Public area

i | o=
[oTLILIEEILEE  Indoor stations IP actuator Guard unit
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Operating Door Entry System devices

[4] Search result is displayed on the screen; click " v " to continue.

[5] The devices are displayed on the screen if successful.

INFORMATION

. ______________________________________|
Currently 4 devices have been searched

4 v

OUTDOOR STATIONS ADD DEVICE LIST VIEW

Outdoor stations

Outdoor station 001-01 >

Public area

Public area

i [m] o~ =
Quitdoor stations Indoor stations 1P actuator Guard unit
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9.2.2 Adding devices manually

O Note
All the devices can be added on "Smart Access Point" manually.
"Slave indoor stations" can be added in this way.

Precondition
= All the devices to be added manually must be powered on.

= None of the devices to be added manually should be signed by other "Smart Access Point".
It the devices have been signed by other "Smart Access Point", you need to clear the
signature e.g. changing the physical address of the device.

Adding the devices manually
Please follow the steps below:

[1] On the configuration screen, click "Door entry system" to access the "Door Entry System"
screen.

M » C

BUILDING STRUCTURE USER MANAGEMENT DOOR ENTRY SYSTEM

1

Design a buildingby ~ Configure the devices of  Locating and linking Add and edit users. Creale and edil aclions Create lime control Configurate door entry
creating floors and the AccessControl devices Create user groups system devices, e.g.
rooms system e.g. Cylinder, indoor station, outdoor
repeater ... station

& jacky (=) Device configuration ¥ Preferences
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Operating Door Entry System devices

[2] On the "Door Entry System" screen, click "Add device".

@) Note
The following operations show you to add a slave indoor station. Please adjust
your operations according to the actual devices.

[3] Select a device type from the drop-down list (e.g. "Indoor station™).
[4] Enter block number.

[5] Enter floor number

[6] Enter room number.

[7] Enter device number.

[8] Enter serial number.

[9] Click "Save" to save.

ADD DEVICE

Serial No 102807A7F030503

Cancel

[10]The device is displayed on the screen if successful.

O Note

If the device has already been signed by other "Smart Access Point", it will not

be signed and "Sign failed" will be displayed on the "Abnormal devices" screen.

see chapter 8.7.11 “Abnormal devices* on page 58.

INDOOR STATIONS ADD DEVICE
7 Indoor stations

Indoor station 001-0101-01 >
Indoor station 001-0101-02 >

Indoor station 001- Indoor station 001-
0101-01 0101-02
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9.3
9.3.1

Managing the trusted devices

Managing the trusted devices for outdoor station

If you want to release the lock on the outdoor station, you need to check:

= If the indoor station and the outdoor station are signed on "Smart Access Point".

* If the indoor station was added on the trusted list on the outdoor station.

1. Adding the trusted devices

Please follow the steps below:

[1] On the "Door Entry System" screen, click "Outdoor stations".
[2] Click the designated outdoor station.

[3] Scroll down the list and click "List of trusted devices".

o OUTDOOR STATIONS ADD DEVICE LIST VIEW

o Outdoor stations

Outdoor stations

Outdoor station
001-01

Outdoor station 001-01

Public area
Public area

i o o =
Outdoor stations Indoor stations IP actuator Guard unit

o= Outdoor station 001-01 LIST VIEW

Physical addr.

Welcome
No welcome message. Calling type

Welcome message
Door lock setting
Time synchronization
Lift control
Language
Local firmware update
Online firmware update

Se(tll’r\gs Bm Nafhsi List of trusted devices

Product manual 2TMD041800D0088
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Operating Door Entry System devices

[4] Click "Add trusted devices".
[5] Tick the check boxes to select the devices to be trusted.
[6] Click " v" to confirm.

Outdoor station 001-01

|

Welcome

M

I m= =

Settings Bulletin Name list

[ER=l
8 O Public
O Guard unit #01
B E Buikding!
B O Public
[ Outdaor station 001-01
& [ Fioor 1
[ Indoor station 001-0101-01
[4 Indoor station 001-0101-02

LIST VIEW

List of trusted devices

No trusted device

4. Add trusted devices
[ Trust this management software

Product manual 2TMD041800D0088
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Operating Door Entry System devices

[7]1 The result is displayed on the screen.
[8] Click "Save" to save.

Outdoor station 001-01 LIST VIEW

List of trusted devices

Indoor station 001-0101-01
102807A7FO2FG05

Indoor station 001-0101-02
102807A7F030593

Welcome

No weicome message

Delete selected
Delete all

Add trusted devices
[ Trust this management software

I =
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2. Removing the trusted devices

Please follow the steps below:

[1] On the "Door Entry System" screen, click "Outdoor stations".

[2] Click the designated outdoor station.

[3] Scroll down the list and click "List of trusted devices".

Q OUTDOOR STATIONS

Outdoor stations

=

Guard unit

ADD DEVICE

LIST VIEW

Outdoor stations.

Outdoor station 001-01 >

Public area

Outdoar station
001-01
Public area
i m] o
[N R  indoor stations 1P actuator
= Outdoor station 001-01

Welcome

No welcome message.

» =
Settings Bulletin Name list

Product manual 2TMD041800D0088

LIST VIEW

Physical addr. >
Calling type >
Welcome message >
Door lock setting >
Time synchronization >
Lift control >
Language >
Local firmware update >
Online firmware update >
List of trusted devices >
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Operating Door Entry System devices

[4] Click the designated device to select one by one (the selected devices are highlighted in

red).
[5] Click "Delete selected".

Outdoor station 001-01

]

Welcome

P d = =

Settings Bulletin Name list
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LIST VIEW

List of rusted devices

Indoor station 001-0101-01
102B07A7FO2F605

Indoor station 001-0101-02
102B07A7FO30593

Delete selected
Delete all

Add trusted devices

[ Trust this management software
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9.3.2 Managing the trusted devices for IP actuator

If you want to release the lock on the IP actuator, you need to check:
= |f the indoor station and the IP actuator are signed on "Smart Access Point".
= If the indoor station has been added to the trusted list on the IP actuator.

1. Adding the trusted devices

Please follow the steps below:

[1] On the "Door Entry System" screen, click "IP actuator".
[2] Click the designated IP actuator.

[3] Click "List of trusted devices".

o] IP ACTUATOR ADD DEVICE LIST VIEW
& 1P actuator
1P actuator
Biock IPA 001-01 >
Block IPA 00101
Public area Public area
i

i =] 1 o =2
Outdoor stations  Indoor stations IP actuator Guard unit

[ SS—— )
Building IPA v
LN
©eoeee® e

GND DC+ LOCK+ LOCK- GND DS EXIT XN 1
N Block N

H8304
IP Actuator
ABB-Welcome IP =
HGMS 20190301 PP STM32FAO7VE
. ° Ad ings
Status Reset |
Unlock setting >
Security Switch
EH[ & X c € ‘:ﬁ - . Local firmware update >
dine, e
Online firmware update >
N com No
0 @ e List of trusted devices > ¢

-
i
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Operating Door Entry System devices

[4] Click "Add trusted devices".
[5] Tick the check boxes to select the devices to be trusted.
[6] Click " v" to confirm.

= Block IPA 001-01 LIST VIEW

List of trusted devices

No trusted device

4 Add trusted devices

[ Trust this management software

/«
Settings

Add trusted devices

Please select device
2 8aA
2 [ Public
[ Guard unit #01
& E Building!
@ O Public
5 [ Floor 1
[ Indoor station 001-0101-01 5
[ Indoor station 001-0101-02
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Operating Door Entry System devices

[7]1 The result is displayed on the screen.
[8] Click "Save" to save.

=5 Block IPA 001-01
AN

" GND DC+ LOCK+ LOCK- GND DS EXIT
LN

"~ Hs3os
IP Actuator
ABB-Welcome IP
® .
Status. Reset

Security Switch

M & X Ce e

|

NC coM NO

’
Settings
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LIST VIEW

List of trusted devices
Guard unit #01
103807A7F02F93C

Indoor station 001-0101-01
102807A7F02F605

Indoor station 001-0101-02
102807A7F030593

Delete selected
Delete all

Add trusted devices

() Trust this management software
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2. Removing the trusted devices

Please follow the steps below:

[1] On the "Door Entry System" screen, click "IP actuator".

[2] Click the designated IP actuator.
[3] Click "List of trusted devices".

(o]

IP actuator

Block IPA 001-01

Public area

IP ACTUATOR

] [ 1 o =
Outdoor stations Indoor stations IP actuator Guard unit

Block IPA 001-01

Ll
AN
BT

GND DC+ LOCK+ LOCK- GND DS
LN |

—
H8304
IP Actuator
ABB-Welcome IP

® .
Status Reset
Security Switch

M %cer =

NC coM NO

’
Settings

ADD DEVICE

C:)
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LIST VIEW

IP actuator

Block IPA 001-01 >

Public area

LIST VIEW

Device type

Building IPA v
Physical addr

A 1

1

ABOTATFO2F
HGMS1 V1.03 20190301 PP STM32FAO7VE
Additional setting
Unlock setting >
Local firmware update >
Online firmware update >
List of trusted devices >
x V¥ Save
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Operating Door Entry System devices

[4] Click the designated device to select one by one (the selected devices are highlighted in
red).

[5] Click "Delete selected".

=5 Block IPA 001-01 LIST VIEW

List of trusted devices

e P
LaN 102807A7F030593
©e96000 e
: 103807A7F02F93C
GND DC+ LOCK+ LOCK- GND DS EXIT
SR Indoor station 001-0101-01
102807A7F02F605
H8304
IP Actuator
ABB-Welcome IP
® .
Status. Reset Delete selected
Security Switch Delete all
I & X C€ E Add trusted devicos
— . [ Trust this management software
NC com NO

»
Settings X v sae
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9.3.3 Managing the trusted devices for "Smart Access Point"

1. Trusting the designated outdoor stations

Please follow the steps below:

[1] On the "Door Entry System" screen, click "Outdoor stations".
[2] Click the designated outdoor station.

[3] Scroll down the list and click "List of trusted devices".

o OUTDOOR STATIONS ADD DEVICE LIST VIEW

o Outdoor stations
Outdoor stations
Outdoor station 001-01 >
Outdoor station
001-01
Public area
Public area

i o o =
Outdoor stations Indoor stations IP actuator Guard unit

= Outdoor station 001-01 LIST VIEW

Welcome Physical addr. >

No welcome message. Calling type >

Welcome message >

Door lock setting >

Time synchronization >

Lift control >

Language >

Local firmware update >

Online firmware update >

Sen).’r\gs Bm Naflisl List of trusted devices >

Product manual 2TMD041800D0088 |113



Operating Door Entry System devices

[4] Click "Trust this management software".
[5] The result is displayed on the list.
[6] Click " v " to save.

Rl

‘Outdoor station 001-01 LIST VIEW

Indoor station 001-0101-01
102807ATFO2FB05

Indoor station 001-0101-02
102807ATF030593

Guard unit #01
103807ATFO2FI3(

Welcome MGMT-SW
10580TATFO30734

Mo weloome message.

Delete selected
Delete all

Add trusted devices

[ Trust this management software

rd = =
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2. Trusting the designated IP Actuators

Please follow the steps below:

[1] On the "Door Entry System" screen, click "IP actuator".

[2] Click the designated IP actuator.
[3] Click "List of trusted devices".

(o]

IP actuator

Block IPA 001-01

Public area

IP ACTUATOR

] [ 1 o =
Outdoor stations Indoor stations IP actuator Guard unit

Block IPA 001-01

Ll
AN
BT

GND DC+ LOCK+ LOCK- GND DS
LN |

—
H8304
IP Actuator
ABB-Welcome IP

® .
Status Reset
Security Switch

M %cer =

NC coM NO

’
Settings

ADD DEVICE

C:)
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LIST VIEW

IP actuator

Block IPA 001-01 >

Public area

LIST VIEW

Device type

Building IPA v
Physical addr

A 1

1

ABOTATFO2F
HGMS1 V1.03 20190301 PP STM32FAO7VE
Additional setting
Unlock setting >
Local firmware update >
Online firmware update >
List of trusted devices >
x V¥ Save
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Operating Door Entry System devices

[4] Click "Trust this management software".
[5] The result is displayed on the list.
[6] Click " v " to save.

o= Block IPA 001-01

EI

" GND DC+ LOCK+ LOCK- GND DS EXIT

gllf

IP Actuator
ABB-Welcome IP

- ® . B
Status Reset

Security Switch

M Ecer

com NO

b
Settings

- @
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LIST VIEW

List of trusted devices
Indoor station 001-0101-02
102807A7F030593

Guard unit #01
103807A7F02F93C

Indoor station 001-0101-01
102807A7F02FE05

MGMT-SW \
105807A7F030734  ~

Delete selected
Delete all

Add trusted devices

[ Trust this management software
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Operating Door Entry System devices

9.34 Emergency unlock

In some emergency cases, you may need to release all public doors. To achieve this, you need
to add all outdoor stations and the all public IP actuators to "Smart Access Point".

see chapter 9.3.3 “Managing the trusted devices for "Smart Access Point"“ on page 113.

Release all public doors

Please follow the steps below:

[1] On the configuration screen, click "SOS".
[2] Enter the password for current admin user.
[3] Click "Unlock all public doors".

[4] The result status is displayed on the screen.

EMERGENCY UNLOCK(NORMAL STATE)

SOs Attention This operation will unlock all public doors!
User name

Password

) Unlock all public doors

EMERGENCY UNLOCK

Now the system is in emergency state, all the public
doors are open.
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Operating Door Entry System devices

Close all public doors

Please follow the steps below:

[1] On the configuration screen, click "SOS".

[2] Enter the password for the current admin user.
[3] Click "Lock all public doors".

[4] The result status is displayed on the screen.

EMERGENCY UNLOCK(EMERGENCY STATE)

sos Attention Now the system is in emergency state, all the public

doors are open

User name

EMERGENCY UNLOCK

3 Lockall public doors

sos Attention Emergency unlock mode has been exited.
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9.4 Configuring the indoor station

Access the designated Indoor station screen

On the configuration screen, click "Door entry system", followed by "Indoor stations" to access

the "Indoor stations" screen.

v ® = sos @ B MAIN MENU

| v‘ﬁ ;’ a

BUILDING STRUCTURE RF WIRELESS PLACE + LINK USER MANAGEMENT ACTIONS
CONNECTION

Design a building by Configurate the devices Locating and linking Add and edit users. Create and edit actions
creating floors and of the access control devices Create user groups
rooms system e.g. cylinders,
repeaters ..
& abb

& L3

TIME CONTROL DOOR ENTRY SYSTEM

Create time control Configurate door entry
system devices, e.g
indoor station, outdoor
station

(=) Device configuration ¥ Preferences

On the "Indoor stations" screen, click the designated indoor station to access the designated

indoor station screen.

Q INDOOR STATIONS ADD DEVICE

©

Indoor station 001-
0102-01

W

Indoor station 001-
0101-01

(=] o =
Outdoor stations [ELGIIESE T IP actuator Guard unit Management
software

LIST VIEW

Indoor stations

Indoor station 001-0101-01

Indoor station 001-0102-01
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9.4.1 Changing the language

Please follow the steps below:

[1] On the designated indoor station screen, click "Language".
[2] Select the language from the drop-down list.

[3] Click " v " to save.

Indoor station 001-0101-01

Physical addr. >
Logic addr. >
Duplicate settings >
Local firmware update >
Online firmware update >
Resident(s)/Tenant(s) >
Screensaver >
Floor plan >

’
Settings Language >

Deutsch -

or this indoor station yet

3 vsae
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9.4.2 Renaming the device

Please follow the steps below:

[1] On the designated indoor station screen, click "Resident(s)/Tenant(s)".
[2] Enter the first name.

[3] Enter the last name or the company name.

O Note
If the resident has multiple indoor stations in the apartment, it is recommended
to use the appropriate name to show the association (e.g. "Master", "Slave 1"
etc.).

[4] Click " V" to save.
[5] Click " v " to confirm.

== Indoor station 001-0101-01 LIST VIEW
Jacky

HGI16_Main_V9.99 20190711_PP_IMX6SOLO

Additional settings

Physical addr. >
Logic addr. >
Duplicate settings >
Local firmware update >
Oniine firmware update >
Resident(s)Tenant(s) >
Screensaver >
Floor plan >
Language >

INFORMATION

Configuration success

v
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9.4.3 Viewing the serial number

Please follow the steps below:
[1] On the "Indoor stations" screen, click the designated indoor staiton.

[2] The serial number is displayed on the screen. It is recommended to write down the serial
number for futher use.

(o] INDOOR STATIONS ADD DEVICE LIST VIEW
7 Indoor stations
Master Jacky >
e e Slave1 Jacky >
Master,Jacky Stave1 Jacky
] o o =

Outdoor stations Indoor stations IP actuator Guard unit

Indoor station 001-0101-01 LIST VIEW

Physical addr. >
Logic addr. >
Duplicate settings >
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9.4.4 Managing the physical address

O Note
If the master indoor station changes its physical address, the slave indoor
stations need to obtain the signature again from "Smart Access Point".

Please write down the serial number of the slave indoor stations before
changing the physical address. see chapter 9.4.3 “Viewing the serial number” on

page 122.

Please follow the steps below:

[1] On the master indoor station screen, click "Physical addr.".

Indoor station 001-0101-01

Product manual 2TMD041800D0088

Physical addr.

Logic addr.

Duplicate settings

Local firmware update

Online firmware update

Resident(s)/Tenani(s)

Screensaver

Floor plan

Language
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[2] Change the physical address.
[3] Click " v " to save.
[4] Click " v " to confirm.

It there are no slave indoor stations, the change process is completed at step 4. Otherwise,
please continue with the next steps.

[5] Click " E " to turn back to "Indoor stations" screen.

INFORMATION

Configuration success

v
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[6] Click the slave indoor station.

[7] The slave indoor station failed to access the screen due to the signature is removed
automatically. Click " v" to continue.

INFORMATION

A Communication failed

Y4

[8] On the "Indoor stations" screen, click " 2

INDOOR STATIONS ADD DEVICE LIST VIEW
% Indoor stations
Slavel Jacky >
Master Jacky >

Outdoor stations

IP actuator Guard unit
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[9] Click the slave indoor station.

[10]Click "Delete".

[11]Click "Confirm", followed by " v ".

[12]On the "Indoor stations" screen, click "Add device".
[13]Set "Device type" to "Indoor station”.

[14]Enter the new physical address of the slave indoor station.
[15]Enter the serial number of the slave indoor station.
[16]Click "Save", followed by " v ".

INFORMATION

A If continue, the selected device will be deleted

17 contim

ADD DEVICE

Device type Indoor station 1 3

Serial No. 102807A7F030593 1 5

Cancel . 16 sae

Product manual 2TMD041800D0088 | 126



[17]Rename the slave indoor station. see chapter 9.4.2 “Renaming the device* on page 121.

[e] INDOOR STATIONS ADD DEVICE LIST VIEW

cl Indoor stations
Master Jacky >
E E Slaved Jacky >

Master Jacky Slave1 Jacky

i = o =
Outdoor stations [EIELLLIEEIEES IP actuator Guard unit
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9.4.5 Managing the logic address

Please follow the steps below:
[1] On the master indoor station screen, click "Logic addr.".

[2] Enter the logic address. The address could not be the same to the exist one on "Smart
Access Point".

[3] Click "V" to save.
[4] Click "V" to confirm.

Indoor station 001-0101-01 LIST VIEW
Jacky

HGI16 Main V9.99 20190711 PP_IMX6SOLO

Additional settings

Physical addr. >
Logic addr. >
Duplicate settings >
Local firmware update >
Oniine firmware update >
Resident(s)Tenant(s) >
Screensaver >
Floor plan >
Language >

INFORMATION

Configuration success

v

O Note
The logic address set on the indoor station can be used on the outdoor station.
see chapter 9.4.5 “Managing the logic address” on page 128.
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9.4.6 Managing the screensaver

Please follow the steps below:
[1] On the master indoor station screen, click "Screensaver".
[2] Click "Upload screensaver image".

[3] Click "Browse" to select the desiganted image (only .jpg is supported, maximum resolution
of the image is 1024 x 600 pixels).

[4] Click " v" to confirm.
[5] Click " v" to upload.

Indoor station 001-0101-01 LIST VIEW

HGI16 Main V9.99 20190711 PP IMX6SOLO
Additional setlings

Physical addr. >
Logic addr. >
Duplicate settings >
Local firmware update >
Oniine firmware update >
Resident(s)Tenant(s) >
Screensaver >
Floor plan >
Language >

INFORMATION

Upload screensaver image
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9.4.7 Managing the floorplan

Please follow the steps below:
[1] On the master indoor station screen, click "Floor plan”.
[2] Click "Upload floorplan®.

[3] Click "Browse" to select the desiganted image (only .jpg is supported, maximum resolution
of the image is 1024 x 600 pixels).

[4] Click " v" to confirm.
[5] Click " v" to upload.

Indoor station 001-0101-01 LIST VIEW
Jacky

HGI16 Main V9.99 20190711 PP_IMX6SOLO

Additional settings

Physical addr. >
Logic addr. >
Duplicate settings >
Local firmware update >
Oniine firmware update >
Resident(s)Tenant(s) >
Screensaver >
Floor plan >
Language >

INFORMATION

Upload floorplan
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9.4.8 Duplicating the settings

Please follow the steps below:

[1] On the master indoor station screen, click "Duplicate settings".
[2] Click to select the designated indoor station to be dupliacted.
[3] Tick the check boxes to select the settings to be duplicated.
[4] Click "\" to confirm.

Indoor station 001-0101-01

Physical addr. >
Logic addr. >
Duplicate settings >
Local firmware update >
Oniine firmware update >
Resident(s)Tenant(s) >
Screensaver >
Floor plan >
Language >

=5 Indoor station 001-0101-01 LIST VIEW
Setiings choose
Guard unit sefttings )

General settings v

Master Jacky Slave1 Jacky 4 ings [
Screensaver settings )
Alarm system O
Smart home O

’
Settings - 4 v Save
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9.5 Configuring the Outdoor Station

Access the designated outdoor station screen

On the configuration screen, click "Door entry system", followed by "Outdoor stations" to access
the "Outdoor stations" screen.

v ® = sos @ B MAIN MENU

e W g A O L

BUILDING STRUCTURE RF WIRELESS PLACE + LINK USER MANAGEMENT ACTIONS TIME CONTROL DOOR ENTRY SYSTEM
CONNECTION

Design a building by Configurate the devices Locating and linking Add and edit users. Create and edit actions Create time control Configurate door entry
creating floors and of the access control devices Create user groups system devices, e.g
rooms system e.g. cylinders, indoor station, outdoor
repeaters ... station
= abb (=) Device configuration ~ JeF Preferences

On the "Outdoor stations" screen, click the designated outdoor station to access the
corresponding screen.

v Outdoor stations

Outdoor stations.
————————— Outdoor station 001-01 >
| 1
' |
! o \ o o Outdoor statien 001-02 >
[}
| 1
| Outdoor station | Outdoor station Qutdoor station
| 001-01 1 001-02 001-03 Outdoor station 001-03 >
Lo

Public area

Public area

1 1

' i o o= =

: Outdoor stations :Inﬂuor stations 1P actuator Guard unit
; ;
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9.5.1 Changing the language

Operating Door Entry System devices

Please follow the steps below:

[1] On the designated outdoor station screen, click "Language".
[2] Select the language from the drop-down list.

[3] Click " v " to save.

Al

Al

Product manual 2TMD041800D0088

Outdoor station 001-01

Welcome

No welcome message.

Ve =
Settings Bulletin Name st

Outdoor station 001-01

Welcome

No welcome message.

Fd =
Settings Bulletin Name list

LIST VIEW

GO D Vi 0200527 PP CX

Additional seftings

Physical addr >
Calling type b
Welcome message >
Door lock setting >
Time synchronization %
Lift control >
Language >
Local firmware update %
Online firmware update %
List of trusted devices >
Language

Deutsch ~
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9.5.2 Managing the physical address

On the designated outdoor station screen, click "Physical address".

=5 Outdoor station 001-02 LIST VIEW

Device type

wal settings

Physical addr. >
Door lock setting >
Time synchronization >
Lift control >
Local firmware update >
Design label >

Nalina Geomunse adaia N

There are 3 types devices for selection.
1. Outdoor station

If the "Device type" is set to "Outdoor station”, you need to set the block number and the device
number.

Q: Outdoor station 001-02
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2. Gate station

If the "Device type" is set to "Gate station", you need to set the block number and the device
number.

=5 Outdoor station 001-02

Device type

Gate station

3. Second-confirm station

If the "Device type" is set to "Second-confirm station", you need to set the block number, the
floor number, the room number and the device number.

O Note
Only IP pushbutton outdoor station can be set to "Second-confirm station".
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9.5.3 Surveillance call

If the "Surveillance call" function is disabled, the indoor station & App will not support a
surveillance call.

Please follow the steps below to deactivate the function:

[1] On the designated outdoor station screen, click "Surveillance call".
[2] Tick the check box "Deactivate for all".

[3] Click "Save".

[4] Click "V".

Hove @ = sos M B B < DOOR ENTRY SYSTEM

Welcome message >

Door lock setting >

Welcome Unlack mode configuration >

No we

Time synchronization >

Lift control >

Language >

Surveillance Call ] >

Local firmware update >

Online firmware update >

-] =
Settings Bulletin Name list List of trusted devices >

INFORMATION

Configuration success

v 4
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954 Unlock setting

Please follow the steps below:

[1] On the designated outdoor station screen, click "Door lock setting".
[2] Set the unlock time for the locks.

[3] Setthe lock type for the locks.

[4] Click "V" to save.

Al

Outdoor station 001-01
2794
1.22 005!
Asonalseting
Welcome i
o wakome sesseos Calling type
Welcome message
Door lock setting
Time synchronization
Lift control
Language
Local firmware update
Online firmware update
b =
Settings Bulletin Name list List of trusted devices
=5 Outdoor station 001-01

Welcome

No weicome message.

I =
Settings. Bulletin Name list
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LIST VIEW

NO-NG-COM open time:

5

Default lock

Lock-GND

Subsidiary lock

NO-NCG-COM
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9.5.5 Set outdoor station as SIP client
9.5.6 Configuring IP touch 5 outdoor station

IP touch 5 outdoor station needs to be configured before using SIP function.
1. SIP client settings

Please follow the steps below:

[1] On the designated IP touch 5 outdoor station screen, click "Settings".
[2] Click "SIP client settings".

[3] The following settings will be filled automatically when "Smart Access Point" is enabled as
an SIP server and IP touch 5 has obtained the certification from "Smart Access Point".

— SIP account

— SIP server

— Communication protocol
— Transport protocol

vome @ = sos @ B DOOR ENTRY SYSTEM
=1 Outdoor station 002-01 LIST VIEW
Physical address >
Calling type >
Welcom
ercome Welcome message >
No welcome message.
Door lock setting >
Unlock made configuration >
3rd party door opener settings >
SIP client settings >
Time synchronization >
Lift control >
’ &= Language >
Seltings. Bulletin Name list ;
HOME | @ sos @ B DOOR ENTRY SYSTEM

[— Qutdoor station 008-01 LIST VIEW

Advanced settings

Welcome

No welcome message.

* UDP TCP TLS

rd =

i e A _

Product manual 2TMD041800D0088 | 138



2. 3rd party door opener settings

The 3rd party panel needs to set a command before releasing the lock on IP touch 5 outdoor

station.

Please follow the steps below:

[1] On the designated IP touch 5 outdoor station screen, click "Settings".

[2] Click "3rd party door opener settings".

[3] Select a value from the drop-list as the command to release the lock. It can be set to "0~9",

"*or "#",
[4] Click "Save".

DOOR ENTRY SYSTEM

Home @ = sos (@ P

Quitdoor station 002-01

Welcome

No welcome message.

1) =

Settings Bulletin Name list

LIST VIEW

Physical address >
Galling type >
Welcome message >
Door lock setting >
Unlock made configuration >
3rd party door opener setlings. >
SIP client settings >
Time synchronization >
Lift control >
Language >

« O ®n A Notsecure | https//192.168.033,
HovE @ & sos M B

DOOR ENTRY SYSTEM

=5 Outdoor station 002-01

Welcome

No welcome message.

Ve i=

Settings Bulletin Name list

Product manual 2TMD041800D0088

LIST VIEW

Message typs
® RTP(RFC-2833)

@ SIP INFO(RFC-2976)
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3. Adding the 3rd party panels to the name list one by one

It is available for IP touch 5 outdoor station calls the 3rd party panel via keypad directly or name
list.

Please follow the steps to add the 3rd party panel to the name list:

[1] On the designated IP touch 5 outdoor station screen, click "Name list".
[2] Click "+ Add item".

[3] Enter the last name and the first name.

[4] Click "Select room".

HovE @ S sos ) B DOOCR ENTRY SYSTEM

Outdoor station 008-01 LIST VIEW

Name list

al

Import name list entries

nexistent names.

+ | =
Settings Bulletin Name list
HovE @ & sos M B DOOR ENTRY SYSTEM

== Outdoor station 008-01 LIST VIEW

Residant(s)/T

Jacky

Upload logo/image

(® Use an image / logo with 60 x 60 pixels

Select room

rd =

e . . _
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[5] Select the designated room where the 3rd party panel is placed.
[6] Click "Confirm".

[7] The alias name has been displayed on the screen of IP touch 5 outdoor station.

Select room

HOME @ & sos M B & < DOOR ENTRY SYSTEM

Outdoor station 008-01 LIST VIEW

Name list

Al

Import name list entries
Copy name list to other OS
Remove all entries

Name list entries

Search by name list

J

Jacky >

rd -} =

Settings Bulletin Name list
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4. Adding the 3rd party panels to the name list in batch

If there are many 3rd party panel need to be added to the name list. It is recommended to use
importing function.

Please follow the steps to add the 3rd party panels to the name list in batch:
It is recommended remove all entries before importing.

[1] On the designated IP touch 5 outdoor station screen, clcik "Name List".
[2] Click "Remove all entries".

[3] Click "Continue".

[4] Click "Import name list entries".

INFORMATION

It will delete all namelist. Continue?

Continue

HME @ & sos @ B & ¢ DOORENTRY SYSTEM >

Outdoor station 008-01
Name list

Import name list entries

Al

Name list entries ‘

Inexistent names.

# @ =

Settings. Bulletin Name list
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[5] Select the designated rooms.
[6] Click "Import".

[7] The alias name has been displayed on the screen. Click the name to set the alias name.

Import name list

Please select a rooms

8 & al
=] Building 8
E [ Floor 2
[4 Room 2 ( 0080202,0080202 )

HoME @ ‘& sos M B & < DOOR ENTRY SYSTEM

Qutdoor station 008-01
Mame list

Import name list entries

Al

Copy name list to other OS
Remove all entries

Name list entries

Search by name list

]

0080202,0080202 >

> [} =

Seltings. Bulletin Name list
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9.5.7 Configuring Audio IP

Audio IP needs to be configured before using SIP function.
Please follow the steps below:
[1] On the designated Audio IP "Settings" screen, click "SIP client settings".

[2] The following settings will be filled automatically when "Smart Access Point" is enabled as
an SIP server and Audio IP has obtained the certification from "Smart Access Point".

— SIP account

— SIP server

— Communication protocol
— Transport protocol

HoME @ & sos M B DOOR ENTRY SYSTEM
ution
ettings
Guard unit settings >
1
! Physical address & IP address >
Logic address >
Ringtone >
Local firmware update >
Online firmware update >
D | ) .
Resident(s)/Tenant(s) >
rd
Settings SIP client seltings >
HoME @ & sos M B & DOOR ENTRY SYSTEM
Avanced sating:
Advanced settings
sip
1

- @

* UDP TCP LS

’ sRTF o F
Sens _
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9.5.8 Time synchronization

Operating Door Entry System devices

Please follow the steps below:

[1] On the designated outdoor station screen, click "Time synchronization"”.

[2] Tick the check box to enable the function.

[3] Click "V" to save.
[4] Click "v" to confirm.

After the setting, the outdoor station can synchronize its time with "Smart Access Point".

Al

Outdoor station 001-01

Welcome

No welcome message.

v =
Settings Bulletin Narme list

LIST VIEW

101807A7F02F348
Version
HGOO5 Digital V1.22 20200527 PP CX92755

Additional seftings

Physical addr.

Calling type

Welcome message
Door lock setting

Time synchronization 1
Lift control

Language

Local firmware update

Online firmware update

List of trusted devices

INFORMATION

Configuration success

4 v
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9.5.9 Managing Lift control

Please follow the steps below:

[1] On the designated outdoor station screen, click "Lift control".
[2] Tick the check box to enable the function.

[3] Enter the floor where the outdoor station is located.

[4] Click "V" to save.

[5] Click "V" to confirm.

Outdoor station 001-01

Al

Welcome

No welcome message

Ve =

Settings Bulletin Name list

101807A7F02F948
Version
HGOO5 Digital V1.22 20200527 PP CX92755

Additional settings

Physical addr.
Calling type

Welcome message
Door lock setting

Time synchronization
Litconrol |
Language

Local firmware update
Online firmware update

List of trusted devices

LIST VIEW

INFORMATION

Configuration success

5v
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9.5.10 Initiating a call via the physical address

This chapter applies to the IP touch 5 outdoor station and IP keypad outdoor station.
Please follow the steps below:

[1] On the designated outdoor station screen, click "Call type".

[2] Disable the "Name list" (only applied to IP touch 5 outdoor station).

[3] Set"Call type" to "Physical addr."

[4] Click "V" to save.

Outdoor station 001-01 LIST VIEW
Device type
y
Phys i
Block N
Device N
Serial No.:
Welcome S

No welcome message.

HGOOS Digital V.22 20200527 PP CX92755
Additional sefiings
Physical addr >
Calling type >
Welcome message >
Door lock setting >
Time synchranization >
= Lift control
# = ’
Settings Bulletin Name list
o= Outdoor station 001-01 LIST VIEW
Calling type
Physical addr. ~

Detault call type

[ Name list
Welcome
No welcome message
Ve | =
Settings Bulletin Name list - 4 ¥ Save
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9.5.11 Initiating a call via the logic address

This chapter applies to the IP touch 5 outdoor station and IP keypad outdoor station.
1. Adding the logic address

Please follow the steps below:

[1] On the designated outdoor station screen, click "Call type".

[2] Disable the "Name list" (only applies to the IP touch 5 outdoor station).

[3] Set"Call type" to "Logic addr."

[4] Click "V" to save.

[5] Click "V" to confirm.

[6] "Logic addr. list" is displayed on the screen. Click it to continue.

= LIST VIEW
Device type
Outdoor station
Physical addr.
Block N 1
Device N !
Sorial N
Welcome
No welcome message. 101807A7F02F348

Version
HGOOS Digital V.22 20200527 PP CX92755
Additional settings
Physical addr. by
Calling type ‘I >
Welcome message >
Door lock setting >
Time synchranization >

& ﬁ [ Lift control >

&=
Settings Bulletin Name list

INFORMATION

Configuration success

5¢
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[7] On the "Logic addr. list" screen, click "+".

[8] Click "Select indoor station".

[9] Click to select the designated indoor station.

[10]Click "Confirm".

Rl

LIST VIEW

Logic adr.

Linked 1o indoor Station

8 Select indoor station

rd m= = Ee)

Settings Bulletin Name list Logic addr. list

Choose a device

Product manual 2TMD041800D0088
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[11]The indoor station is added to the list.
[12]The logic address is imported to the list.
[13]Click " v " to save, followed by " v " to confirm.

Repeat steps 7-13 to add the logic address one by one.

Outdoor station 001-01 LIST VIEW

Select indoor station

Indoor station 001-0101-01

+ Add logic addr. entry

P = e

Settings Bulletin Mamelist [T R AT x '| 3 ¥ Save
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2. Importing the logic addresses
Please follow the steps below:

[1] On the "Logic addr. list" screen, click "Import logic addr. list entries".

O Note
It is recommended to set the logic address for the indoor station before
importing.

[2] Click to select the designated indoor stations.
[3] Click "Import", followed by " v ".

Rl

Outdoor station 001-01 LIST VIEW

Logic addr. list

Add logic addr. entry
Import logic addr. list entries ]

Logic addr. entries

Inexistent logic address

+ Add logic addr. entry

Vg o] = Lo

Settings Bulletin [AEEI Logic addr. list

INFORMATION

Please select device
2 @Al
B @ Buildingi
E [ Flgor 1
¥ Master Jacky
(4 Master Faye
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[4] The logic addresses are imported to the list.
[5] Enter the key word to filter the search results.

Outdoor station 001-01 LIST VIEW

=5
Logic addr lisl
Add logic addr. entry
Import logic addr. list entries
Copy logic addr. list 1o other OS
Remove all logic addr. list
Logic addr. entries
A
Al >
B
B2 >
+ Add logic addr. entry
-
e = L
Settings Bulletin LEUEIEI Logic addr. list
o= Outdoor station 001-01 LIST VIEW

ogic addr. list
Add logic addr. entry
Import logic addr. list entries
Copy logic addr. list to other OS
Remove all logic addr. list

Logic add. entries

[ ]
A

Al >

+ Add logic addr. entry

Vg = o

Settings Bulletin Name list Logic addr. list
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3. Copying the logic address list to another outdoor station

Please follow the steps below:

[1] On the "Logic addr. list" screen, click "Copy logic addr. list to other OS".
[2] Click to select the designated outdoor stations.

[3] Click "Import", followed by " v ".

fl

LIST VIEW

Logic addr. list
Add logic addr. entry
Import logic addr. list entries
Copy logic addr. list to other OS -I
Remove all logic addr. list

Logic addr. entries

A
Al >

B

B2 >
+ Add logic addr, entry

I = =

Settings Bulletin Name list Logic addr. list

INFORMATION

Please select device
= @ Al
B & Buildingt
B @ Public
(¥ Outdoor station 001-03
(@ Outdoor station 001-04
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[4] The logic address list is copied to the other outdoor station.
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Qutdoor station 001-03

Vd fe
Settings Bulletin Logic addr. list

LIST VIEW

Logic add. fist
Add logic addr. entry
Import logic addr. list entries
Copy logic addr. list to other OS

Remove all logic addr. list

Logic addr. entries
A
Al
A
B o 1
B2
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4. Removing the logic address
Please follow the steps below:

[1] On the "Logic addr. list" screen, click the designated logic address.

[2] Click " " followed by " v " to confirm.

Add logic addr. entry
Import logic addr. list entries
Copy logic addr. list to other OS
Remove all logic addr. list
Logic addr. entries.
A
Al >
B
B2 >
]
# = e
Settings Bulletin Name list Logic addr. list
=5 Outdoor station 001-01
Al
Log dr
Al
Link f
Change indoor station
Building 1, 1S 010101
-
e = [
O Note
You can also click "Remove all logic addr. list" to clear all logic addresses.
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9.5.12 Initiating a call via the name list

This chapter only applies to the IP touch 5 outdoor station.

1. Importing the name list

Please follow the steps below:

[1] On the designated outdoor station screen, click "Call type".
[2] Enable the "Name list".

[3] Click "V" to save.

[4] Click "V" to confirm.

Outdoor station 001-01 LIST VIEW

Device type

Al

Outdoor station

Physical addr.

Serial No.:

Welcome

No welcome message.

101807A7FO2FI48
Version
HGOO5 Digital V1.22 20200527 PP CX92755

Additional setiings

Physical addr. 5
Calling type '] >
Welcome message >
Door lack setting >
Time synchranization >
» = = Lift control >

Settings Bulletin Name list
L

INFORMATION

Configuration success

4 v
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[5] On the designated outdoor station screen, click "Name list".

@) Note

It is recommended to set the name for the indoor stations before importing.

[6] Click "Import name list entries".

[7] Click to select the designated indoor stations.
[8] Click "Import", followed by " v " to confirm.

[9] The names are imported to the list.

[10]Enter the key word to filter the search result.

Import name list

Please select device

SRR
5 [ Building?
G 4 Floor 1
Master,Jacky
¥ Master,Faye

ion 001-01

I = =

Settings. Bulletin Name list

LIST VIEW

Name list
Import name list entries.
Copy name list o other OS
Remove all entries

Name list entries

[ U

M

Master Jacky 9
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[11]Click the designated name.

[12]Click "Upload logo image".

[13]Click "Browser" to select a logo image (only .jpg is supported. Maximum resolution is 60 x

60 pixels).
[14]Click " v " to confirm.

al

Outdoor station 001-01

* ] =

Settings Bulletin Name list

INFORMATION

Upload logo/image

C\fakepath\Dragon jpg

X

LIST VIEW

Name list

Import name list entries
Copy name list to other OS
Remove all entries

Name list entries

M

Master,Faye

Master.Jacky 1 1
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[15]The logo is displayed in the list.
[16]Click " v " to save.

Operating Door Entry System devices

[17]The logo is displayed on the outdoor station screen.

o Outdoor station 001-01

Master Jacky
Residenl(s)/Tenanl(s]

First name
Master

Last name/Company name
Jacky

@ leon - Logo.jpg ]

(@ Use an image / logo with 60 x 60 pixels
Linked to indoor Station

Change indoor station
Building 1, IS 010101
~ i=
Settings Bulletin Name list x 1 6 v Save
== Outdoor station 001-01

Vs =
Seftings Bulletin

Product manual 2TMD041800D0088

Name list

LIST VIEW

Name list
Impert name list entries
Copy name list to other OS
Remove all entries

Name list entries

M
Master Faye >
Master Jacky >
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2. Copying the name list to other outdoor station
Please follow the steps below:
[1] On the "Name list" screen, click "Copy name list to other OS".

[2] Click to select the designated outdoor stations (only supports the IP touch 5 outdoor
station).

[3] Click "Import", followed by " v ".

Al

Outdoor station 001-01 LIST VIEW

Name list

Import name list entries

Copy name list 1o other OS

Remove all entries

Name list entries

M

Master,Faye >

Master.Jacky >

~ = =

Settings Bulletin Name list

INFORMATION

Please select device
= A
B Building1
B @ Public
Outdoor station 001-04 2
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[4] The name list is copied to the other outdoor station.

‘Outtdoor station 001-04 LIST VIEW

Al

Import name list entries
Copy name list to other OS
Remove all entries

Name list entries

M
Master Faye >
Master Jacky >

M
&

P = =
Settings Bulletin Name list
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3. Removing the logic address
Please follow the steps below:

[1] On the "Logic addr. list" screen, click the designated logic address.

[2] Click " " followed by " v " to confirm.

Al

Outdoor station 001-01 LIST VIEW

MName list
Import name list entries
Copy name list to other OS
Remove all entries
Name list entries
M
Master Faye >
Master Jacky >
y & =
Settings Bulletin Name list
o= Outdoor station 001-01
Master,Faye
Residenl(s)/Tenanl(s]
First name
Master
Last name/Company name
Faye
Logo
Upload logofimage
() Use an image / logo with 60 x 60 pixels
Linked to indoor Station
Change indoor station
Building 1, IS 010201
e =
Settings Bulletin Name list * v Save
O Note
H n H n H
You can also click "Remove all entries" to clear the name list.
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9.5.13 Managing the welcome message

This chapter only applies to the IP touch 5 outdoor station.

Please follow the steps below:

[2] Enter the message (hot more than 32 characters).
[3] The result is displayed on the outdoor station screen.
[4] Click " V" to save.

Outdoor station 001-01

Al

Welcome

No welcome message.

> =
Settings Bulletin Name list

Outdoor station 001-01

Al

Welcome

Welcome back home!

P =
Settings Bulletin Name list

Product manual 2TMD041800D0088

[1] On the designated outdoor station screen, click "Welcome message".

LIST VIEW

Physical addr

Calling type

Welcome message

Door lock setting

Time synchronization

Lift control

Welcome back home!

I

Maximum: 32 characters

4 ¢ sae
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9.5.14 Managing the developer information

This chapter is only applied to IP touch 5 outdoor station.

Please follow the steps below:

[1] On the designated outdoor station screen, click "Bulletin".

[2] Click "Developer information".

[3] Selet "Image" from the drop-down list.

[4] Click "Upload image/logo" to select the image (e.g company logo).

= Outdoor station 001-01 LIST VIEW

Bulletin

Developer information >
Bulletin >

Welcome
Weicome
P 1@ =
Settings Bulletin Name list
Developer information
Image ~

Upload image/logo
(® Use an image / logo with 350 x 70 pixel
Welcome

Sunset Boulevard 1302

Inexistent developer information.

' =

e S remers _

Product manual 2TMD041800D0088 | 164



9.5.15 Managing the bulletin

This chapter only applies to the IP touch 5 outdoor station.
Please follow the steps below:

[1] On the designated outdoor station screen, click "Bulletin".
[2] Click "Bulletin®.
[3] Click "Add bulletin page" to select the image.

Bulletin
Developer information >
Bulletin >
Welcome
Weicome
+» Tea =
Settings Bulletin Name list
= Qutdoor station 001-01 LIST VIEW

Add bulletin page

Welcome

Sunset Boulevard 1302

it Developer information

+ Add bulletin page

P =

. F e _
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9.5.16 Managing the unlock QR code

This chapter only applies to the IP touch 5 outdoor station.

Please follow the steps below:

[1] On the designated outdoor station screen, click "Unlock mode setting".

[2] Tick the check box "QR code unlocking" to enable the function.

[3] Click " v " to save.

== Gate station #32
Welcome
No welcome message.
+ = =
Settings Bulletin Name list
oz Gate station #32

Welcome

No welcome message.

# o] =
Settings Bulletin Name list

Product manual 2TMD041800D0088

LIST VIEW

Additional settings

Physical addr. >
Calling type >
Welcome message >
Door lock setting >
Time synchronization >
Language >
Local firmware update >
Online firmware update >
List of trusted devices >
Unlock mode setting >

LIST VIEW

Unlock mode setting

Qr code unlocking
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[4] The QR code will be displayed on the unlock screen of the IP touch 5 outdoor station.
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9.5.17 Updating the firmware

see chapter 13.4 “Updating the firmware“ on page 319.
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9.6 Configuring the guard unit

Access the designated guard unit screen

On the configuration screen, click "Door entry system", followed by "Guard unit" to access the
"Guard unit" screen.

v ® = sos @ B MAIN MENU

e W g A O L

BUILDING STRUCTURE RF WIRELESS PLACE + LINK USER MANAGEMENT ACTIONS TIME CONTROL DOOR ENTRY SYSTEM
CONNECTION

Design a building by Configurate the devices Locating and linking Add and edit users. Create and edit actions Create time control Configurate door entry
creating floors and of the access control devices Create user groups system devices, e.g
rooms system e.g. cylinders, indoor station, outdoor
repeaters ... station
= abb (=) Device configuration ~ JeF Preferences

On the "Outdoor station" screen, click the designated guard unit to access the corresponing
screen.

[} ‘GUARD UNIT ADD DEVICE LIST VIEW

v Guard unit

1
1
I
1
1
1
1
1

Guard unit #01 >

Guard unit 801

I 1

A =] o~ @ !
Outdoor stations  Indoor stations. IP actuator | ‘Guard unit |
1 '
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9.6.1 Setting the device number

Please follow the steps below:

[1] On the designated guard unit screen, enter a new device number.
[2] Click " v " to save.
[3] Click " v" to confirm.

INFORMATION

Configuration success

3v
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9.6.2 Viewing the serial number

Please follow the steps below:

[1] On the designated guard unit screen, the serial number is displayed on the screen. It is
recommended to write down the serial number for further use.

Al

Guard unit #01 LIST VIEW

vice N

1

Local firmware update >

Online firmware update >
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9.6.3 Updating the firmware

see chapter 13.4 “Updating the firmware“ on page 319.
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9.7 Configuring the IP Actuator

Accessing the designated IP actuator screen

On the configuration screen, click "Door entry system", followed by "IP actuator” to access the
"IP actuator" screen.

v ® = sos @ B MAIN MENU

e W g A O L

BUILDING STRUCTURE RF WIRELESS PLACE + LINK USER MANAGEMENT ACTIONS TIME CONTROL DOOR ENTRY SYSTEM
CONNECTION

Design a building by Configurate the devices Locating and linking Add and edit users. Create and edit actions Create time control Configurate door entry
creating floors and of the access control devices Create user groups system devices, e.g
rooms system e.g. cylinders, indoor station, outdoor
repeaters ... station
= abb (=) Device configuration ~ JeF Preferences

On the "IP actuator" screen, click the designated IP actuator to access the corresponding
screen.

(e} IP ACTUATOR ADD DEVICE LIST VIEW

] 1P actuator
| TPaciuaior~ ~ T 7
i : Block IPA 001-01
1 1
1 1
1 1
| 1
| Block IPA 001-01 !
1 1
Public area Public area

1 1
A ] 1 o =
Quidoor stations  Indoor stations! IP actuator | Guard unit
1 1
I
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9.7.1 Viewing the serial number

Please follow the steps below:

[1] On the designated IP actuator screen, the serial number is displayed on the screen. It is

recommended to write down the serial number for further use.

Block IPA 001-01
(7]

GND DC+ LOCK+ LOCK- GND DS EXIT
[N )

H8304
IP Actuator
ABB-Welcome IP

® .
Status. Reset

Security Switch

& X C€ ==

5 com NO i

Settings

Product manual 2TMD041800D0088

LIST VIEW
Device type
Building IPA v
Physical add
No 1
1
erial N
104807A7F0 EF
on
M51 V1.03 201903C M32FA07V
Additional settings
Unlock setting >
Local firmware update >
Online firmware update >
List of trusted devices >
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9.7.2 Managing the physical address

There are 3 types devices for selection.
1. Network IPA
If the "Device type" is set to "Network IPA", you need to set the device number (1-32).

o= Block IPA 001-01
Device type
— — — —— —— — 1 . =
AN

GND DC+ LOCK+ LOCK- GND DS EXIT
LNy

eeocese } B

- ——e e e e

H8304 Version
IP Actuator
s o HGMS1 V1.03 20190301 PP STM32F407VE
Additional settin
‘ o Unlock setting >
Status Reset
Security Switch | Local firmware update >
. [H[ & _: c € E Online firmware update o4
List of trusted devices >
NC com NO ‘

V3

2. Building IPA

If the "Device type" is set to "Building IPA", you need to set the block number (1-999) and the
device number (1-32).

o= Block IPA 001-01

Device type

Building IPA v
Ceoeee® o
GND DC+ LOCK+ LOCK- GND DS EXIT ek N 1
LN
Jevice N 1
— Serial No.
Hsam 104807A7FO2FSEF
IP Actuator
ABe. -
HGMS1 V1.03 20190301 2F 40!
. L ] Add
Status Reset | Unlock setting >
Security Switch
e Xcer E— ’
" —_—
Online firmware update >
NC com No
0 0 . List of trusted devices >

}-
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3. Private IPA

If the "Device type" is set to "Private IPA", you need to set the block number (1-999), floor
number (1-63), room number (1-32), and the device number (1-32).

Operating Door Entry System devices

Block IPA 001-01

 GND DC#+ LOCK# LOCK- GND DS EXIT
LN

H8304
IP Actuator
ABB-Welcome IP

e - f

Security Switch |

me £cer
T ——
€ ® @

v
Settings

Private IPA

LIST VIEW
wice type

Product manual 2TMD041800D0088

Unlock setting

Local firmware update

Online firmware update

List of trusted devices

X
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9.7.3 Unlock setting

Please follow the steps below:
[1] On the designated IP actuator screen, click "Unlock setting".

[2] Set the output mode for "Lock-GND" among "AC output", "DC output (NC)" and ", "DC
output (NO)".

[3] Set the unlock time for "Lock-GND".

[4] Set the output mode for "Relay lock" between "Unlock" and "Light".
[5] Setthe unlock time for "Relay lock".

[6] Click "V" to save.

= Block IPA 001-01 LIST VIEW
Dovic type
W e AT Buidng PA :
AN
eeooeee® e
GND DC+ LOCK+ LOCK- GND DS EXIT No. 1
LNy
Nc 1
H8304 s
IP Actuator
Versicn
ABB-Welcome IP
HaMS? v 190301 PP STMAZFA07Y
Status Reset Unlock setting >
Security Switch
[H[ & X c € g" Local firmware update >
-—
I Online firmware update >
NC com NO
o 0 ' List of trusted devices >

Vd

- ‘ Lock-GND
AN AC output he
©e0Ccee® i e
GND DC+ LOCK+ LOCK- GND DS EXIT
=E Re
B 3
H8304 ol
IP Actuator - 30 &
ABB-Welcome IP ‘
L} .
Status Reset
Security Switch
M e X e
NC com NO
e @ @

’
i
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9.74 Managing the trusted devices

see chapter 9.3.2 “Managing the trusted devices for IP actuator” on page 108.
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9.7.5 Releasing the IP actuator related to the outdoor station

Please follow the steps below:

[1] On the designated outdoor station screen, click "Door lock setting".
[2] Set door type to "IP actuator".

[3] Select IP actuator type between "Power lock" and "Relay lock".

[4] Click "Select IP actuator addr.".

[5] Click to select the designated IP actuator.

[6] Click "Confirm".

Al

Qutdoor station 001-01 LIST VIEW

Device type
Outdoor station
Physical adr
Block No.
Device No. 1

Serial No

Welcome

Welcome

101807A7F02F948

Version

HGOOS Digital V1.22 20200527 PP CX92755

Additional settings

Physical addr. >
Calling type >
Welcome message >
Doer lock setting 1 >
Time synchronization >
> @ = Lift control >

Settings Bulletin Name list

Block IPA 001-01
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[7] On the designated IP actuator screen, click "List of trusted devices".
[8] Click "Add trusted devices".

[9] Click the designated outdoor station.

[10]Click " V" to save.

= Block IPA 001-01

V2
Settings

Add trusted devices

Please select device
oA
& O Public
5 B Buildingt
= B Public
Outdoor station 001-01 9
O Outdoor station 001-02
[ Outdoor station 001-03
O Outdoor station 001-04

= O Fioor 1
O Master Jacky
[ Slavet Jacky
[ Master,Faye

LIST VIEW

Device type

Building IPA 4
| Prysical acar

Block No. 1

Device No. 1

Serial No.

104807A7F02F5EF
|~ version

HGMS1 V1.03 20190301 PP STM32F407VE

Additional settings

Unlock setting >
Local firmware update >
Online firmware update »
List of trusted devices 7 >
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[11]Click " V" to save.
[12]Click " v " to confirm.

INFORMATION

Configuration success
12v
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9.8 Removing the devices

9.8.1 Removing the devices one by one

Please follow the steps below:
[1] On the "Device configuration" screen, click a device (e.g. "Indoor station").
[2] Click the designated device (e.g. "Indoor station 2").

[3] Click
[4] Click " v " to confirm.

Device type Indoor station(2) 1S 001-0101-02
M SmartAP(1) #102B07ATFOZFB05(XEH) Serialnumber: 102807A7F030593
| 3 1S001-0101-01 > Short ID: WAW
F Cylinder(0) > Software version: HGI17-CS_Main_V2.01_20200116_PP_IM..
#102B07A7FO30533(WAW) Update firmware
@ FRepeater(0) > [ soo1-0101-02 2 >
Parameter
Wl RF/P gateway(0) > Block No.
w8 IP camera(0) >
Floor No
B outdsor station(2) 3 ‘
3 indoor station(2) 1 > Room No.
©O= |P actuator(1) >
Device No.
=] Guard unit(1) > ‘
Channels
+ -

INFORMATION

@ Are you sure to delete?
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9.8.2 Removing the devices in batch

Please follow the steps below:

[1] On the "Device configuration” screen, click a Door Entry System device (e.g. "Outdoor
station™).

[2] Click" ¥ .

[3] Click "Select all" to select all devices or click the designated device one by one to select
multiple devices.

[4] Click "Delete".

o oveen e oo

W ‘Outdoor stations
Outdoor stations
Qutdoor station 001-01 >
o e Qutdoor station 001-02 >
Outdoer station Outdoor station

001-01 001-02

Public area
Public area

i ] o =
Outdoor stations: Indoor stations. IP actuator Guard unit

=3 OUTDOOR STATIONS LIST VIEW

Qutdaor stations

Select multiple devices ) Select all

Building1

. . Outdoor station 001-01

Outdoor station Ouldoor station Outdoor station 001-02

001-01 001-02

Public area
Public area
x Next Delete
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10 Operating the AccessControl devices

10.1 AccessControl topology

Scenario 1: A small number of the "Electronic locking cylinders" used and short distance
between devices

1.

Preconditions

The number of "Electronic locking cylinders" operated by "Smart Access Point" is < 16
units.

The distance from the furthest "Electronic locking cylinder” to "Smart Access Point" is < 10
metres.

Capacity
The radio range between each RF device is < 10 metres.

Up to 16 "Electronic locking cylinders" can be operated via a "Smart Access Point".

Topology

I
I
10m,” Mom ~_ 10m
// I \\\
i
[N N ]
1 2 16
™ SmartAP E‘ Cylinder --- RFwireless connection

Product manual 2TMD041800D0088
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Scenario 2: A small number of the "Electronic locking cylinders" used and moderate
distance between devices

1.

Preconditions

The number of "Electronic locking cylinders" operated by "Smart Access Point" is < 16
units.

The distance from the furthest "Electronic locking cylinder" to "Smart Access Point" is < 40
metres.

"RF Repeater" is necessary to extend the radio range, each "RF Repeater" extends the
radio range by 10 metres.

An "Electronic locking cylinder" and a "RF Repeater" cannot be the slave devices of one
"Smart Access Point" at the same time.

=
M smartap @ RFrepeater - cylinder -—- RFuwireless connection

Capacity

The radio range between each RF device is < 10 metres.

Up to 16 "Electronic locking cylinders" can be operated via one "Smart Access Point".
Up to 6 "RF Repeaters" can be operated via one "Smart Access Point".

Up to 3 "RF Repeaters" can be connected to one "Smart Access Point" in series in a radio
line.

Each "RF Repeater" can have up to 2 slave "RF Repeaters".

The "Electronic locking cylinder" can be freely assigned to the "RF Repeater" in the radio
line.

The maximum radio range between an "Electronic locking cylinder" and "Smart Access
Point" is 40 metres.

Product manual 2TMD041800D0088
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3. Topology

N
[y
o
~\3
~
~

N
~
N
=i
s
’
’

s

0m / N 10m
/ \

~
-’

n ﬂ111)
w ﬂf)) -
IS ﬂ?l) -7

~
-’

w E'i'lll““‘@/
w
~ ﬂ.’lh) N
0 ﬂill)
1
"

o =11))'

M shartap @ RFrepeater F Cylinder RF wireless connection
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Scenario 3: A large number of "Electronic locking cylinders" used and long distance
between devices

1. Preconditions

= The number of "Electronic locking cylinders" operated by "Smart Access Point" is < 600
units.

= "RF/IP Gateway" is necessary to extend the radio range, each "RF/IP Gateway" can be
seen as "Smart Access Point" in a radio line.

= An "Electronic locking cylinder" and a "RF Repeater" cannot be the slave devices of one
"RF/IP Gateway" at the same time.

0m__---7" ~~_ 10m
= . .
@ RFrepeater i~ Cylinder [ RF/IPgateway --- RFwirelessconnection

2. Capacity
= The radio range between each RF device is < 10 metres.
= Up to 64 RF/IP Gateways can be operated via one "Smart Access Point".

= Up to 500 "Electronic locking cylinders" can be operated via a "Smart Access Point" due to
limited system performance.

= Up to 16 "Electronic locking cylinders" can be operated via one "RF/IP Gateway".

= Upto 6 "RF Repeaters" can be operated via one "RF/IP Gateway".

= Upto 3 "RF Repeaters" can be connected to one "RF/IP Gateway" in series in a radio line.
= Each "RF Repeater" can have up to 2 slave "RF Repeaters".

= The "Electronic locking cylinder" can be freely assigned to the "RF Repeaters" in the radio
line.
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3. Topology

7\
7 N\
//, \\\
. N [64]
: = .
p— [ — /N e
E E s \\ |
4 N 1
1 6 N !
o F @
s N
e \\
1 16 , N
./ \A
R
1 16
P SmartAP @ RFrepeater - Cylinder [ RF/IPgateway
--- RFwireless connection —— CAT.5/IP busline
O Note
The "Electronic locking cylinder" can’t be connected across the buildings (see
the diagram below).
Building 2 Building 1
ﬁ"/_?g_- - 4- /AI;T_ B
o o\ X
o
S oei>
L]
B
I SmartAP @ RFrepeater [ RF/IP gateway E— Cylinder

=== RFwireless connection
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Demo case

This demo case is used to familiarize yourself with the operations of AccessControl devices.
You need to adjust your operations when you operate an actual project.

Meeting room 4

Meeting room 5

Meeting room 6

3 A u
Il ’ \\
l. <10m 7 \
Meeting room 3 1 // AN
Publicarea = ~ <10m Y\ <10m
B B \
\\
2 1 v
Meeting room 2 Meeting room 1 H
Management center
M smareap @ RF repeater
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10.2 Creating a building

10.2.1 Creating a building via "Smart Access Point"

The following operations are all based on the demo case.
Please follow the steps below:

[1] On the configuration screen, click "Building structure”.

v @ = sos @ B MAIN MENU

1

| ) L3

BUILDING STRUCTURE USER MANAGEMENT DOOR ENTRY SYSTEM

Design a building by Configurate the devices Locating and linking Add and edit users. Create and edit actions Create time control Configurate door entry
creating floors and of the access control devices Create user groups system devices, e.g.
rooms system e.g. cylinders, indoor station, outdoor
repeaters ... station
| iacky (=) Device configuration  g¥ Preferences

[2] Click "Single building".

SELECT BUILDING STRUCTURE TYPE

Please choose an option

R |

Single building Muttiple buildings
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Operating the AccessControl devices

[3] Click "Similar floors".

SELECT BUILDING STRUCTURE TYPE

Please choose floor plan type

Similar floors Different floors

[4] Drag the "Building" icon onto the floor plan.
[5] Click ">"to continue.

E SITE PLAN = LIST VIEW

— - + Buildings

A Buiding >

y T
~
-
Buiding Busding L
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[6] Drag the "Floor" icon onto the floor plan.

[7] Click " £ to edit the floor (optional).
= 7-1, click the icon to change the floor shape.
= 7-2, change the floor name.
= 7-3, save the change.

[8] Click ">" to continue.

Floors

& Floort >

I Floor1 >

Basement

Ground floor
1.floor
2 floor
je—
N =
Floor Mot o x 7-3  saw
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Operating the AccessControl devices

[9] Drag the "Multi-room" icon into the floor plan.
[10]Enter the room number (e.g. "8" for demo case 1).
[11]Click "Duplicate".

NEW ROOMS

New rooms

Duplicates

Duplicate

[12]Click on the designated room to edit the room shape.

= Click the icon " 0000. to change the height or the width of the room shape.

- Click the icon " @ " to restore the room shape.

= Click the icon" O. to change the room shape from "Rectangle" shape to "L" shape.

= Click the icon" o. to change the room shape from "L" shape to "Rectangle" shape.

EA Floor1 ~
—_ - + Room8

Kitchen

Room

Living room
Bedroom
Washroom
Children's room
Hall

s— b
Front gate
Side Door

Back door

oo et R i
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[13]Drag the designated room to move it.
[14]Edit the room name.
[15]Click " V" to save.

[16]Repeat steps from 12-15 to change other rooms one by one.

[17]Lastly, click " Mo display all the rooms in the floor plan.

E51 Floort ~
- - + Management Centeq

Bathroom

Kitchen
Room
Living room
Bedroom
Washroom
Children's room
Hall
Side Door

Back door

W -

Floom roct Floom L Oudoor v Mulli-oom x 1 5 v Save
EA Floort ~ iZ LIST VIEW

-_— - + Rooms

Management Genter
Meeting Room 1
Meeting room 2

& Mg om 4 J vt s 2 bt Peom
Meeting Room 3

Meeting Room 5

Meeting Room 6

Ve
y
2
s
A Meeting oom 4
y
y
&

Public area

P I— pr—— Pr—

" L B

Room rect FRoom L Outdoor arca Muki-room -
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10.2.2

Creating a building via Welcome App

"Smart Access Point" can import the building created on Welcome App. You can import one
building once or several buildings in batch.

Precondition
=  Welcome APP must be in the same network with "Smart Access Point".

= The building has been created on Welcome App. See more details on the product manual of
Welcome App.

D D Welcome App
N

Router

Smart Access Point

Importing rule

Building structure will be overwritten according to the rules below:
= A B, C, D, E, F means building number.

= B and B+ has the same building nhumber.

= + means the building structure has been changed.

Welcome App "Smart Access Point" before "Smart Access Point" after
B+ A B, C A, B+ C

B+, C+ A B, C A, B+, C+

D, EF A B, C A/B,CD,EF
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Operating the AccessControl devices

Importing the building from Welcome App

Please follow the steps below:

[1] On the configuration screen, click " ’ ", a pop-up window will appear.

v @ = sos @ B MAIN MENU

| ) L3

BUILDING STRUCTURE USER MANAGEMENT DOOR ENTRY SYSTEM

Design a building by Configurate the devices Locating and linking Add and edit users. Create and edit actions Create time control Configurate door entry
creating floors and of the access control devices Create user groups system devices, e.g.
rooms system e.g. cylinders, indoor station, outdoor
repeaters ... station
B iacky =) Device configuration  %gF Preferences

INFORMATION

Please open your APP to import the Building Structure

v
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[2] On the Welcome App "Home" screen, tap "V".
[3] Tap "Configuration mode".

[4] Tap" V" to continue.

2 Home

"“jacky" iPhone, No events

Are you sure you want to switch to
configuration mode?

"jacky" iPhone|

x Vo 4

Firmware upgrade

Events A

]

[5] On the "Projects” screen, swipe the project name to the right.

[6] Tap" E

[7] Tap a designated "Smart Access Point".

[8] Enter the account and password of "Smart Access Point".
[9] Tap " V" to continue.

[10]Tap " ¥ " to finish.

Projects

= Demo case
|

0 Device ‘—’)

7

Notice

Upload successfully

Voo 10

Product manual 2TMD041800D0088 | 197



Operating the AccessControl devices

[11]Turn back to the configuration screen of "Smart Access Point", a pop-up window shows the
importing status.

[12]Click " v " to finish.

IMPORT BUILDING STRUCTURE

Project name:

The building imported from Welcome App does not include the shape and location. You need to
adjust it on "Smart Access Point". see chapter 10.2.1 “Creating a building via "Smart Access
Point" on page 190.

B3 1.Floor v = LISTVIEW
- - + Rooms

A Management center
A | Meeting room 1

}, Meeting room 2
& | Meeting room 3
A | Meeting room 4

—— o r— s JP——

A | Meeting room 5
} Meeting room &
A | Publicarea

" L W

Hoomnrext FoomlL  Oudooraes  Mliroom -
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10.3 Adding and locating the devices

Access the "Device configuration" screen

On the configuration screen, click "Device configuration” to access the corresponding screen.

o w3

BUILDING STRUCTURE RF WIRELESS PLACE + LINK USER MANAGEMENT DOOR ENTRY SYSTEM
CONNECTION

Design a building by Configure the devices of Locating and linking Add and edit users Create and edit actions Create time control Configurate door entry
creating floors and the access control devices Create user groups system devices, e.g.
rooms system e.g. Cylinder, indoor station, outdoor
repeater ... station
[ 1
s [ 1
& iacky | (=) Device configuration | L} Preferances
o ___
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10.3.1 Locating "Smart Access Point"

Please follow the steps below:
[1] On the "Device configuration" screen, click "SmartAP".
[2] Click "Smart Access Point".

[3] Set the position from the drop-down list (e.g. "Building 1>>Floor 1>> Public area" for demo
case 1).

[4] Click " V" to save.

Device type SmartAP(1) Smart Access Point
B SmarAP(1) > #105807A7F030734(RGA Serialnumber: 105807A7F030734
M Smart Access Point > Shor ID: RGA
F  Cylinder(s) > Software version: V5.21
MCU version: V1.08 20191129
@ Repeater(2) > RF MCU version: V1.07
RF module version: V1.05
M RF/IP gatowzy(0) ’ Update firmware
w8 P camera(0) > Jelo == S-S - S-S - oSS o<2 1
1 Building 1
B outdoor station(0) > 1 1
| Buiing! v
3 indoor station(0) > I !
1 Floor !
1
0= IP actuator(0) > : Floor! “
1 1
=] Guard unit(0) > 1 Reom 1
1
: Management Center ~ [
S 1
Tames
Doorbell ring >
Alarm alert >
Binary input >
Binary output >
Tamper alarm >
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10.3.2 Adding and locating "Electronic locking cylinders

Please follow the steps below:

[1] On the "Device configuration" screen, click "Cylinder".

[2] Click "+".

[3] Click "Cylinder".

[4] Enter the serial number of the "Electronic locking cylinder".
[5] Change the name of the "Electronic locking cylinder".

[6] Set the position from the drop-down list (e.g. "Building 1>>Floor 1>> Meeting room 1" for

demo case 1).
[7] Click " V" to save.

[8] Repeat steps 2-7 to add the "Electronic locking cylinder” one by one. (e.g. "Cylinder

2~Cylinder 6" for demo case 1).

Device type Cylinder(1) Cylinder 1
| SmanAP(1) > _ o00000000 ) Seriainumber: oencoooa0e:
F Cylinder > Short ID:
§ Cylinder(0) > Software version:
Update firmware

@ Repeater(0) > —————————

1Position
Il RF/P gateway(0) > :Build\ng

1| Buiding! -
8 P camera(0) > |

! Fioor
B outdoor station(o) > 1

1| Floort v
[ indoor station(0) » 1

T
©O= IP actuator(0) > 1| Meeting Room 1 ~
E=1 Guard unit(0) > Parameter

Serial number

201717E000000F1

Channels
RF connection >
Door opener >
Knob reader >
Office mode >
+ A x ¥ save 7
Device type Cylinder(6) Cylinder 1
M SmartAP(1) > #201717E000000F 1 (SSM) Serialnumber: 201717E000000F1
F Cylinder 1 > Shart ID: SSM
§ Cyinder(s) > eting Floom 1 Software version
1 ! Update firmware
@ Repeater(0) >0 [}
1 Buikding1>Floor1>Meeting room 2 : Position
M RF/IP gateway(0) > ! Building
1 1747E000000F4(PLL ! =
I F l I Buildingt v
s IP camera(0) >, F Gyinderd ) > <
Building 1>Floor1>Meeting Room 3
l ]
Floor
B outdoor station(o) > 1
I I Floort ~
L Indoor station(0) > ! :
: 1 Room
o= IP actuator(0) > I Meeting Room 1 v
] [}
= Guard unit(0) >0 | Channels
I [}
" | RF connegtion >
I I
| Door opener >
Knob reader >
Office mode >
Emergency card >
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10.3.3 Adding and locating "RF Repeaters"

Please follow the steps below when you need to use "RF Repeaters".

[1] On the "Device configuration” screen, click "Repeater".

[2] Click "+".
[3] Click "Repeater".

[4] Enter the serial number of the "RF Repeater".

[5] Change the name of the "RF Repeater".

[6] Set the position from the drop-down list (e.g. "Building 1>>Floor 1>> Public area" for demo

case 1).
[7] Click " V" to save.

[8] Repeat steps 2-7 to add the "RF Repeater”. (e.g. "Repeater 2" for demo case 1).

Device type

M SmarAP(1)

F  Cylinder(6)

@ Repeater(0)
Il RF/IP gateway(0)
w8 P camera(0)

B outdoor station(o)
3 indoor station(0)
O~ IP actuator(0)

=] Guard unit(0)

Device type
M SmanAP(1)

F Cylinder(s)

@ Repeater(2)
Il RF/P gateway(0)
A IPcamera(0)

B outdoor station(o)
[ indaor station(0)
O IP actuator(0)

E Guard unit(0)

Product manual 2TMD041800D0088

Repeater(1)

Repeater 1

#200000000000()
© Repeater >

Repeater(2)

Serialnumber: XXX

Short ID;
Software version:

Position
Building
Building1

Floor

Floor1

Room

Public area

Paramater

Serial number

Update firmware

241310100000000

Channels

RF connection

Repeater 1

#2413101000000DD(POF]
© Repeater 1 >

Building 1>Floor1>Public area

#241640100000088(REP)

1 1

| O Repeater2 >

L Smgnfomess .
+ &

Serialnumber: 2413101000000DD

Short ID: POF
Software version:

Position
Building

Buikding1

Floor

Floor!
Room
Public area

Channels

RF connection

Update firmware
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10.3.4 Adding and locating "RF/IP Gateways"

Please follow the steps below when you need to use "RF/IP Gateways".

[1] On the "Device configuration” screen, click "RF/IP Gateway".

[2] Click" * .

[3] Click "RF/IP Gateway".

[4] Change the name of the "Electronic locking cylinder".
[5] Set the position from the drop-down list.

[6] Click " v " to save.

Repeat steps 2-7 to add the "RF/IP Gateways" one by one.

Device type RF/IP gateway(1) RF/IP galeway
B SmarlAP(1) > #14280TA7F030B40(NDQ) Serialnumber: 142807A7F030B40
Il RF/IP gateway > Short ID: NDQ

Soltware version: V1.03

§  Cylinder(s) >
Signed status: unsigned
@ Repeater(2) > License Agreement for Software
Update firmware
Il RF/P gateway(0) >
Replace device
IP camera
o 1P camera(0) ’ Network information
B Oudoor station(0) s MAC address: 80:7A7F-03.08:40
1P address: 192.168.1.100
3 Indoor station(0) > r Swbnelraske 2552552650 — — — — — — — — — 4
| Defautt gateway: 192.168.1.1 [
O~ IP actuator(0) > V position !
[ 1
1
E=] Guard unit(0) > : Building |
|| <ot atocated> v
1 1
1 Floor 1
1 1
| | <not ahocatec- ~
1 1
1 Room 1
! <ot allocateds v :
Parameter
DHCP

Enable v

o N - 6
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10.4 Connecting the devices

Access the RF connecting screen

On the configuration screen, click "RF Wireless connection" to access the corresponding
screen.

Mo = 3

BUILDING STRUCTURE RF WIRELESS PLACE + LINK USER MANAGEMENT DOOR ENTRY SYSTEM
CONNECTION

Design a building by Gonfigure the devices of Locating and linking Add and edit users Create and edit actions Greate time control Configurate door entry
creating floors and the access control devices Create user groups system devices, e.g.
rooms system e.g. Cylinder, indoor station, outdoor
repeater ... station
& iacky (=) Device configuration 4% Preferences

Please follow the steps below:
[1] On the "Buildings" screen, click the designated building (e.g. "Building 1" for demo case 1).

B

B

m Building 1 >

Building 1

Buildings(1)
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[2] Click the designated floor (e.g. "Floor 1" for demo case 1).

Building 1

All >

Floor1 >

Floor1 >

[3] Click™ ™. " {5 view all the devices on the floor screen, you can move the icons to a suitable
postion by dragging them.

-_— - + oo

All >
Meeting Room 3 >
Meeting room 4 >

F oy moms om s A Mewarg boom &
@ (!:'9 Meeting Room 5 >
Meeting Room 6 >
@ Public area >
Meeting room 2 >
Hrme Meeting Room 1 >
@ ® .

P o ttsstng Focm 1 -

RFAP gateway -

Connecting the AccessControl devices in a sequence
Please connect the AccessControl devices in a radio line according to the following sequence:
[1] Connect "Smart Access Point" or "RF/IP Gateways" to its slave devices.

[2] Connect the "RF Repeaters" to its slave devices.
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10.4.1

Operating the AccessControl devices

Connecting "RF Repeaters"

Please follow the steps below:

[1] On the floor screen, click a "RF Repeater" (e.g. "Repeater 1" for demo case 1).
[2] Currently no parent device is displayed in the list.
[3] Click its parent device on the floor plan (e.g. "Smart Access Point" for demo case 1).

 Mecary oo

@

i®

T —

& s e
@ @
@ @ L
¥ iseting Fom 3
@ @
¥ Nowtng roem 2. Pt
|
RFAP galeway

Repeater 1

-

[4] Wait for the pairing process

@ INFORMATION

(.3 Processing, please wait! 4
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[5] Coupling between the two devices is indicated by a dashed line if successful.
[6] Parent device is displayed on the list.

[7] Click " ® {0 turn back to the floor screen.

- -+ Repeater 1
F erarg mom r—— # Parent Devices
o
@ o ®
F vtng m v
o (:] @
Fd room F vty ¥ Managemert Cer
-
RFP galeway -«
O Note
"RF Repeater" must unpair itself with its exist parent device before it is paired
with a new device. see chapter 10.11.2 “Disconnecting "RF Repeaters" on
page 266.
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Operating the AccessControl devices

10.4.2 Connecting "Electronic locking cylinders"

Please follow the steps below:

[1] On the floor screen, click an "Electronic locking cylinder" (e.g. "Cylinder 1" for demo case 1).
[2] Currently no parent device is displayed in the list.

[3] Click its parent device (e.g. "Repeater 1" for demo case 1).

Cylinder 1
2 -
g
# Moy wam - # ostngoom &
L] o L]
° 3
777777777777 Frcwm T
A Mg oo 3
L]
'@
R P— E—
|
RFAP gateway -

[4] Wait for the pairing process.

é INFORMATION
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Operating the AccessControl devices

[5] Hold the maintenance card on the slave "Electronic locking cylinders".
[6] Click " v" to continue.

Confirm the pairing pro

=
E

(D Activate device 5

Please hold maintenance card on cylinder to proceed

Hide the window 6 v

[7] If the LED on the "Electronic locking cylinder" flashes green or the "Electronic locking
cylinder" sounds a beep, click " V" to continue.

Confirm the pairing pro 7E000000F1

® Wait for fiashing LED
The LED on the cylinder flashes green
I the LED on the cylinder does not flash green, please click 'ok” 1o
‘complete the pairing. Then check the device and unpair itin case of an
ermor,

TS
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Operating the AccessControl devices

[8] Wait for the online check.

Confirm the pairing process(201717E000000F1) 3/3

-
E

@ Online check 8

ml] Wait to check the online status .
2075

[9] If the "Electronic locking cylinder" is online, click " v " to continue. Otherwise you need to
wait 300 s before doing the next step.

Confirm the pairing process(201717E000000F1) 3/3

-
E

@ Online check

Jlssr Dovice is oniine, pairing is successiul

v 9
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[10]Pair between the two devices is indicated by a dashed line if successful.
[11]Parent device is displayed on the list.

[12]Click " ® {0 turn back to the floor screen.

EA Floort ~
Cylinder 1

- =+

# gt — —— e

@ Fraca ®
& Mecsing Foom 3. )
[:] "
_|
RF/IP gateway *
O Note
"Electronic locking cylinder" must unpair itself from its existing parent device
before it is paired with a new device. Page 262.
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10.4.3

Displaying an offline icon when AC devices are offline

AccessControl device is offline

An offline icon . will be displayed on the AccessControl device if it is offline.

1. "RF Repeater" is offline

When you find @ on a "RF Repeater", please carry out the following operations:

= Check if the "RF Repeater" is powered on.

= Check if its parent "RF Repeater" is powered on.

= Check if the distance between the "RF Repeater" and its parent device exceeds 10 metres.

The device is offine.
Check power supply.
Check distance between Repeater and SmartAP.

Product manual 2TMD041800D0088

RF/IP gateway

-+

Floor1

Al

Meeting room 3

Meeting room 4

Public area

Meeting room 5

Meeting room 6

Meeting room 2

Meeting room 1

Management center
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2. "Electronic lock cylinder" is offline

When you find R on an "Electronic lock cylinder”, please carry out the following operations:
= Check if the battery of the "Electronic lock cylinder" is empty. Page 223.

= Check if its parent device "RF Repeater" is offline.

= Check if the distance between the "Electronic lock cylinder" and its parent device exceeds

10 metres.
-_ - -+ Floor1
Al >
Meeting room 3 >
- P st Flgais Meeting room 4 >
Public area >
@ @ @
Meeting room 5 >
Meeting room 6 >
@
® = e ® Meeting room 2 >
e Meeting room 1 >
Management center >
@ ®
e F g om pr—
®
The device is offine.
Check battery status. Replace battery n‘ﬂeces;:ryp e
e e v, =
RFAP gateway «
O Note
In some cases, you can hold the maintenance card against the designated
"Electronic lock cylinder" to activate it.
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10.5 Assigning permissions

10.5.1 Assigning permissions to a user

You can assign permissions to a user by assigning both the ID authentications and the
"Electronic locking cylinder" to the user.

Access the designated user screen

On the "Users" screen, click the designated user to access the designated user screen.

Users
+ admint

basict

° cleaner!

master1 jacky

admint basicl cleanert

mastert

Users groups

-
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Operating the AccessControl devices

1. Assigning the ID authentications to a user
Please follow the steps below:
[1] On the designated user screen, click "ID authentication".

jacky = UST VIEW
User role: Admin
Device sharing
_I Email address
. st Invitation code
e — E
iwi ] Q g . i o
- i N N N | — a
Users groups{1) 1D authentication Pairing devices Cylinder IP camera Outdoor station

User information

Personal data >
Change password >
User permission settings

Users groups(1) >
1D authentication >
Pairing devices >
Cylinder >
1P camera >
Outdoor station >

please set user permission under each category -

[2] Click "Add authentication".
[3] Click "Add authentication for access control".

ADD NEW AUTHENTIFICATION METHOD
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Operating the AccessControl devices

[4] Enter the card name.
[5] Set card type to "RFID".
[6] Set validity period, there are 2 options:
* Unlimited validity, it this type is selected, you can continue to the next step.
* Limited validity, if this type is selected, you need to set the start date and end date by
clicking "

[7] Select any "Electronic locking cylinder" from the drop-down list for swiping the 1D
authentications.

ADD AUTHENTICATION

New identity authentication

Card - Jacky
RFID
Validity period Unlimited validity
Select reader
Select reader
Cylinder 1
Cylinder 2

Cylinder 3

O Note
"Electronic locking cylinder" needs to be paired in a radio line before swiping the
ID authentications. see chapter 10.4.2 “Connecting "Electronic locking
cylinders™ on page 208.
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Operating the AccessControl devices

[8] Hold the keycard or tag in front of the "Electronic locking cylinder". The LED of the
"Electronic locking cylinder" will flash green or sound a beep if successful.

ADD NEW KEYCARD/TAG

Please hold the keycard/tag in front of the card reader to
register the credentials to the system.

Time out: 119 second

Step 1 (1)

[9] The card number is displayed on the screen.

& jacky i= LISTVIEW
1D authentication
+ = Card - Jacky >
]
Add authentication Card - Jacky
I 1205525818203264 I
° oo = 0 z A
] - - F -
Profle  Users groups(1) ORGP Pairing devices  Cylinder IPcamera  Outdoor station

Repeat steps from 2-9 to assign the ID authentications one by one.

O Note
Up to 200 ID authentications can be assigned to a user.
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Operating the AccessControl devices

2. Assigning the "Electronic locking cylinder" to a user.

Please follow the steps below:

[1] On the designated user screen, click "Cylinder".

jacky

oy = 0
(1] ]
Users groups(1) 1D authentication(1) Pairing devices

please set user permission under each category

iE LIST VIEW

User role: Admin

Device sharing

Email address

E Invitation code
N Ngganiss kite
1P camera Outdoor station I
User information
Personal data >
Change password >

User parmission settings

. Users groups(1) >
. 1D authentication(1) >
. Pairing devices >
. Cylinder >
IP camera >
Qutdoor station >
| -

[2] Click the designated "Electronic locking cylinder" on the "Not assigned" section.

[3] Click " v " to confirm.

Repeat steps from 2-3 to assign the "Electronic locking cylinders" one by one.

INFORMATION

A

x

Would you like to add the device premissions?

3v
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Operating the AccessControl devices

10.5.2 Assigning the permission to users

You can assign the permission for multiple users by assigning the permission to the user group.
Please follow the steps below:

[1] On the designated user group screen, click "Cylinder".

[2] Click the designated "Electronic locking cylinder" on the "Not assigned" section.

[3] Click " v" to confirm.

Repeat steps from 2-3 to assign the "Electronic locking cylinder" one by one.

Admin
Admin
User permission settings
Users(2) >
,.l Time Profile >
o - = Cylinder >
) & F " i
~— N R ey " IP camera >
Users(2) Time Profile Cylinder 1P camera Outdoor station
Outdoor station >
please set user parmission under each category -«

INFORMATION

A Would you like to add the device premissions?

x 3v
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10.5.3 Setting the offline day

In some cases, "Electronic locking cylinder" will be offline. see chapter 10.4.3 “AccessControl
device is offline“ on page 212.

In this case, only emergency cards and the cards that meet the offline day can be used.

0O Note
It is recommended to set the offline day or emergency cards before use.

Offline day

When an "Electronic locking cylinder" is offline, only the ID authentications within the offline
days can be used.

For example, if the offline day is set to "5", only the ID authentications used within 5 days can be
used. The ID authentications used 6 days ago can no longer be used.

Please follow the steps below:

[1] On the configuration screen, click "Device configuration", click "Cylinder".

[2] Click the designated "Electronic locking cylinder".
[3] Click "Knob reader".

[4] Enter the number for the offline day. If the offline day is set to "0", only emergency cards can
be used. see chapter 10.5.4 “Managing the emergency cards” on page 221.

Device type “ylinder(6] Cylinder Knob reader
M SmartAP(1) > 7EOO0000F 1(SSM| EO00000F
Cylinder 1 Snort
" Building1>Floor1>Meeting roor Softwan o VA1
F Cylinder(s) > Software version: V1.1
Update firmware
@ Repeater(2) >
; % Position
Il RF/P gateway(1) > Building
#21 7E000000F4(PLL
X Cy or 3 Building1 ~
. 1P camera(1) 4 suikingt>FloorMeeting room 3
Floor
B outdoor station(0) >
Floor1 v
3 Indoor station(0) >
Roor
O IP actuator(0) > Meeting room ~
Building1 >Floor1 >Meeting room 5
= Guard unit(0) > Channels
g onoTHEs RF connectio >
or1>Meeting room 6
Door opener , _ Parame
Access for users in offine mode: Max.
Knob reader > duration (days) of access authorization when
device is offiine. "0": oﬂ\‘ﬂ users with
Office mode > emergency access cards have access.
= 0 dL
Em: y >
Timeout (seconds)
s  Communication with SmartAP
- 5 +

Product manual 2TMD041800D0088 | 220



Operating the AccessControl devices

10.5.4 Managing the emergency cards

Emergency cards can be used when the "Electronic locking cylinder" is offline.

1. Adding the emergency cards

Please follow the steps below:

[1] On the configuration screen, click "Device configuration", click "Cylinder".

[2] Click the designated "Electronic locking cylinder".

[3] Click "Emergency card".
[4] Click "Emergency card".

[5] Tick the check box to add the emergency cards.

[6] Click " v" to confirm.

Device type Cylinder(6)

#201717E000000F 1(SSM) 2
Cylinder 1
Building1>Floor1>Meeting room 1

M SmartAP(1) >

F Cylinder(s) 1 >
#20121810000005E(UOY)

© Repeater(2) > Cylinder 2
Buikding 1>Floor1>Mesting room 2

Wl RF/IP gateway(1) >
#201747E000000F4(PLL)
Cylinder 3

wa 1P camera(i) > Buikding 1>Floor1>Meeting room 3

E Qutdoor station(0) > #201F88100000087(HLF)

Cylinder 4

2 indoor station(0) > Buikding 1 >Floor1>Meeting room 4
#201737E000000F3(HUN)

0= IP actuator(0) > Cylinder 5
Buikling1>Floor1>Meeting room 5

= Guard unit(0) >

#20160810000001F(ESP)
Cylinder 6
Buikling 1>Floor1>Meeting room &

Cylinder 1

Serialnumber: 201717E000000F1
Short ID: SSM
Soltware version: V1.11

Update firmware
Position
Building

| Building1

Floor

| Floort

Room

| Meeting room 1

Emergency card

Channels

RF connection

Daor opener

Knob reader
Office made

Emergency card 3

Battery status

Emergency card

4

EMERGENCY CARD

Name
Card 1 - jacky
Card 1 - Faye

Card 1 - Damon

Card No.

00219222
00435801
00435810
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Operating the AccessControl devices

2. Removing the emergency cards

Please follow the steps below:

[1] On the configuration screen, click "Device configuration”, click "Cylinder".

[2] Click the designated "Electronic locking cylinder".

[3] Click "Emergency card".
[4] Click "Emergency card".

[5] Untick the check box to remove the emergency cards.

[6] Click " v" to confirm.

Device type Cylinder(6)
M SmarlAP(1) > #201717E000000F 1(SSM)
Cylinder 1 2
F Cyinder(s) '] R Buikling1>Floor1>Meeting room 1
#20121810000005E(UOY)
© Repeater(2) > Cylinder 2

Buiing 1 >Floor>Meating room 2

Wl RF/IP gateway(1) >
#201747E000000F4(PLL)
Cylinder 3

W 1P camera(i) > Building 1>Floor1>Meeting room 3

ﬂ Qutdoor station(0) > #201F88100000087(HLF)

Cylinder 4

3 indoor station(0) > Buikding1 >Floor1>Meeting room 4
#201737E000000F3(HUN)

O~ IP actuator(0) > Cylinder 5
Buikling 1>Floor1>Meeting room 5

= Guard unit(0) >

#20160810000001F(ESP)
Cylinder 6
Buikling 1 Floor1>Meeting room &

Cylinder 1

Serialnumber: 201717E000000F1
Short ID: SSM
Soltware version: V1.11

Update firmware
Position
Building

| Building1

Floor

| Floort

Room

| Meeting room 1

Emergency card

Channels

RF connection

Door oponer

Knob reader
Office mode

Emergency card 3

Battery status

Emergency card

4

EMERGENCY CARD
Name
Card 1 - jacky
Card 1 - Faye
Card 1 - Damon

Card No.

00219222
00435801
00435810
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10.6
10.6.1

Configuring the devices

Configuring "Electronic locking cylinders"

On the configuration screen, click "Device configuration"”, "Cylinder", "Cylinder 1" to access the

configuration screen.

Device type Cylinder(6) Cylinder 1
M SmartAP(1) > #201717EDO0D00F 1(SSM Serialnumber: 201717E000000F1
§ Cylinder 1 > Short ID: SSM
§ Cylinder(s) > Buikding1>Floor 3 foom 1 Software version: V1.1
_ #20121810000005E({UOY) Update firmware
@ Repeater(2) > F Cylinder2 >
Building1>Floor1>Meeting room 2 osition
Il RF/P gateway(1) > [ Building
B outdoor station(o) > _ #201FBB100000087(HLF) foct
F Cylinder 4 > Fioor! -
3 indoor station(0) > Building1>Floor1=Meeting room 4
#201737 00001 HUN izsn
O IP actuator(0) > F éymm,S > Meeting room 1 -
E=l Guard unit(0) > — e Channels
P (,)/‘\’\‘n:;\e; g' 5 R comection
Pulangi-rertpestng room 6 Door opener
Knob reader
Office mode
Emergency card
Battery status
+ & b
No. Description
1 Rename the device.
5 Remove the device
The "Electronic locking cylinder" needs to be unpaired before removing.
3 Serial number of the device.
4 Firmware version of the device.
5 Update the firmware via the website.
6 Assign the location for the device.
7 View RF connection status of the device.
8 Set the unlock time for the "Electronic locking cylinder".
9 Set the offline day for the cylinder
see chapter 10.5.3 “Setting the offline day“ on page 220.
10 Enable/disable the "Office mode" function
see chapter 10.6.4 “Office mode® on page 230.
11 Managing emergency cards
see chapter 10.5.4 “Managing the emergency cards“ on page 221.
12 Check the battery status of the device.
13 Update the firmware locally or remotely for several devices in batch.

Product manual 2TMD041800D0088

| 223



10.6.2 Configuring "RF Repeaters"

On the configuration screen, click "Device configuration”, "Repeater”, "Repeater 1" to access
the configuration screen.

Device type Repeater(2) Repeater 1
B SmarAP(1) > Serialnumber: 2413101000000DD
> Short ID: POF
F Cylinder(6) > Software version: V1.06
© Repeater2 Update firmware
lepeater(2) > . > —

Il RF/P gateway(1) > Building
8 P camera(i) > Bdnat -
B outdoor station(o) > O

Floort v
3 indoor station(0) >

Room
O IP actuator(0) > Public area v
=1 Guard unit(0) > Channels

RF connection >

+ & .
No. Description
1 Rename the device.
2 Remove the device
The device needs to be unpaired before removing.

3 Serial number of the device.
4 Firmware version of the device.
5 Update the firmware via the website.
6 Assign the location for the device.
7 View RF connection status of the device.
8 Update the firmware locally or remotely for several devices in batch.
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10.6.3 Configuring "RF/IP Gateways"

On the configuration screen, click "Device configuration”, "RF/IP Gateway", "Cylinder 1" to

access the configuration screen.

Device type RF/IP gateway(1) RF/IP gateway
M SmanAP(1) > L IVHL‘;B)JF’“;FWUEH NDQ) N zzzhln;.:;luwzsn?mmmmn
§ Cylinder(s) > Soltware version: V1.03
RF MGU version: V1.07
© Repeater(2) > RF module version: V1.05
Gonnect st Gonnected
Il RF/IP gateway(1) > Signed status: signed
LLicense Agreement for Software
48 P camera(1) > Update frrware
B outdoor station(o) > Replace device
g Indoor station(0) > L
MAC address: 80:7A:7F:03:08:40
O IP actuator(0) > IP address: 192.168.1.100
Subnet mask: 255.255.255.0
= Guard unit(0) > Default gatoway: 192 168.1.1
Position
Elulldmg Parameter
<not allocated: v DHCP
Enable v
Floor
<nol allocateds v Reset
Enable ~
Room
Channels
=nol allocaled> v
Connection >
o) *, «
No. Description
1 Rename the device.
Remove the device
2 . i B - .
Click , followed by " v" to remove the device.
3 Serial number of the device.
4 Firmware version of the device.
5 "Connected" means "RF/IP Gateway" is connected to "Smart Access Point" via LAN
connection.
6 "Signed" means "RF/IP Gateway" is signed successfully on "Smart Access Point".
7 Click to view the "License agreement for software".
8 Update the firmware via the website.
9 See page 226.
10 View the network information.
11 Assign the location for the device
12 If "DHCP" is set to "Disabled", you need to set the static IP address for the device.
13 If "Reset" is set to "Disabled", the reset button of the devices cannot be used anymore.
14 View RF connection status of the device.
15 Update the firmware locally or remotely for several devices in batch.
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Replacing a new device

You can use a new "RF/IP Gateway" to replace the old one if the old one is broken. All the data
(including the position and connection) on the old one will be copied to the new one.

Please follow the steps below:

[1] On the "Device configuration” screen, click "RF/IP Gateway".

[2] Click the "RF/IP Gateway 1".

[3] The connected status should be "Disconnected" if this old one is broken.
[4] The position of the old one is displayed on the screen.

Device type RF/IP gateway(2) RF/IP gateway 1
BN SmartAP(1) > #142807A7F030B4B(BSD) Serialnumber: 142807A7F030B40
M RF/P gateway > | ShoniD:NDQ
F  Cylinder(s) > Software version: V1.03
#142807ATF030B4ONDQ) RF MCU version: ¥1.07
@ Repeater(2) > Ml RF/P gateway 1 > RF module version: V1.05
Suilding 1 Floor | >Management center Connect status: Disconnected
Il RF/P gateway(1) > Signed status: signed
License Agreement for Software
A P camera(1) >
Update firmware
B outdoor station(4) > Replace device
Network informatior
3 indoor station(3) > work niormation
MAC address: B0:7A.7F 03:0B:40
O~ IP actuator(1) > IP address: 192.188.1.105
Subnet mask: 255.255.255.0
= Guard unit(1) > Default gateway: 192.168.1.1
Positior
Building
Building1 v
Floor
Floort v
Room
Management center v
Daramate
O & -
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Operating the AccessControl devices

[5] Add a new one without position. see chapter 10.3.4 “Adding and locating "RF/IP Gateways"“
on page 203.

[6] The connected status of the new one should be "Connected".
[7] The position of the new one is empty currently.

[8] Click "Replace device" on the new one.

[9] Click the old one on the list.

[10]Click " v " to continue if the device is replaced successfully.

Device type RF/IP gateway(2) RF/IP gateway
B SmanAP(1) #142807A7F030B4B(BSD) Serialnumber: 142807A7F03084B
Il RF/IP gateway > Short ID: BSD
F Cylinder(s) > Software version: V1.03
#142807ATFO30B40(NDQ) RF MGU version: ¥1.07
© Repeater(2) > I RF/IP gateway 1 > RF madule version: V1.05
Buikding1 >Floor1>Management center Connect stalus: Connecled
Il RF/P gateway(2) > Signed status: signed
License Agreement for Software
IP camera(1 >
- m Update firmware
B outdoor station(4) > Replace device
3 indoor station(3) > Network information
MAG address: 80:7A7F:03.08:48
O IP actuator(1) > 1P address: 192.168.1.103
Subnet mask: 255.255.255.0
Guard unit(1) > Default gateway: 192 168.1.1
Position
Building
<not allocated> v
Floor
<nol allocaled> ~
Room
<nol allocaled> ~
Daramator
e} e -

INFORMATION

A Succeed to replace the device, reload the webpage to get
the device settings.
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[11]The position of the old one is copied to the new one (The connections on the old one are

also copied to the new one).

[12]Click the old one.

[13]The position of the old is empty. (The connections on the old one are also cleared).

[14]Click " " followed by " v " to remove the old one.

Device type

M SmartAP(1)

F  Cylinder(s)

© Repeater(2)
Il RF/P gateway(2)
w8 |P camera(1)

B outdoor station(4)
3 indoer station(3)
O IP actuator(1)

=1 Guard unil{1)

RF/IP gateway(2)

#142807A7F030B4B(BSD)

Wl RF/IP gateway
Buikding1>

#142807ATF030BA0(NDQ)
Il RFIP gateway 1

Q

>Management center

&

RF/IP gateway

Replace device
Network information

MAG address: B0:7A:7F 03 .08:48
IP address: 192.168.1.103
Subnet mask: 255.255.255.0
Defaull galeway: 192.168.1.1

Position

Building
Buildingt

Floor

Floori

Room

Management center
Paramete:
DHCP

Enable

Reset

Enable

Channels

Connection

Device type

M SmanAP(1)

F  Cylinder(s)

@ Repealer(2)
W RF/IP gateway(2)
o IP camera(1)

B outdoor station(a)
3 Indoor station(3)
O~ IP actuator(1)

=1 Guard unit(1)

Product manual 2TMD041800D0088

RF/IP gateway(2)

807A7FO30B40(NDQ)
I RF/IP gateway 1

[«

RF/IP gateway 1

Serialnumber: 142607A7F030B40
Short 1D: NDQ

Software version: ¥1.03

RF MCU version: V1.07

AF module version: V1.05
Connet status: Disconnected
Signed stalus: signed

License Agreement for Software
Update firmware
Replace device
Network information

MAG address: 80:7A:7F:03:08:40
1P address: 192.168.1.105
Subnel mask: 255.255.255.0
Default gateway: 192.168.1.1

Position
Building

<ol allocatect

Floor

<not allocated>-

Room

<nol allocatecs
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[15]Click the new one.
[16]Rename the new one.
[17]Click " v " to save.

Device type RF/IP gateway(1) RF/IP gateway 1]
M SmartAP(1) > #142807A7F 030B4B(BSD) Serialnumber. 142807A7F030B48
Il RF/P gateway > Short ID: BSD
= X Building1>Floor1>Management center y N
F  Cylinder(6) > Software version: V1.03
RF MCU version: V1.07
@ Repeater(2) > RF module version: V1.05
Connect status: Connected
Il RF/P gateway(1) > Signed status: signed
License Agreement for Software.
8 |Pcamera(l) >
Update firmware
B outdoor station(4) > Replace device
D Indoor station(3) > Network information
MAG address: 80:7A:7F:03:08:48
O~ IP actuator(1) > 1P address: 192.168.1.103
Subne! mask: 255.255.255.0
Bl Guard unit(1) > Default gateway: 192.168.1.1
Position
Building
Building1 -
Floor
Floari A
Room
Management cenler v

Q

[«

[ x | 17 vsw |
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Operating the AccessControl devices

10.6.4 Office mode

Access the "Time control" screen

On the configuration screen, click "Time control" to access the "Time control" screen.

M e = s A & Lj

BUILDING STRUCTURE RF WIRELESS PLACE + LINK USER MANAGEMENT ACTIONS TIME CONTROL DOOR ENTRY SYSTEM
CONNECTION

Design a building by Configure the devices of Locating and linking Add and edit users. Create and edit actions Create time control Configurate door entry

creating floors and the access control devices Create user groups system devices, e.g.
rooms system e.g. Cylinder, indoor station, outdoor
repealer ... station
L] " "
m jacky (=) Device configuration ﬁ Preferences

1. Adding "Office mode" time profile for the designated "Electronic locking cylinder"
Please follow the steps below:

[1] On the "Time control" screen, click "Add".

[2] Enter the name (e.g. "Cylinder1").

[3] Click " v" to save.

CREATE TIME PROFILE

Cylinder1

State Cylinder1
&

Cylinder1| £

You can choose another time profile and integrate its
timers. They will be copied to this time profile.

4 defaul
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[4] Click "Building1l">>"Floor 1">>"Meeting room 1" to access the location of the designated
"Electronic locking cylinder".

[5] Click the designated "Electronic locking cylinder" (e.g. "Cylinder 1")

& CYUNDER1 W & i LIST VIEW

Selected profile v Mon Tue Wed Thu Fri Sat Sun
Al >
Central Functions >
Building1 >
0 2 4 6 8 10 12 14 16 18 20 22 0 2 4 €

+ @&
Add Cylinder1 default

Selected profile Sat Sun A
Cylinder 1 (Office mode) @
o 2 1 8 8 10 12 14 16 18 20 22 o 2 4 €
+ & &
Add Cylinder1l default -
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[6] Drag the "Office mode" icon onto the "On" position on the screen.
[7] Enter the precise time.

[8] Click the designated day to cancel the selection (optional).

[9] Click " v " to save.

Office mode

: @

oft

Mon Tue Wed
oft Thu Fri Sat
Sun Mon-Fri Sat'Sun
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[10]Drag the "Office mode" icon into the "Off" position on the screen.
[11]Enter the precise time.

[12]Click the designated day to cancel the selection (optional).
[13]Click " v " to save.

TIME CONTROL

[ 17:00 BN

L @ Thu Fri Sat

[14]The result is displayed on the screen.
I ————— ot . bttt

Office mo...

6:00

On @ Mon-Fr

s o
T
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Operating the AccessControl devices

2. Renaming "Office mode" time profile for the designated "Electronic locking cylinder"
Please follow the steps below:

[1] On the "Time control" screen, click the designated "Electronic locking cylinder" (e.g.
"Cylinder 1").

[2] Click " N

[3] Enter a new name.

EDIT TIME PROFILE

Cylinderl

State

cylinder1| 3
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Operating the AccessControl devices

3. Removing "Office mode" time profile for the designated "Electronic locking cylinder"
Please follow the steps below:

[1] On the "Time control" screen, click the designated "Electronic locking cylinder" (e.g.
"Cylinder 1").

[2] Click
[3] Click " v" to confirm.

@ Would like to remove this timer profile?

X 3¢
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10.7 Controlling the devices via "Smart Access Point"

Accessing the control screen
1. The following operation can be operated by all users:
On the login screen, enter the password and click "Control" to access the corresponding screen.

Jacky's Pro

PLEASE LOGIN

(2) CONFIGURATION M) CONTROL
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2. The following operation can only be operated by admin users:

On the configuration screen, click " . to access the control screen.

BUILDING STRUCTURE

Design a building by
creating floors and
rooms

& jacky

-0

RF WIRELESS
CONNECTION

Configure the devices of
the access control
system e.g. Cylinder,
repeater ...

o

PLACE + LINK

Locating and linking
devices

MAIN MENU

"
w

USER MANAGEMENT

Add and edit users.
Create user groups

Create and edit actions

C)

TIME CONTROL DOOR ENTRY SYSTEM

Creale time control Configurate door entry
system devices, e.g.
indoor station, outdoor
station

(===) Device configuration

L} Preferences
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10.7.1 Controlling the devices via floorplan

Accessing the floorplan screen

On the control screen, click "Floorplan” to access the corresponding screen.

9

Event history

O Note
The following operations are based on demo case. You need to adjust your
operations when you are operating an actual project.

Click "Building 1","Floor 1" to access the floorplan screen.

FLOORPLAN
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1. Control the function of "Smart Access Point"
Please follow the steps below:

[1] On the floorplan screen, click "Smart Access Point".
[2] Click a function icon to operate the function.

Smart Access Point

Py

2. Release the designated "Electronic locking cylinder"
Please follow the steps below:

[1] On the floorplan screen, click the designated "Electronic locking cylinder" (e.g. "Cylinder 1"
for demo case 1).

[2] Click "Door opener" icon to release the "Electronic locking cylinder".

Cylinder 1

L

P
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3. Enable/disable the office mode for the designated "Electronic locking cylinder"
Please follow the steps below:

[1] On the floorplan screen, click the designated "Electronic locking cylinder” (e.g. "Cylinder 1"
for demo case 1).

[2] Click "Office mode" icon to enable/disable the "office mode" function, see chapter 10.6.4
“Office mode® on page 230.

Cylinder 1
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4. Add the designated operations to the favorites list
Please follow the steps below:

[1] On the floorplan screen, click "

[2] Click™" - ", a highlight indicates the setting status.
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[3] On the setting status, click an AccessControl devices (e.g. "Cylinder 1").
[4] Click a function icon (e.g. "Door opener").

[5] The function icon will be added to the favorites list.

[6] Click "x" to close the pop-up window.

[7] Repeat the steps 3~6 to add other operations one by one.

[8] Click " " to quit the setting status.
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5. Operate the functions on the favorite list

Please follow the steps below:

[1] On the floorplan screen, click "

[2] Click the designated function icon on the favorites list to activate/deactivate the function, the
highlight indicates the activated status.
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6. Remove the functions from the favorites list

Please follow the steps below:
[1] On the floorplan screen, click "
[2] Click™" - ", a highlight indicates the setting status.

[3] Click " " to remove it directly.
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7. Enable/disable the time profiles

Please follow the steps below:
[1] On the floorplan screen, click "

[2] Click™" - ", a highlight indicates the setting status.

Click "Time profile" icon to enable/disable the "Time profile" funciton.
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10.7.2 Controlling the devices via matrix

Accessing the matrix screen

On the control screen, click "Matrix" to access the corresponding screen.

9

Event history

O Note
The operations on the matrix screen are the same to floorplan screen. see
chapter 10.7.1 “Controlling the devices via floorplan® on page 238.
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10.8 Controlling the devices via Welcome App

10.8.1 Pairing "Smart Access Point" with Welcome App

Please follow the steps below:

[1] On the configuration screen, click "Preference".

v @ = sos @ P MAIN MENU

m [ o ) Nﬁ o

.

BUILDING STRUCTURE RF WIRELESS PLACE + LINK USER MANAGEMENT DOOR ENTRY SYSTEM
CONNECTION

Design a building by Configure the devices of Locating and linking Add and edit users. Create and edit actions Create time control Configurate door entry
creating floors and the access control devices Create user groups system devices, e.g.
rooms system e.g. Cylinder, indoor station, outdoor
repeater ... station
W jacky (= Device configuration  §¥ Preferences
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[2] Click "MyBuildings Account".

[3] Click "Connection".

[4] Enter the account, password and friendly name.

[5] Tick "Enable" to activate "Remote access" function. (optional).

[6] Click "Login".

[7] Check the pair status and connect status. Green " v " will be displayed if the connection is

£} PREFERENCES
Preferences MyBuildings Account MyBuildings Account
System information > Connection > F Buildings. If you do not have
refer to the help
Lo e o g Locnae * | Atpresent, the remoate function is temporarily in the trial operation phase.
Localizat >
calizanon air: v Connect: v
Project backups > User name
Firmware updates > —
MyBuildings Account > Friendly name
Service 5 uuID 56877t1-7af5-4d0c-9d1e-e931cScd2tas
Remole access @ Enable
Wi-Fi access point mode settings >
Logout
Third party authority >
Abnormal devices >
Onwil IPC list >
Misc settings 4
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[8] Return to the designated user screen, click "Pairing devices".

jacky i LIST VIEW
° |

i - | F - i

Users groups{1) ID authentication(2) Pairing devices Cylinder(1) P camera(1) Outdoor station(1)
Personal data b
Change password >
Users groups(1) >
ID authentication(2) >
Pairing devices >
Cylinder(1) >
IP camera(1) >
Outdoor station(1) >
please set user permission under each category -

[9] Currently, no device is displayed. You need to continue to the next step on Welcome App.

w  jacky = LSTVIEW

Pairing devices

. oo = u = )
L] e - F L ﬁ
Profile Users groups(1) 1D authentication(2) ST EENEY Cylinder(1) 1P camera(1) Outdoor station(1)
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[10]On the Welcome App "Home" screen, tap "\V" (Welcome App needs to login using the same
MyBuildings account with "Smart Access Point").

[11]Tap "Pair devices".
[12]Tap "SmartAP".

Pair Devices

10 Home

“jacky" iPhone, No events

s 11

IP Camera

ccount name and license information
Notifications and Sounds
Configuration mode
Firmware upgrade

“jacky” iPhone|

About

Events A

v

[13]Tap the designate "Smart Access Point" on the "Remote device" section.
[14]Enter the designated user name used on "Smart Access Point".
[15]Tap " ¥ " to confirm.

[16]A token ID is displayed on a pop-up window. This token ID will be used on step 18 on
"Smart Access Point".

SmartAP

Notice T
Notice

16

Please enter the token ID : 1358
13AC on the SmartAP.

Account

X v ok

x 15 « Resend pairing request
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Operating the AccessControl devices

[17]Go to "Smart Access Point", on the "Pairing devices" screen (refer to step 9), a device with
a friendly name used by Welcome App is displayed on the screen. Click this device.

& jacky

D17

L] ¥y = =
- ins F -
Profile Users groups(1) 1D authentication(2) B LUl Cylinder(1)  IP camera(1) Outdoor station(1)

i LIST VIEW
Pairing devices
“jacky” iPhone >

[18]Click "Pairing".
[19]Enter the token ID (refer to step 16).
[20]Click "" to confirm.

PARING MOBILE DEVICE WITH “JACKY" IPHONE

Please enter the token code in your
Welcome app to pair your mobile device.

5198

1
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[21]"Paired" status is displayed on the screen if successful.

& facky iE LISTVIEW

Pairing devices
“jacky” iPhane >

“Jacky” iPhone

09 = =z
L] ulls - U F - ﬂ
Profle  Users groups(1) D authentication(2) [NRTUMPIS | Cylinder(1) 1P camera(1) Outdoor station(1)
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10.8.2 Controlling "Electronic locking cylinders" via Welcome App

Releasing the "Electronic locking cylinder"

Please follow the steps below:

[1] On the Welcome App "Home" screen, tap " m

[2] On the AccessControl screen, tap the designated "Electronic locking cylinder" to access the
correspondng screen.

[3] Swiping the lock icon up to release the "Electronic locking cylinder".

Access Control Cylinder 1

i| Standard .‘T Office

Events A
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Enable/disable "Office mode"

Please follow the steps below:

[1] On the Welcome App "Home" screen, tap " ﬂ

[2] On the AccessControl screen, tap the designated "Electronic locking cylinder" to access the
corresponding screen.

[3] Click "Office".

[4] Click "V" to confirm.

[5] Click "Office".

[6] Click "Unlock times".

[7] Office mode is enabled on the time.
[8] Office mode is disabled on the time.

Access Contro Cylinder 1
i‘ Standard
"m Unlock times

Notice

Do you want to switch to
office mode?

x 4 ox

% ost w4 o 8
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10.9 Managing the backup

It is important to create a backup regularly.

For more information, see chapter 13.5 “Managing the backup” on page 327.

¥ PREFERENCES

Preferences Project backups

Backup for the AccessControl devides - 20200801

System information >  Create new project backup + Description
Network settings > Import project backup *
Localization > | A ped, at 2020-07-30 a7

Router firmware 1D: 0149, Router firmware ver. >
8. Controling the devices via “Sm:

ess Poin” - Dove

2020.07-30 163548 3. Controlng the devices via Wi
Project backups >
Auto backuped, at 20-C ) 16:35:0:
Firmware updates > Router firmware ID: 0149, Router firmware ver... >
2020 0 16:35:07
MyBuildings Account >
Auto backuped, at 2020-07-30 16:26:1
Router firmware 1D: 0149, Router firmware ver... >
Service > 120.07-30 16:26:12
Wi-Fi access point mode settings > | Auto backuped, af 2020-07-30 16:23:56
Router firmware 1D: 0149, Router firmware ver... >
Third party authority | 2020-07-303¢
ot et i > Router firmware ID: 0149, Router fimware ver... >
2020-07-30 16:22:40
Onvif IPC list >
Misc settings »  Router frmware ID: 0149, Router firmware ver... >

120-07-30 16
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10.10
10.10.1

Removing permissions

Operating the AccessControl devices

Removing permissions for a user

1. Removing the "Electronic locking cylinder" from a user

If you want the designated "Electronic locking cylinder" to be unusable for a user, please follow

the steps below:

[1] On the designated user screen, click "Cylinder".

[2] Click the designated "Electronic locking cylinder" on the "Assigned” section.

[3] Click " v" to confirm.

Repeat steps from 2-3 to remove the "Electronic locking cylinders" one by one.

L
Users groups{1)

D aum;ni:alwm(zl

"
Q F
Pairing devices(1) Cylinder(1)

please set user permission under each category

-

1P camera(1)

\ﬂ/

Outdoor station(1)

i LISTVIEW

User role: Admin
Device sharing

Email address.

Invite:

User information

Personal data

Change password
User permission settings

Users groups(1)

1D authentication(2)

Pairing devices(1)

Gylinder(1)

1P camera(1)

Outdoor station(1}

INFORMATION

A Would like to remove device permissions?

x

3v
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Operating the AccessControl devices

2. Removing the designated ID authentications from a user

If you want the designated ID authentications to be unusable for a user, please follow the steps

below:

[1] On the designated user screen, click "ID authentication" to access the corresponding

screen.
[2] Click the designated ID authentication.

[3] Click " ", if the card belongs to "Emergency card", please remove the emergency card

first. see chapter 10.5.4 “Managing the emergency cards” on page 221.

[4] Click " v " to confirm.

Repeat steps from 2-4 to remove the ID authentications one by one.

jacky

U P

idaiiiss” ik T
Users groups(1) 1D authentication(2) Pairing devices(1) Cylinder(1)

.l] —

please set user permission under each category

\*/

P camera(1)

B

QJW !;!Iioﬂm

i= LIST VIEW

jacky
User role:  Admin

Device sharing

Invitation code :
Invite

User information

Personal data

Change password

=]

User permission setlings

Users groups(1)

ID authentication(2)

Pairing devices(1)

Cylinder(1)

IP camera(1)

Qutdoor station(1)

INFORMATION

/A Would you like to delete this authentication?

x

4 v
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Operating the AccessControl devices

10.10.2 Removing the permissions for the users in a group

1. Removing the "Electronic locking cylinder" from a group

If you want the designated "Electronic locking cylinder" to be unusable for all users in the group,
please follow the steps below:

[1] On the designated group screen, click "Cylinder".
[2] Click the designated "Electronic locking cylinder" in the "Assigned" section.
[3] Click " v " to confirm.

Admin
Admin
User permission settings
Users(2) >
’I Time Profile >
. - = ﬂ Cylinder(6) b
= (C] F -
ez N s’ o NS P a N
Users(2) Time Profile Cylinder(6) IP camera Ouldoor station
Outdoor station >
please sel user permission under each category -«

INFORMATION

A Would like to remove device permissions?

X | 3 v
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Operating the AccessControl devices

2. Removing designated users from the user group

If you want the "Electronic locking cylinder” to be unusable for some designated users in the
group, please follow the steps below:

[1] On the designated group screen, click "User".
[2] Click the designated user on the "Assigned" section.
[3] Click " v " to confirm.

Admin
User permission setlings
Users(2) >
-I Time Profile >
. T E Cylinder(6) >
] & 3 -
o g . e S~ IP camera >
Users(2) Time Profile Cylinder(8) 1P camera utdoor station
Outdoor station >
please set user permission under each category o

INFORMATION

A Would you like to remove user from this user group?

3v
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10.11 Disconnecting the devices

Accessing the RF connections screen

On the configuration screen, click "RF Wireless connection" to access the corresponding
screen.

Mo = 3

BUILDING STRUCTURE RF WIRELESS PLACE + LINK USER MANAGEMENT DOOR ENTRY SYSTEM
CONNECTION

Design a building by Gonfigure the devices of Locating and linking Add and edit users Create and edit actions Greate time control Configurate door entry
creating floors and the access control devices Create user groups system devices, e.g.
rooms system e.g. Cylinder, indoor station, outdoor

repeater ... station

& iacky (=) Device configuration 4% Preferences

Please follow the steps below:
[1] On the "Buildings" screen, click the designated building (e.g. "Building 1" for demo case 1).

B

B

m Building 1 >

Building 1

Buildings(1)
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[2] Click the designated floor (e.g. "Floor 1" for demo case 1).

Building 1

All >

Floor1 >

Floor1 >

[3] Click™ ™. " {5 view all the devices on the floor screen, you can move the icons to a suitable
postion by dragging them.

-_— - + oo

Al >
Meeting Room 3 >
Meeting room 4 >

S g o om s P Meerng Foom &
@ (!:'9 Meeting Room 5 >
Meeting Room & >
@ Public area >
Meeting room 2 >

o —
! Meeting Room 1 >
@ ® .
F sty prE——

RFAP gateway -

Disconnecting the AccessControl devices in a sequence

Please disconnect the AccessControl devices in a radio line according to the following
sequence:

[1] Disconect the "Electronic locking cylinder" with its parent devices.
[2] Disconnect the "RF Repeater" with its parent devices.
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10.11.1 Disconnecting "Electronic locking cylinders"

Attention!

It is recommended the "Electronic locking cylinder" to be unpaired when online.
If the "Electronic locking cylinder" is unpaired when online, it can be used
normally in other system. If it is forcibly unpaired when offline, it can only be
used in current system and cannot be used in other system. see chapter 10.4.3
“AccessControl device is offline“ on page 212.

Please follow the steps below:

[1] On the floor screen, click an "Electronic locking cylinder" (e.g. "Cylinder 3" for demo case 1).
[2] Its parent device is displayed on the list.

[3] Click its parent device (e.g. "Repeater 2" for demo case 1).

51 Floori v
- - -+ Cylinder 3

K i # Waseng Hoom e it Devices
7 I © ~ H viic
 tiog oom3
F Jvep—, # Vocting floam | B Marcgumars Comse
ngmay L)
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Operating the AccessControl devices

[4] Enter the serial number of the "Electronic locking cylinder".
[5] Click " v" to confirm.

Confirm unpairing operation

Please enter the serialnumber of device for confirmation.

Serialnumber 201747E000000F4 /],

x

[6] Wait for the pairing process.

(® INFORMATION

é Processing, please wait! 6
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Operating the AccessControl devices

[7] Click " v " to continue.

Confirm unpairing operation(201747E000000F4) 1/3

=
E

® Deactivate device

[8] Wait for the LED on the "Electronic locking cylinder" to flash green or sound a beep.
[9] Click " v " to continue.

Confirm unpairing operation(201747EQD0000F4) 2/3

@ Wait for flashing LED

The LED on the cylinder flashes green

Qv
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[10]No dashed line is displayed between the two devices.
[11]No parent device is displayed on the list.

[12]Click " Ll to turn back to the floor screen.

£5] Floort v
Cylinder 3

- = +

 estng mam 4 H vascsng som s A Mooy oo s
@ @ , ®
T,
P por— [ e—
__|
RF/IP gateway -
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10.11.2 Disconnecting "RF Repeaters"

Attention!

The "RF Repeater" needs to be restore to factory default settings before being
use in other system by holding the reset button for 3 seconds. see
chapter 10.4.3 “AccessControl device is offline“ on page 212.

Attention!
The "RF Repeater" to be unpaired cannot have slave devices!

Please follow the steps below:

[1] On the floor screen, click a "RF Repeater” (e.g. "Repeater 2" for demo case 1).
[2] Its parent device is displayed on the list.

[3] Click its parent device (e.g. "Repeater 1" fore demo case 1).

EA1 Floort v
- - -+ Repeater 2

[ sy v e Parent Devices
(]
G, .
@ ® s D
F e
@
— F e p I
|
RF/P gateway -
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Operating the AccessControl devices

[4] Enter the serial number of the "RF Repeater" (e.g. "Repeater 2" for demo case 1).
[5] Click " v" to confirm.

Confirm unpairing operation

Please enter the serialnumber of device for confirmation.

Serialnumber 241640100000088 4

x

[6] Wait for the pairing process.

é INFORMATION

é Processing, please wait! 6
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[7]1 No dashed line is displayed between the two devices.
[8] No parent device is displayed on the list.

[9] Click " Ll to turn back to the floor screen.

—_ - =+ Repeater 2
F Jre—— . e
o ]
L ]

@ F i ®

F scsng s 3 '
4 ®
F Vg oo o 4 s o
RFIP galeway -
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10.12 Removing the devices

O Note
The AccessControl device cannot be deleted if it is paired. Please unpair it first.
see chapter 10.11 “Disconnecting the devices” on page 260.

Accessin the "Device configuration" screen

On the configuration screen, click "Device configuration" to access the corresponding screen.

BUILDING STRUCTURE

Design a building by
creating floors and
rooms

ﬁ acky

Product manual 2TMD041800D0088

o

RF WIRELESS
CONNECTION

Configure the devices of
the access control
syslem e.g. Cylinder,
repealter ...

o

PLACE + LINK

Locating and linking
devices

[ ]
»

USER MANAGEMENT

Add and edit users.
Creale user groups

Creale and edit actions

DOOR ENTRY SYSTEM

Create time control Configurate door entry
system devices, e.g.
indoor station, outdoor
station
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10.12.1 Removing "Electronic locking cylinders"

Please follow the steps below:

[1] On the "Device configuration" screen, click "Cylinder".

[2] Click the designated "Electronic locking cylinder” (e.g. "Cylinder 6").

[3] Click " LN -

[4] Click " v " to confirm.

Operating the AccessControl devices

Davice type Cylinder(6) Cylinder 6
#201717E000000F 1 (SSM) Seriainumber: 20160810000001F
B SmartAP(1) > (
F Cylinder 1 > | ShotiD:ESP
F Cyinder) '] s Buikding1>Floor1 >Meeting room 1 Sofware version V1 11
_ #20121810000005E(UOY) Update firmware
© Repeater(2) > F Cyliinder2 -
Buikding1Floor1 sMeeting room 2 Fosition
M RFIP gateway(1) > | Building
#201747E000000FA(PLL)
F Cylinder 3 > Buildingl ~
s [P camera(1) > Building>Floor1>Meeting room 3
" Fl
B outdoor station(o) > #201F88100000087(HLF) —
F Cylinder 4 > Floort e
3 indoor station(0) N Building1>Floor1>Meating room 4
#201737E000000F3(HUN)
©— IP actuator(0) > § Cyinders N Meeling room 6 -
Buikding1>Floor1>Meeting room 5
Guard unit(0) > Channels
#20160810000001F(ESP)
F Cyiinder 6 2 > RF comection
Buikding1>Floor1>Meeting room 6
Door opener
Knob reader
Office mode
Emergency card
Baltery status
+ £ «

INFORMATION
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Operating the AccessControl devices

10.12.2 Removing "RF Repeaters"

Please follow the steps below:
[1] On the "Device configuration" screen, click "Repeater".
[2] Click the designated "RF Repeater” (e.g. "Repeater 2").

[3] Click "
[4] Click " v " to confirm.

Device type Repeater(2) Repeater 2
M SmarAP(1) > #241310100000000 (POF) Serialnumber: 241640100000088
© Repeater 1 > | ShotiD: RBP
i Cylinder(5) > Building1>Floor1>Public area s version: V1.08
"I #241640100000088(REP) Update firmware
@ Repeater(2) > @ Repeater 2 2 > —
Building>Floor1>Public area Position
Il RF/P gateway(1) > Building
Building 1
8 P camera(1) > iding v
B Outdoor station(0) > fcor
Floor1 -
3 indoor station(0) >
Foom
o= IP actuator(0) > P .
=] Guard unit(0) > Channels
RF connection >
+ £ -

INFORMATION
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Operating the AccessControl devices

10.12.3 Removing "RF/IP Gateways"

Please follow the steps below:

[1] On the "Device configuration" screen, click "RF/IP Gateway".
[2] Click the designated "RF/IP Gateway".

[3] Click "

[4] Click " v " to confirm.

Device type. RF/IP gateway(1) RF/IP gateway
M SmatAP(1) > #142807A7F030840(NDQ) 2 Serialnumber: 142807A7F030840
I RF/P gatoway > | shonip:nDQ
F Cylinder(5) > Software version: V1.03
RF MCU version: V1.07
@ Repeater(2) > RF module version: V1.05
Connect status: Disconnecied
Il RF/P gateway(1) 1 > Signed status: signed
License Agreement for Software
IP camera(1 >
e (1) Update firmware
B outdoor station(o) > Replace device
3 indoor station(0) N Network information
MAC address: 80:7A:7F-03:08:40
O~ IP actuator(0) > IP address: 182.168.1.100
Subnet mask: 255.255.255.0
=] Guard unit(0) > Default gateway: 192.168.1.1
Position
Building
<not allocated: ~
Floor
<not allocated: ~
Room
<nol allocaled> v
Daramatar
8] ik L)

INFORMATION

@ Are you sure to delete?

4

Product manual 2TMD041800D0088 | 272



10.13 Replacing the damaged "RF Repeater"

If a "RF Repeater" is damaged (e.g. "Repeater2" is damaged on the below diagram), all "RF
Repeaters" and all "Electronic locking cylinders" paired to it will be offline. A new "RF
Repeaters" (e.g. "Repeater3") needs to be used to replace the damaged "RF Repeaters".

_ | Cylinder2 ﬂ

E_ Cylinderl = ﬂ = ]

N E\ L E Cylinder3
RN . Repeater2 -~~~

\\@ ___________ @’: ____________ ﬁ" Cylinder4
O L

e

P
M smartap @ RF Repeater E Cylinder --- RFwireless connection
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Please follow the steps below:

[1] Forcibly unpair the cylinders connected to the damaged "RF Repeater".

see chapter 10.11.1 “Disconnecting "Electronic locking cylinders

ﬁ; Cylinderl

M shareap @ RF Repeater

on page 262

Cylinder2

L

[2] Forcibly unpair the damaged "RF Repeater” from its parent device.

see chapter 10.11.2 “Disconnecting "RF Repeaters

ﬁ; Cylinderl

~

“~._  Repeaterl

M shareap @ RF Repeater

Product manual 2TMD041800D0088

E— E— Cylinder3
Repeater2
_______ @ E- Cylinder4
E_ Cylinder --- RFwireless connection
"“ on page 266
Cylinder2 ﬂ
E‘ E— Cylinder3
Repeater2

E‘ Cylinder4

o

i
=

_—

e
Cylinder —-—-- RFwireless connection
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[3] Remove the damaged "RF repeater” from the device list
see chapter 10.12.2 “Removing "RF Repeaters™
[4] Add a new "RF Repeater"

see chapter 10.3.3 “Adding and locating "RF Repeaters

on page 271
"“ on page 202
[5] Connect the new "RF Repeater" to its parent device

New "RF Repeater" should be restore to factory default settings (holding the reset button for 3
seconds and LED light red if success) before connecting.

see chapter 10.4.1 “Connecting "RF Repeaters" on page 206
Cylinder2 “
ﬁ.; Cylinderl = ﬂ -
E— E— Cylinder3
NN Repeater3

)

~._ Repeaterl =~ Cylindera

k o

M shartap @ RF Repeater E_ Cylinder --- RFwireless connection
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[6] Connect the "Electronic locking cylinders" to this new "RF Repeater"

The "Electronic locking cylinders" need to swipe the maintenance card during the process to

connect to its parent device.

see chapter 10.4.2 “Connecting "Electronic locking cylinders

i:. Cylinderl

M smartap

Product manual 2TMD041800D0088

@ RFRepeater

"“ on page 208
Cylinder2
E— E— Cylinder3

A -
~ -
~ -

______ @--- f- Cvlinders

-

— . )
Cylinder --- RFwireless connection
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10.14 Managing the link between the devices

On "Smart Access Point", 2 AccessControl devices can be linked together. When one is
triggered, the other can output an action.

Demo case

In this case, when the "Office mode" of the designated "Electronic locking cylinder" is activated,
the doorbell of "Smart Access Point" rings.

Access the floor plan screen

On the configuration screen, click "Place + Link", "Building 1", "Floor 1" to access the floor plan
screen.

BUILDING STRUCTURE RF WIRELESS USER MANAGEMENT TIME CONTROL DOOR ENTRY SYSTEM
CONNEGTION

Design a building by Configure the devices of Locating and linking Add and edit users. Create and edit actions Create time control Configurate door entry
creating floors and the access control devices Creale user groups system devices, e.g.
rooms system e.g. Cylinder, indoor station, outdoor
repeater ... station
| jacky (=) Device configuration 'I} Preferences
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10.14.1 Adding the link

Following operations are based on demo case. see chapter 10.1 “AccessControl topology“ on
page 184.

Please follow the steps below:

[1] On the floor plan screen, click the designated "Electronic locking cylinder".
[2] Click "Office mode".

[3] Click "Smart Access Point".

[4] Click "Doorbell ring".

— - + 1
Al >
Meeting room 3 >
e R s 5 it Meeting room 4 >
Public area >
Meeting room 5 >
Meeting room 6 >
P Meeting room 2 >
. Meeting room 1 >
Management center >
i Door opener i
| ®
Knob reader
Office mode
Sensors  Actuators ccTv ®
E51 Floort v
-— - + Office mode
#“"
¥ . e
e
o
S P »
Doorbell ring
Alarm alert
Tamper alam
Sensors  Acluators ccTv ®
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[5] Pairing between the two devices is indicated by a line if successful.
[6] Linked device is displayed on the list.

[7] Click " Ll to turn back to the floor screen.

- - + Office mode
b
+ e &
® ®
© p
®
o
5
® o
r— P 7 —
Q

Sensors  Aclualors ccTv -
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10.14.2 Managing the link

Please follow the steps below:

[1] On the floor plan screen, click "Smart Access Point".

[2] Click "Doorbell ring".

[3] The links are displayed on the floor plan.

[4] The linked devices are also displayed on the list.

[5] The channel cannot be removed if it has more than 2 links.

T

Product manual 2TMD041800D0088

A

Sensors

Sensors

Actuators

Actualors

.

ccTv

ccTv

Doorbell ring

Tamper alam

+

Floort

Al >
Meeting room 3 >
Meeting room 4 >
Public area >
Meeting room 5 >
Meeting room 6 >
Meeting room 2 >
Meeting room 1 >
Management center >

Alarm alert

«

I Doorbell ring El
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10.14.3 Removing the link

Please follow the steps below:

[1] On the floor plan screen, click the designated "Electronic locking cylinder".

[2] Click "Office mode".
[3] Click "Smart Access Point".
[4] Click "Doorbell ring".

®

o
B =
Sensors  Acualors

EA Floort v

P r—

Actuators

Meeting room 3
P — Meeting room 4
Public area
Meeting room 5
Meeting room 6
& Meeting room 2
Meeting room 1

Management center

 —

Door opener ‘

Knob reader

Office mode

-

cetv «
S LIST VIEW
- - - Ofice mode
#t
.
Links
[ 4
o
F g e o
Doorbell ring
Alarm alert
Tamper alarm
ooV L]
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[5] No link is displayed between the two devices if successful.
[6] No linked device is displayed on the list.

[7] Click " Ll to turn back to the floor screen.

EA Floort v
— - —+ Office mode

"

Sensors  Actuators ccTv *«
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11 Managing actions

Access the "Action" screen

On the configuration screen, click "Actions" to access the "Actions" screen.

M e

BUILDING STRUCTURE RF WIRELESS
CONNEGTION

Design a building by Configure the devices of Locating and linking

creating floors and the access control devices
rooms system e.g. Cylinder,
repeater ...
m jacky
Demo case

In this case, when the "Cylinder 1" is offline on the work time (e.g. AM 8~PM 5), "Smart Access

Point" will receive and sound an alarm.

Product manual 2TMD041800D0088

[ ]
)

USER MANAGEMENT

Add and edit users.
Creale user groups

(A

Create and edit actions

CH™:

TIME CONTROL DOOR ENTRY SYSTEM

Create time control Configurate door entry
system devices, e.g.
indoor station, outdoor
station

(=me) Device configuration

£¥ Preferences
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Managing actions

11.1 Adding an action

Following operations are based on demo case.
Please follow the steps below:

[1] On the "Actions" screen, click "+".

[2] Enter the name for the action.

[3] Click " v " to save.

[4] On the designated action screen, click "Add precondition", followed by "Time".

CREATE NEW ACTION

Action

Name G uiner 1 is offing| 2

CYLINER 1 1S OFFLINE
Precondition Event Actuator Notification
[s1] S 54
-
-»
Select one or several preconditions which Select one or several sensors which are to Select one or several actuators which are to Define a notification which is to be sent when
have to be met before an event can be trigger the event. be activated during an event. the event occurs.
triggered.,
Add precondition 4 Add event Add actuator Add notification
o &
Add Cyjiner 1 is o.
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[5] Click "Mon-Fri" to select the days from Monday to Friday.
[6] Enter the start time and end time.
[7] Click "OK" to save.

Event

Actuator Notification

Swan
End
1 7 -00 Select one or several sensors which are o Select one or several actuators which are to Define a notification which is to be sent when
trigger the event be activated during an event the event occurs.
Mon Tue Wed
Thu Fri Sat
Sun Mon-Fri Sat/Sun
x 7 ok Add event

Add actuator Add notification

e -

[8] Click "Add event", followed by "Access control”, "Cylinder 1", "RF connection”, select
"Offline".

[9] Click "OK".

Precondition Notification

RF connection
k=

o Select one or several actuators which are to define a notification which is to be sent when
* Offiine
be activated during an event

the event occurs.
Online

Add preconditio

Add actuatos Add notificatior

Add
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[10]Click "Add actuator”, followed by "SmartAP", "Smart Access Point", "Doorbell ring", select
"Occurrence of the event".

[11]Enter the delay time between when the actuator is activated and the event is triggered.
[12]Click "OK".

Precondition Notification

Y

During
Define a notification which is to be sent when

®) Oceurrence of the event
the event occurs.

Cancellation of the event

Delay(s)

- 0 +

Add preconditior Add event Add notification

Add

[13]Click "Add notification”, enter the subject.
[14]Enter the description.

[15]If the check box "Importance: high" is activated, the message will received as an alarm,
otherwise, the message will be received as a notice.

[16]Select "Occurrence of the event".
[17]Click "Filter".

Precondition Actuator

Cylinder 1 is offine

Time Access control SmartAP

Cylinder 1 Device: Smart Access
7E00DD00F1 Point Cyfircler 1 ig offine
(105807A7F030734
el: RF connectior RGA)

Offline Channel: Doorbell ring

Occurrence of

[ Importance: high

Duing
® Occurrence of the event

Cancellation of the event

Filter 1 7 v
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[18]Click to select the users.
[19]Click "OK" to save.

Precondition

Actuator

A

Time Access control SmartAP admini v
&: Cylinder 1 -»

717E000000F1

Smart Access

B

on these A

)
days: Mon - Fr Channel: RF co
Offline Ct

basic1

C vel: Doorbell fing
During: Occurrence of G

cleaneri
J

jacky v
M

master1

Filter -
et preconaitor fdevert o actuator m

[20]The result is displayed on the screen.

@ CYLINER 1 IS OFFLINE

Precondition

Event Actuator Notification
<] F 2] =
Time Access control SmanAP
Cylinder 1 is offiine
Start: 08:00 Device: Cylinder 1 =» Device: Smart Access
End: 17:00 (201717E000000F1- Point Cylinder 1 is offine
Repetition on these SSM) (105807A7F030734-
days: Mon - Fii Channel: RF connection RGA) i otk
Offine Channel: Doorbell ring
During: Occurrence of During: Occurrence of
the event the event
Delay:0's
Add precondition Add event Add actuator Add notification
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11.2

Managing the action

Please follow the steps below:

[1] On the "Actions" screen, click the designated action.

[2] Click " Edl .

[3] Click the icon to disable or enable the action.
[4] Rename the action.
[5] Click "V" to save.

Managing actions

Precondition

Q

Time

Start: 08:00

End: 17:00
Repetition on these
days: Mon - Fri

Add precondition

Event

=

F

Access control

Device: Cylinder 1

(201717E000000F1-
SSM)

Channel: RF connection
Offline

EDIT ACTION

Action

‘ Cyliner 1 is offine

L]
SmartAP

Device: Smart Access
Point
(105807A7F030734-
RGA)

Channel: Doarbell ring
During: Occurrence of
the event

Delay:0s

Add actuator

Notification

‘x
Cylinder 1 is offine
Cylinder 1 is offine
admin1 jacky

During: Occurrence of
the event

Add notification
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Managing actions

11.3 Removing the action

Please follow the steps below:

[1] On the "Actions" screen, click the designated action.

21 click » KT -,
[3] Click "\" to save.

INFORMATION

@ Would you like to delete this action?

3¢
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12  Cyber security

12.1 Disclaimer

D0401. "Smart Access Point" and D04031 "RF/IP Gateway" are designed to be connected and
to communicate information and data via a network interface, which should be connected to a
secure network. It is the customer's sole responsibility to provide and continuously ensure a
secure connection between the product and customer's network or any other network (as the
case may be) and to establish and maintain appropriate measures (including as but not limited
to the installation of firewalls, application of authentication measures, encryption of data,
installation of antivirus programs, etc.) to protect the D0401. "Smart Access Point" and D04031
"RF/IP Gateway", the network, its system and interfaces against any kind of security breaches,
unauthorized access, interference, intrusion, leakage and/or theft of data or information. ABB
Ltd and its affiliates are not liable for damages and/or losses related to such security breaches,
unauthorized access, interference, intrusion, leakage and/or theft of data or information.

Although ABB provides functionality testing on the products and updates that we release, you
should institute your own testing program for any product updates or other major system
updates (to include but not limited to code changes, configuration file changes, third party
software updates or patches, hardware change out, etc.) to ensure that the security measures
that you have implemented have not been compromised and system functionality in your
environment is as expected.

12.2 Performance and service and network performance

D0401. "Smart Access Point" network performance

Type Value

Ethernet 100 Mbps (148,800 packets/s)
ARP 21 Mbps (31,250 packets/s)
ICMP 20 Mbps (29,800 packets/s)
IP 10 Mbps (14,880 packets/sec)
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D0401. "Smart Access Point" Port and service

Port Service Purpose

53 TCP DNS

53 UDP DNS

80 TCP HTTP web service

443 TCP HTTPS web service

1883 TCP MQTT server

1900 UbP UPNP service

3344 UDP Private Protocol Transmission

5061 UDP SIP server

5070 UDP SIP server

5070 TCP SIP server

5222 TCP Service for XMPP client

5280 TCP Service for XMPP HTTP administrator service
5281 TCP Service for XMPP HTTPS administrator service
7000 TCP Private protocol service

7777 TCP Private protocol service

7777 UDP Private protocol service

8883 TCP MQTT service

8884 TCP MQTT server

8887 TCP Used for upgrading process

10700 TCP Private protocol service (TLS)

10777 TCP Private protocol service (TLS)

31002 UDP Searched for & managed PC client tools
49152 TCP UPNnP
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D04031 "RF/IP Gateway" network performance

Type

Value

Ethernet

100 Mbps (148,800 packets/s)

ARP

1 Mbps (1,448 packets/s)

ICMP

1 Mbps (1,448 packets/s)

IP

1 Mbps (1,448 packets/s)

D04031 "RF/IP Gateway" Port and service

Port Service Purpose
8883 TCP MQTT client
3344 UDP Private Protocol Transmission

Product manual 2TMD041800D0088

| 292



12.3

12.4

12.5

Deployment guideline

Please do not install D0O401. "Smart Access Point" within a public place and ensure that physical
access to the devices is granted only to trusted person.

D0401"Smart Access Point" is not recommended to use HTTP (unencrypted data transfer)
outside of secure, private networks. Please use HTTPS (encrypted data transfer) when
communicating over a public network. Please note that using HTTPS will result in a warning.
This is due to technical reasons.

During commissioning, the "Electronic locking cylinders" and "RF Repeaters" need to be added
one by one following the "Smart Access Point" commissioning process; it is essential that the
observed indications for "Electronic locking cylinders" and "RF Repeaters" should be confirmed
correctly.

D04031 "RF/IP Gateway" is the gateway for the TCP/IP network and the RF network; it needs to
pair to "Smart Access Point" for its functions. No sensitive data related to privacy is stored on
"RF/IP Gateway".

If the reset option is activated, the D04031."RF/IP Gateway" can be unpaired from "Smart
Access Point" by pressing and holding the reset button on the device. If installed in the public
area, it is recommended to deactivate the reset option.

The configuration data need to be backed up manually after every Access control system
topology change, so that the backup configuration can be restored to "Smart Access Point" in
case of misconfiguration.

Upgrading

The firmware can be uploaded by the webpage; a signature file also requires to be updated
together with the firmware file, which is used to verify the authentication and integrity of
firmware.

If internet services are available, D0401. "Smart Access Point" will connect to the MyBuildings
server to obtain the new firmware automatically but needs to be confirmed by the end user
every time. Also, for security purposes, D0401. "Smart Access Point" will automatically
download the respective signature file and firstly verify the authentication and integrity of
firmware before updating.

Backup/restore

Some device configurations can be downloaded locally by webpage, the password is heeded to
encrypt the exported configuration data, the configurations include,

= "Smart Access Point" configuration parameters
= User data

= Device data including Access control system device, Door Entry System devices and
VideoControl system device

When restoring from the backup configured, the exported file needs to be updated to the device
by webpage, and the respective password used when exporting the configuration is needed.
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12.6 Data purging

In the case of quitting the working system (e.qg. replaced by another device, re-install in another
system...), all the data stored in the device need to be purged using the "Restore default
setting" on the webpage as shown below.

Log in to the web page using an admin user account.

On the configuration screen, follow the steps below:

v ® @ sos m B MAIN MENU

M e = s B0 & Lj

BUILDING STRUCTURE RF WIRELESS PLACE + LINK USER MANAGEMENT ACTIONS TIME CONTROL DOOR ENTRY SYSTEM
CONNECTION

Design a building by Configurate the devices Locating and linking Add and edit users. Create and edit actions Create time control Configurate door entry
creating floors and of the access control devices Create user groups system devices, e.g.
rooms system e.g. cylinders, indoor station, outdoor
repeaters ... station
‘ abb =) Device configuration 'ﬂ' Preferences
4} PREFERENCES
Preferences Service
System information > Service
Restore default settings This option resets the device to its factory defaults. All configuration data of this device will
Network settings. > be lost.
_— Restart Restart the Smart Access Point
Localization >
Project backups >
Firmware updates >
MyBuildings >
Service >
WI-Fl access point mode settings >
Third party authority >
Abnormal devices >

“«

The data stored in the D04031."RF/IP Gateway" can be purged via the webpage of "Smart
Access Point", or via the reset button if the reset option is activated.
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12.7

12.8

12.9

Malware prevention solution

These devices are not susceptible to malware, because custom code cannot be executed on
the system.

The only way to update the software is by firmware updating. Only firmware signed by ABB can
be accepted.

Default passwords and user accounts

In the factory defaults, D0401. "Smart Access Point" has the following passwords or user
accounts:

= The password for Wi-Fi Access Point
= The user account for the initial commissioning

All the default passwords and user accounts given must be changed during the initial
commissioning process.

In the factory defaults, the D04031 "RF/IP Gateway" does not have a default password.

The communication key between D04031 "RF/IP Gateway" and RF module can be changed
when the D04031 "RF/IP Gateway" is reset to the defaults.

The communication key and the key pairs used in TLS is stored with flash encryption, and the
encryption key is stored in ROM of MCU, which cannot be read out.

Password rule

The password for all user accounts need to fulfil the following rules:

*  Minimum 8 characters

= Mustinclude at least three of these four types: lowercase letters, uppercase letters, digits,
symbols

= Accepted characters: a-z, A-Z, 0-9, space and symbols "#/()=?@3${[]}\,.-_<>|;:"*~+
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12.10 Logging

The device has a logging system which can log some events, which contains,

= Changing settings

= Adding/changing/removing other devices

= Adding/changing/removing user accounts (including information and access rights)

= Updating/patching software firmware

= Accessing to devices, such as unlock, record, snapshot, etc.

=  Security attacks, such as tamper alarm, multiple login error, disconnect BLE module from

SmartAP.

The following information and events from devices in Access control system for the logging

purpose.

Device

Information for events

"RF Repeater”

Loss connection with SmartAP event

"Electronic locking cylinder"

Battery status

Loss connection from system event
Unlock event

Battery low event

Swipe Card event

"RF/IP Gateway"

Loss connection with SmartAP event

Every piece of log information contains the time, event source, behaviour and signature.

The device will automatically generate logs and store them when the above events occur.

The admin user can log into the webpage, then switch to the notification center to manage the

logs.
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13  Appendix

13.1 Registering an account on the MyBuildings portal

Access the link: https://mybuildings.abb.com and click "Register". Fill in the form as required to
register an account. Then activate the user account when you receive the email sent from the

MyBuildings portal.

A RDR
'l

Product manual 2TMD041800D0088

Welcome to
MyBuildings portal powered by ABB

Ability™

Login

Username

Password
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13.2 Resetting the password for the primary admin

Press and hold the reset button for 10 s.

@ Reset button

——e===fll AP mode switch
LED

1. Reset option = Without MyBuildings account

If the reset option is set to " Without MyBuildings account” in the initial setup, you can change
the password for the primary admin directly by entering a new password twice.

Please change password first!

User name jacky

Password

Repeat passw...
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2. Reset option = With MyBuildings account

If the reset option is set to "With MyBuildings account" in the initial setup, besides entering a

new password twice, a verification code is also needed.

@) Note
If you have set an email to receive the verification code in the initial setup, you
can obtain the verification code sent by email.

Product manual 2TMD041800D0088

1
Sent by: Jacky's SmartAP (cac28e69-816b-4bc9-ac77-
2140adf9eazc / ivanstaggcn)
1
For your information. A maximum of 25 e-malls per day can be
sent via your free@home 'system.
1

Please change password first!

1
User name jacky ||

Password

Repeat passw...

Verify code 920JJ88K

Finish
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13.3 User management

13.3.1 User roles

There are 4 optional user roles supported by "Smart Access Point".

1. Admin users

= The primary admin user is created only during the initial setup. The other admin users can
be created by the primary admin user or other admin users. see chapter 8.3 “Initial setup”
on page 26.

= Admin users can manage other admin users, master users, basic users and 3rd party users.
= Admin users can operate all of the functions on the configuration screen.
= Admin users can operate all of the functions on the control screen.

v ® w(sos @ B MAIN MENU

M e = 3

BUILDING STRUCTURE RF WIRELESS PLACE + LINK USER MANAGEMENT DOOR ENTRY SYSTEM
CONNECTION

Design a building by Configure the devices of Locating and linking Add and edit users. Create and edit actions Create time control Configurate door entry
creating floors and the access control devices Create user groups system devices, e.g.
rooms system e.g. Cylinder, indoor station, outdoor
repeater ... station
& jacky (&) Device configuration g} Preferences

FLOORPLAN

Product manual 2TMD041800D0088 | 300



2. Master users

= Master users can be created by admin users or other master users.

= Master users can manage other master users, basic users and 3rd party users.
= Master users can operate some of the functions on the configuration screen.

= Master users can operate "Smart Access Point" and the "Electronic locking cylinder"
assigned to him.

w

USER MANAGEMENT

Design a building by Configure the devices of Locating and linking Add and edit users. Create and edit actions Create time control Configurate door entry
creating floors and the access control devices Create user groups system devices, e.g.
rooms system e.g. Cylinder, indoor station, outdoor
repeater ... station
& bety Device configuration Proferances
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3. Basic users

= Basic users can be created by admin users and master users.

= Basic users can operate only the "Electronic locking cylinder" assigned to them.
= Basic user cannot access the "Event history" screen.

E1

Floorplan

Cylinder 1
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4. 3rd party users
= 3rd party users can be created by admin users and master users.

= 3rd party users can operate only the "Electronic locking cylinders" assigned to them during
the specified duration.
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13.3.2 Adding users

O Note
Up to 2000 users can be supported by a "Smart Access Point".

Accessing the "Users" screen

On the configuration screen, click "User management" to access the "Users" screen.

v O @ sos @ B MAIN MENU

M e = s & O

BUILDING STRUCTURE RF WIRELESS PLACE + LINK USER MANAGEMENT ACTIONS TIME CONTROL DOOR ENTRY SYSTEM
CONNECTION

Design a building by Configurate the devices Locating and linking Add and edit users. Create and edit actions Create time control Configurate door entry
creating floors and of the access control devices Create user groups system devices, e.g.
rooms system e.g. cylinders, indoor station, outdoor
repeaters ... station
& jacky =) Device configuration &b Preferences
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Appendix

Adding users

1. Adding admin users

Please follow the steps below:

[1] On the "Users" screen, click "Add user".

& USERS i= LIST VIEW
Users
&1

Add user

Users

Jacky

‘ i
Users Users groups

[2] Enter the username, this username could not be the same to exist username.

[3] Select "Admin" from the drop-down list.

[4] Enter the password according to the password rules displayed on the screen.
[5] Enter the password again

[6] Click "OK" to save.

Repeat steps 1-6 to add admin users.

New user

User name Admin1 2
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Appendix

2. Adding master users
Please follow the steps below:
[1] On the "Users" screen, click "Add user".

& USERS i= LIST VIEW
Users
G

Add user

Users

Jacky

a o8
Users Users groups

[2] Enter the username, this username could not be the same to exist username.

[3] Select "Master" from the drop-down list.

[4] Enter the password according to the password rules displayed on the screen.
[5] Enter the password again.

[6] Click "OK" to save.

Repeat steps 1-6 to add master users.

New user

User name Mastert )

Last name

User role

Repeat password
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Appendix

3. Adding basic users
Please follow the steps below:
[1] On the "Users" screen, click "Add user".

& USERS i= LIST VIEW
Users
G

Add user

Users

Jacky

a o8
Users Users groups

[2] Enter the username, this username cannot be the same as the existing username.

[3] Select "Basic" from the drop-down list.

[4] Enter the password according to the password rules displayed on the screen.
[5] Enter the password again.

[6] Click "OK" to save.

Repeat steps 1-6 to add basic users.

Basic1
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4. Adding 3rd users
Please follow the steps below:

[1] On the "Users" screen, click "Add user".

& USERS i= LIST VIEW
Users
- fcky
Add user
Users

Jacky

o8y
ulls
Users groups
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Appendix

[2] Enter the username, this username cannot be the same as the existing username.
[3] Select "3rd party" from the drop-down list.

[4] Enter the password according to the password rules displayed on the screen.

[5] Enter the password again.

[6] Select "Limited validity" from the drop-down list.

[7] Set the start date via clicking "

[8] Set the end date via clicking " &l .
[9] Click "OK" to save.
Repeat steps 1-9 to add 3rd party users.

Cleaner1 2

Limited vaiigty ()
Aug 1, 2020

Aug 1, 2020
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13.3.3 Adding user groups

O Note
User group is a collection of the users. All the users in the group have the same
permission for the devices. All the users in the group change permissions

automatically when some permissions are changed.

Accessing the "User groups" screen

On the configuration screen, click "User management" to access the "Users" screen.

v O @ sos @ P MAIN MENU

M ee = g A &

BUILDING STRUCTURE RF WIRELESS PLACE + LINK USER MANAGEMENT ACTIONS TIME CONTROL DOOR ENTRY SYSTEM
CONNECTION

Design a building by Configurate the devices Locating and linking Add and edit users. Create and edit actions Create time control Configurate door entry
creating floors and of the access control devices Create user groups system devices, e.g.
rooms system e.g. cylinders, indoor station, outdoor
repeaters .. station
‘ jacky (=) Device configuration ﬁ Preferences

On the "Users" screen, click "User groups" to access the "User groups" screen.

ol e m
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Adding user groups

Please follow the steps below:

[1] On the "User groups", click "Add user group".
[2] Enter the group name.

[3] Select a group icon from the drop-down list.
[4] Click " v"to save.

Repeat steps from 1-4 to add user groups.

New user group

Group name Admin 2

Group icon ;e 3
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13.3.4 Assigning the users to a user group

Please follow the steps below:

[1] On the "User groups" screen, click a user group.
[2] Click "Users".

R m
+ Users groups
Add user group Admin >
Buliding 1 >
e o e Cleaner! >
Admin Buliging1 Cleaner1
. o8y
- alls
(ISR Usors groups

Admin
Admin
@ Users >

Time Profile >
= Cylinder >
. - = Cylinde
] Q F - g
- . - P camera >
Jsers me Profik Cylinde camera Outdoor station
Outdoor station >
ase ! -«
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[3] On the designated user group screen, click the designated user on the "Not assigned"
section.

[4] Click " v " to confirm.

Repeat steps 3-4 to assign the designated users to a user group.

A Would you like to add user to this user group?

X 4 v
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13.3.5 Configuring a user

Accessing the designated user screen

On the "Users" screen, click the designated user to access the designated user screen.

Users
Sr admini
Add user
basic1
User
1
I I cleaner!
\ 1
| 1
1
1 admin1 i basicl cleaner jacky master jacky
.
master!

. .
- 5-H
Users Users groups

1. View the user role

On the designated user screen, the user role can be viewed on the screen.

admint

i - a F - A

Users groups(1) 1D authentication(1 Pairing devices Gylinder P camera Outdoor station

Personal data >
Change password 3
Users groups{1) >
1D authentication(1) >
Pairing devices >
Cylinder >
IP camera >
Outdoor station >
please set user permission under e -
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2. Changing the user name

On the designated user screen, follow the steps below:
[1] Click "Personal data".

[2] Enter the first name and the last name.

[3] Click " v"to save.

Personal data

First name ‘ | Z

Last name ‘

3. Changing the password

On the designated user screen, follow the steps below:

[1] Click "Change password".

[2] Enter the password twice according to the password rule displayed on the screen.
[3] Click " v" to save.

CHANGE PASSWORD

New password

Repeat password
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4. Changing the validity period

@) Note
It is only applicable to 3rd party user.

On the designated user screen, follow the steps below:
[1] Click "Validity period".
[2] Select "Limited validity" from the drop-down list.

[3] Set the start date via clicking "

[4] Setthe end date via clicking " B *.
[5] Click "OK" to save.

Validity period

Vaiidty poriod Limited validity

Start Aug 4, 2020

End Aug 4, 2020
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5. Removing a user

On the designated user screen, follow the steps below:

[1] Click
[2] Click " v"to save.

INFORMATION
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13.3.6 Configuring a user group

Accessing the designated group screen

On the "User groups" screen, click the designated group to access the designated group

+ Users groups
Add user group Admin >
Users groups

________ Buliding1 >
V 1
] |
! | Cleanert >
1
\ Admin 1 Buliding! Cleaner
e 1

L L]

- "

Users Users groups

1. Changing the group name

On the designated group screen, click the group name and enter a new one.

Admin
Admin
@ Users(2) >

Time Profile >
. - = E Cylinder >
] ©] T -
U 't T Profi Cylinds P L QOutdoor station IP camera ’
Outdoor station b
permission under each calegory -«
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13.4 Updating the firmware

13.4.1 Updating the firmware for "Smart Access Point"

1. Updating the firmware via local PC
Please follow the steps below:
[1] On the "Preference" screen, click "Firmware updates".

[2] Tick the check box "Automatic download of firmware update”. "Smart Access Point" will
download the latest firmware from the website automatically.

[3] The latest firmware version is displayed here. Tick the designated check box.
[4] Click "Install firmware".

{3 PREFERENCES

Preferences irmware updates
System information > | FIRMWARE UPDATES
Network settinga P Here you specify whether the Smart Access Point is to download new updates automatically. Or you can

search on the websile for updates yourself and then download them.
Locakzation 5 | [ Automatic download of firmware updates

Transmit firmware to device

Project backups >

New firmware available
Firmware updates >

3] HGM52-SmantAP MAIN =
MyBuildings Account >
Service »
Install firmware
Wi-Fi access point mode settings >
Third party autharity >
Abnormal devices k4
Misc settings >
«
O Note
n 1 11} H
Smart Access Point" can only be updated to newer firmware.
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2. Updating the firmware via website

Please follow the steps below:

[1] On the "Device configuration" screen, click "SmartAP".
[2] Click "Smart Access Point".

[3] Click "Update firmware".

Device type SmartAP(1) Smart Access Point

B SmartAP(1) > Serialnumber: 105807A7F030734
> Short ID: RGA
F Cylinder(1) » Software version: V5,21

MCU version: V1.08 20191129
© Repeater(0) > RF MGU version: V1.07
RF module versian: V1.05

Bl RF/IP gateway(0) > Update firmware
A IP camera(0) > Positior

Building
B outdoor station(2) >

Building1 ~
[ Indoor station(2) >

Floor
O IP actuator(1) > Floor1 v
B Guard unit(1) > Room

L

Channels
Doorbell ring >
Alarm alert >
Binary input >
Binary output >
Tamper alarm N

O Note
"Smart Access Point" can only be updated to newer firmware.
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13.4.2 Updating the firmware for Door Entry System devices

1. Updating the devices one by one
Please follow the steps below:

[1] On the "Device configuration" screen, click a Door Entry System device (e.g. "Indoor

station").

[2] Click the designated Door Entry System device (e.g. "Indoor station 001").
[3] Click "Update firmware".

Device type

M SmartAP(1)
Cylinder(1)
Repeater(0)

RF/IP gateway(0)

F
=]
8 [P camera(0)
B outdoor station(2)
[ indoor station(2)

©O= IP actuator(1)

E Guard unit(1)

Product manual 2TMD041800D0088

IS 001-0101-01

Serialnumber: 102807A7F02F605
Short ID: XEH
Software version: HGI16_Main_V9.99_20190711_PP_IMX6

Update firmware

Parameter

Block No.

Floor No.

Room Ne.

Device No.

Channels

Trigger >

| 321



2. Updating the same types of devices in batches
Please follow the steps below:

[1] On the "Device configuration" screen, click a Door Entry System device (e.g. "Outdoor
station").

[2] Click" ¥

[3] Click "Select all" to select all devices or click the designated device one by one to select
multiple devices.

[4] Click "Next".

0 oo e oo

v Outdoar stations
Outdoor stations
Qutdoor station 001-01 >
G o Outdoor station 001-02 >
Ouldaoor station OQuidoor station

001-01 001-02

Public area
Public area

i} o o~ =
Outdoor stations [T ER TN IP actuator Guard unit

=5 OUTDOOR STATIONS LIST VIEW

Outdoor stations

Quidoor station
001-01

Select multiple devices [¥] Select all
Building1

Outdoor station 001-01

Outdoor station 001-02

Public area

Public area
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[5] Click "Local firmware update".
[6] Upload the firmware.

[7] Upload the signature.

[8] Click " v " to save.

&= OUTDOOR STATIONS ( 2 devices) LIST VIEW
Multi-outdoor station
Time synchronization >
Local firmware update >
Calling type b
Welcome
~ Welcome message >
Sunset Boulevard 120
Language >
List of trusted devices >
Fd
Settings Bulletin
= QUTDOOR STATIONS ( 2 devices) LIST VIEW

e update

Browser

Browser

Welcome
Sunset Boulevard 120

]
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3. Updating the different types of devices in batche
Please follow the steps below:

[1] On the configuration screen, click " ® .

[2] The devices to be updated are displayed on the screen.
[3] Click "Update all" to update all the devices in batches.

Online firmware update

Update all

O Note
Only the Door Entry System devices which are placed on the public areas (e.g.
Guard unit, building IPA, network IPA etc.) can be updated via this method.
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13.4.3 Updating the firmware for AccessControl devices

1. Updating the firmware via local PC

Please follow the steps below:

[1] On the "Device configuration" screen, click an AccessControl device (e.g. "Cylinder").
[2] Click the designated AccessControl device (e.g. "Cylinder2").

[3] Click " & .

[4] Click "Upload local firmware".
[5] Browse your PC to select the firmware.
[6] Click"v".

FIRMWARE UPDATE

4 #® Upload local firmware () Download remote firmware
Bomser )

6v
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2. Updating the firmware via website

Please follow the steps below:

[1] On the "Device configuration" screen, click an AccessControl device (e.g. "Cylinder").
[2] Click the designated AccessControl device (e.g. "Cylinder2").

[3] Click "Update firmware".

Device type Cylinder(1) Cylinder 2
| SmanAP(1) > Serialnumber: 20121810000005E
> Shart ID: UOY
§ Cylinder(1) > N vnaeen Soltware version: V1.11
Update firmware
@ Repeater(0) >
Pasition
Wl RF/IP gateway(0) > Building
Buikding1 v
& P camera(0) >
Floor
B outdoor station(2) >
Fioor1 v
[ indoor station(2) >
Room
0= IPactuator(1) > Living room v
E Guard unit(1) > Channels
RF connection >
Door opener >
Knob reader >
Office mode >
Emergency card >
Battery status >
+ & h
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13.5

Product manual 2TMD041800D0088

Managing the backup

Overview of the backup

The following information will be stored in the backup:

Device settings, user settings, building structure, place & link, message & logs.

RF connections of the AccessControl devices.

RF connections of "RF/IP Gateways".

Certificates.

Attention!

A project backup is very important and necessary for the AccessControl devices.
If no backup is created in advance, all the AccessControl devices will be invalid
when current "Smart Access Point" is broken. These AccessControl devices
can’'t be used by a new "Smart Access Point" directly without a backup. You

have to send these devices back to the factory to repair.

Access the backup screen

On the configuration screen, click "'Preferences”, followed by "Project backups" to access the
backup screen.

There are some auto-saved backups displayed in the list.

reference:

System information

Network settings

Localization

Firmware updates

MyBuildings Account

Service

Wi-Fi access point mode settings

Third party authority

Abnormal devices

Onvif IPC list

Misc settings

>

Create new project backup

import project backup

nware ID: 0149, Router firmware ver
4

Auto backuped c 16:35:0

Router firmware ID: 0149, Router firmware ver

Router firmware 1D: 0149, Router firmware ver.

Router firmware ID: 0149, Router firmware ver.

Auto backuped, at 2020-C 6:22:4
Router firmware 1D: 0149, Router firmware ver

Router firmware 1D: 0149, Router firmware ver

£} PREFERENCES

Auto backuped, at 2020-07-30 16:35:47
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13.5.1 Creating the backup

Please follow the steps below to create a backup and save it on the current "Smart Access
Point":

[1] On the backup screen, click " o

[2] Enter the name.

[3] Enter the description.

[4] Click " V" to save.

{} PREFERENCES

eference Project backups Backup for the AccessControl devides - 20200801

System information > | Create new project backup + escriptio
Network settings > | Import project backup *
Localization > | A |

Router firmware 1D: 0149, Router firmware ver. >
2020 16:35:48

Project backups >
Firmware updates > | Router firmware ID: 0149, Router firmware ver... >
MyBuildings Account >

Router firmware 1D: 0149, Router firmware ver... >
Service > | 2oen07.30 1826
Wi-Fi access point mode settings S| - o sackoped, i 20 162356

Router firmware 1D: 0149, Router firmware ver... >
Third party authority > 20 162
£onomel devices > Router firmware ID: 0149, Router firmware ver... >

) 16:22:4
Onvit IPC list >
Dlerraidings , | Router frmware ID: 0149, Router firmware ver... >
1€
x 4 v Save

The backup is saved to the current "Smart Access Point". It is recommended to
export the backup to PC in case the current "Smart Access Point" is broken.
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13.5.2 Restoring the backup

Please follow the steps below to restore a backup from the current "Smart Access Point":
[1] On the backup screen, click the designated backup.
[2] Click "Restore project backup".

£} PREFERENCES

Preferences Project backups Backup for the AccessControl devides - 20200801

System information > Create new project backup + Date 2020-08-01 16:34:37

Network settings > Impont project backup £ Author jacky

Description Bockup for the AccessControl devides
i or the Ac devides . Creating a buskiing - Done

Localization > Backup for the Acc trol devides B01 2. Agding and Iacating the devices - Done
Backup for the AccessControl devides 1. Creat... > 5. Comncting the devics - Dane
2020-08-01 16:34:37 4. Adding users and wser groups - Done

Project backups > 5. Assigning the users to the user graups - Done

5. Assigning the per
7. st

ing the pern

o users - Done
to user groupe - Dane.

Auto backuped, al 2020-07-30 16:35:47

8. Configuring tha d Done
Firmware updates > Router firmware 1D: 0149, Router firmware ver... > 5. Cantrating the devices via “Smart Access Poin” - Done
2020.07-30 16:35:48 10. Cantroling the devices via Welcom 2pp - Done
MyBuildings Account >
Auto backuped, at 2020-07-30 16:35:07
Router firmware ID: 0149, Router firmware ver.. > Restore project backup
B > | 20200730 16:35:07
The password is used to encrypt the project
Wi-Fi access point mode settings > | Auto backuped, at 2020-07-30 16:26:1 backup file. You need to enter this password
Router firmware 1D: 0149, Router firmware ver... > when importing thebackup. Please keep it safe.
. 2020-07-30 16:26:12
Third party authority >
Password
@ 5 | Autobackuped, &t 2020-07-90 16:2356
\bnormal devices Router firmware 1D: 0149, Router firmware ver... >
2 16:23:57 Export
Onvif IPC list >

Auto backuped, &t 2020-07-30 16:22:40.
Misc settings > Router firmware ID: 0149, Router firmware ver... >
2020-07-30 16:22:40

Auto backuped, at 2020-07-30 16:22:31.
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13.5.3 Removing the backup

Please follow the steps below to remove a backup from the current "Smart Access Point":
[1] On the backup screen, click the designated backup.

[2] Click"

[3] Click "\" to confirm.

INFORMATION

The current project backup will be permanently deleted. Do you want to
continue?

x 3v
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13.5.4 Exporting the backup

Please follow the steps below to export a backup from the current "Smart Access Point" to PC:
[1] On the backup screen, click the designated backup.

[2] Enter a recovery password according the password rule. The recovery password is used to
import the backup from PC.

[3] Click "Export" to export the backup to PC.
[4] Right click the backup file.

[5] Click "Show in folder".

[6] The backup is displayed in the folder.

[7] Rename the backup.

¥ PREFERENCES

F ces Project backups Backup for the AccessControl devides - 20200801

System information > | Create new project backup + Date 2020-08-01 16:34:37
Author jacky
Network settings > | Import project backup A
Descriptior
Localization > AccessControl devides
\e AccessControl devides >
2020.08-01 16:34:37
Project backups >
Auto backuped, at 2020-07-30 16:35:47
Firmware updates > | Router firmware ID: 0149, Router firmware ver... >
2020-07-30 16:35:48
MyBuildings Account >
Auto ba o 0-07-30 16:35:07
Router firmwar 0149, Router firmware ver. >
Service > 120.07-30 16:
Wi-Fi access point mode settings > | Auto backuped, at 2020-07-30 16:26:11
ID: 0149, Router firmware ver... >
Third party authority > )
assword
Aby i > > Auto backuped, 020-07-30 3
shiedbrir ) Router firmware 1D: 0149, Router firmware ver.... >
020-07 Expor
Onvif IPC list > e e e A
Auto backuped, at 0-07-30 16:22:40 1 1
Misc settings 5 | Router fimware ID: 0149, Router firmware ver... > 1 1
Open 2020-07-30 16: L e e e e e e e e e e e e e o o — — 1
en fles ofthis type
Showin folder *«
thackipbin AT showall X
4 = | Downloads - a %

°
[] %= - :
= o

clipboard g

1 & > ThisPC » System (C) > Users » Dawnloads v O wnload »

projectbackup.bin 2020/8/1 16:36
-
Home | Share 3 °
] v/
= Propenties
ok - pHiso
Cipboard e en
1 & » ThisPC » System (C) » Users » + Downloads v O | Sea £

Backup for the AccessControl devides - 20200801, bin 11
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13.5.5

Importing the backup

Please follow the steps below to import a backup from PC:

[1] On the backup screen, click " &

[2] Click "Upload backup", select the backup from your PC.

[3] Enter the recovery password. see chapter 13.5.4 “Exporting the backup® on page 331.

[4] Click " v".

[5] The backup is displayed in the list.

Project backups

Preferences

System information

Network settings

>

Localization 3
Project backups >
Firmware updates >
MyBuildings Account >
Service >
Wi-Fi access point mode settings >
Third party authority >
Abnormal devices >
Onvif IPC list >
Misc settings >

O

11

Note

You need to continue the "Resorting a backup” operation for the imported file to

Create new project backup

Import project backup

Backup for U

Backup for the AccessControl devides 1. Creat..

e AccessControl devides - 20200801

20-08-01 16:34:3

Auto backug
Router firmy

Auto backup
Router firm

Auto ba
Router firmy

Auto backug
Router firmy

ed, at 2020-07-30 16:35:47
ware : 0149, Router firmware ver.

ed, at 2020

ware |1D: 0149, Router firmware ver.

20-07-30 16:26:11
ware 1D: 0149, Router firmware ver.
16:26:12

ware ID: 0149, Router firmware ver.

07-30 16:23

ware 1D: 0149, Router firmware ver.

7-30 16:22:40

+

ha

Import project backup

Here you can import a project t

Input the password when you e

Password

C:Makepath\Backup for t

take effect. see chapter 13.5.2 “Restoring the backup® on page 329.
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13.6 Restoring to factory default

13.6.1 Restoring the AccessControl devices

You can reset the building If you want to reset all the AccessControl devices.

Attention!

You need to create a backup for the AccessControl devices before reset the
building. see chapter 13.5.1 “Creating the backup® on page 328.

You need to disconnect all the AccessControl devices before resetting the
building. see chapter 10.11 “Disconnecting the devices“ on page 260.

Please follow the steps below:

[1] On the configuration screen, click "Preference" to access the corresponding screen.

M e = 3

BUILDING STRUCTURE RF WIRELESS PLACE # LINK USER MANAGEMENT DOOR ENTRY SYSTEM
CONNECTION

Design a building by Configure the devices of Locating and linking Add and edit users Create and edit actions Create time control Configurate door entry
creating floors and the access control devices Creale user groups system devices, e.g.
rooms system e.g. Cylinder, indoor station, outdoor
repealer ... station

| jacky (=) Device configuration ¥ Preferences
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[2] On the "Preference" screen, click "Service".

[3] Click “Restore default settings".

[4] Tick the check box "Reset the project planning to the factory settings".
[5] Tick the check box "l have stored ...".

[6] Click "\" to confirm.

DELETE PROJECT PLANNING

[ Reset the project planning to the factory settings 4
[ Reset remate control
[ Delete user data and settings

Factory seftings

[¥ 1 have stored a current backup on my computer and know that this action wil
delete the configuration

x 6 v
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13.6.2 Accessing "Smart Access Point" remotely

1. Enable the "Remote access"” function

Please follow the steps below:

[1] On the "Preference" screen, click "MyBuildings Account".
[2] Click "Connection".

[3] Tick the check box "Remote access".

{} PREFERENCES

Preferences MyBuildings Account MyBuilding

System information > | Connection > use dings account information to register this device with MyBuildings. If you do not have

accour gister here. For more information about MyBuildings, refer 1o the help.
Sl G| conse At present, the remote function is lempararily in the trial operation phase
Localization >

Pair: ¥ Connect: v

Project backups > User name
Firmware updates > Password
MyBuildings Account > Friendly name
Servica > uuID 8663bd77-d518-405d-b766-8cd8e32fbabd

Remote access Enable
Wi-Fi access point mode settings >

Logout

Third party authority >
Abnormal devices >
Onwif IPC list >
Misc settings >
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2. Accessing "Smart Access Point" on the MyBuildings Portal
Please follow the steps below:

[1] On the home page of the MyBuildings Portal, click "My Home".
[2] Click "ABB-Welcome IP".

< C @ eumybuildings.abb.com/en/dashboard, * O

nnn P
FADED ®Q

@Buildings portal

MyBuildings portal is your personal entry into the

€ C @ eumybuildings.abb.com/en/myhome * O :

hitps://eu.mybuidings abb.com/en/myhome/welcomeip
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[3] Scroll down the screen and find your "Smart Access Point", click "Open".

€ X @ eumybuildings.abb.com/en/myhome/welcomeip/clients

Devices Extensions

Jacky's Pro

Edit | Delete | Open

available since: Aug 6, 20

ID: 8663bd77-d5f8: 32fbabd

Software-Version: V5.21

Description: -

httpsy/es

[4] If you cannot open the screen, click "Extensions".
[5] Find the "Remote Access and Notifications" item.
[6] Click "Subscribe" to purchase the service.

of the "Remote Access and Notifications” extension is free of charge until

Devices Extensions

Remote Access and Notifications
\
-
I D

$2.49 per 30 days

tifications you will not miss any door calls. You ¢ s at your d vhile you on the move

. In addition, there are push or e-mail notifications for information on missed door calls. So you always
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Appendix

13.6.3 Restoring the "Remote control" function

"Smart Access Point" can be accessed remotely on the MyBuildings portal. see chapter 13.6.2
“Accessing "Smart Access Point" remotely” on page 335.

If you want to restore the "Remote control” function, please follow the steps below:

[1] On the configuration screen, click "Preference" to access the corresponding screen.
[2] On the "Preference" screen, click "Service".

[3] Click “Restore default settings".

[4] Tick the check box "Reset remote control".

[5] Tick the check box "I have stored ...".

[6] Click "V" to confirm.

Moo = g

BUILDING STRUCTURE RF WIRELESS PLACE + LINK USER MANAGEMENT DOOR ENTRY SYSTEM
CONNECTION

Design a building by Configure the devices of Locating and linking Add and edit users. Create and edit actions Create time control Configurate door entry
creating floors and the access control devices Creale user groups system devices, e.g.
rooms system e.g. Cylinder, indoor station, outdoor
repealer ... station
& jacky (=) Device configuration 43} Preferences

3

DELETE PROJECT PLANNING

[ Reset the project planning to the factory settings
[ Reset remote control
O Delete user data and settings

Faclory settings

| have stored a current backup on my computer and know that this action will
delete the configuration.

x v
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13.6.4 Restoring all settings to the factory defaults

Please follow the steps below:

[1] On the configuration screen, click "Preference" to access the corresponding screen.
[2] On the "Preference" screen, click "Service".

[3] Click “Restore default settings".

[4] Click "Factory settings".

[5] All the check boxes are ticked automatically.

[6] Tick the check box "I have stored ...".

[7] Click "\" to confirm.

M e = 5

BUILDING STRUCTURE RF WIRELESS PLACE + LINK USER MANAGEMENT DOOR ENTRY SYSTEM
CONNECTION

Design a buildingby ~ Gonfigure the devices of  Locating and linking Add and edit users. Creale and edit actions Greate time control Configurate door entry
creating floors and the access control devices Creale user groups system devices, e.g.
rooms syslem e.g. Cylinder, indoor station, outdoor
repeater ... station
& jacky (=) Device configuraion 3% Preferences

3

DELETE PROJECT PLANNING

Reset the project planning to the factory setiings
[¥] Reset remote control

Delete user data and settings
Faclory setings

[¥] I have stered a current backup on my computer and know that this action will
delete the configuration.

x v
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13.7 Notification

Access the "Notification" screen

On the configuration screen, click o to access the "Notification" screen.

A maximum of 16,000 notifications are supported on "Smart Access Point".

==
vi@lm ss @ B MAIN MENU

m -0 »1‘.1 ;’

BUILDING STRUCTURE RF WIRELESS PLACE + LINK USER MANAGEMENT
CONNECTION

Design a building by Configurate the devices Locating and linking Add and edit users.
creating floors and of the access control devices Create user groups
rooms system e.g. cylinders,
repeaters ...
& abb

Product manual 2TMD041800D0088

A

ACTIONS

Create and edit actions

G

TIME CONTROL DOOR ENTRY SYSTEM

Create time control Configurate door entry
system devices, e.g.
indoor station, outdoor
station

(=) Device configuration ¥ Preferences
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13.7.1 Notification

In the "Notification" view, all notifications that are defined and triggered under "Actions" are
documented in the Smart Access Point.

A notification is not always associated with an action by the administrator and is used for
information purposes only.

Please follow the steps below:

[1] On the "Notification" screen, click "Notification".

[2] Enter the key word.

[3] Press "Search", all results will be displayed on the screen, click a result to view the details
and click to remove this record.

[4] Press "Delete" to delete all the searching results.

[5] Click " ™ "to set the filter. Enter the start date and end date to filter the notifications by
date. Tick the check box "Today" to filter today's notifications.

[6] Click "OK" to confirm the filter.

[7] Click "Delete" to clear the filter.

Notification Notification

$3a Notification(0/0) > Search  Delete

/4 Aam(oi) > Filter v

@ Logs(8/8) > Start

[ Today

Cancel OK Delete

.f, Export
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13.7.2 Alarm record

In the "Alarm" view, alarms that occur in the system are documented in the Smart Access Point.

An alarm is always associated with an action by the administrator. e.g. battery change on the
cylinder is necessary.

Please follow the steps below:

[1] On the "Notification" screen, click "Alarm".

[2] Enter the key word.

[3] Press "Search", all results will be displayed on the screen, click a result to view the details
and click to remove this record.

[4] Press "Delete" to delete all the searching results.

[5] Click" ¥ "to set the filter. Enter the start date and end date to filter the notifications by
date. Tick the check box "Today" to filter today's notifications.

[6] Click "OK" to confirm the filter.

[7] Click "Delete" to clear the filter.

Notification Alarm

39 Notification(0/0) > Search  Delete
[ Mam(oo) > Fiter v
@ Logs(8/8) > Start

End

[J Today

Alarm state

All states v

Cancel oK Delete

.f, Export
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Alarm records about AC devices

On the "Preferences" — "Misc settings" screen, tick the checkbox "Alarm when cylinder goes

Third party authority

Abnormal devices

Onvif IPC list

(¥ Enable popup notification

Access control devices

(¥) Alarm when cylinder goes offline

Apply

offline".
After this setting, when the AC devices are offline, alarm records about AC devices will be
created.
Preferences Misc settings
e ’ Time synchronisation for door entry system devices
Localization > ® Automatically Manually
Synchronize period(hour)
Project backups >
|
Firmware updates > Apply
B ’ | Door communication devices
Service > [ Alarm when device goes offine
u] Enable sound notification
'Wi-Fi access point mode settings >

Misc settings > «
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13.7.3 Logs

In the "Log" view, non-critical actions that occur in the system are documented in the Smart

Access Point.

A log entry is not associated with an action by the administrator and is used for information

purposes only.

Please follow the steps below:

[1] On the "Notification" screen, click "Logs".
[2] Enter the key word.

[3] Press "Search", all results will be displayed on the screen, click a result to view the details

and click to remove this record.

[4] Press "Delete" to delete all the searching results.

[5] Click " ™ "to set the filter. Enter the start date and end date to filter the notifications by
date. Tick the check box "Today" to filter today's notifications.

[6] Click "OK" to confirm the filter.
[7] Click "Delete" to clear the filter.

NOTIFICATION

Notification
£29 Notification(0/0)
/A Aam(o0)

@ Logsie)

¥, Expont

>

>

>

Logs

Search Delete

Filter hd

Start

End

[ Today

Message type

All types v
Cancel OK Delete

Device:Smart Access Point ( 105807A7F030734 ) 2021-06-25
jacky 's user info ( password ) has been changed by user jacky.
Device Smart Access Point ( 105807A7F030734 ) 2021-06-23
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13.7.4 Exporting the notifications

Please follow the steps below:

[1] On the "Notification" screen, click "Export".
[2] Click"v™".

[3] Right click the exported file.

[4] Click "Show in folder".

[5] Rename the log file.

Appendix

INFORMATION

/A Do you want to export the data?

2 v

Sensor on Cylinder 1/0ffice mode riggered an action...
Device:Cylinder 1 { 201717E000000F1 ) 20200807
Buiking Buikling Floa-Floor! Racen:Mosting foom 1
Cylinder 1. end office mode.

Device:Cylinder 1 ( 201717E000000F1 ) 20200807
Spen Buikfing Buikling 1 Floo Foor! Raeen Mesting sooen 1
Always open files of 5 type Gyinder 1, slest olfice mode.
- Device:Cylinder 1 ( 201717E000000F1 20200806
e ioe | wu-a:tlirm Fbu'ﬂut 1 Room Mosting. Jmunl -
—_— .. 4
M 15860635641020 3 ~ Showsll X
~
Name Date modified Type Size
ImEE B DN BN 2020/8/6 10:25 BIN File 60 KB
49 L E— 2020/8/6 10:04 BIN File 59 KB
[ S g & s - 2020/8/3 11:09 BIN File 53 KB
- . o 2020/8/4 13:41 BIN File 63 KB
D Backup for the AccessControl devides - 20200801.bin 2020/8/1 16:36 BIN File 66 KB
[ Bakeup log - 20200809:tar 2020/8/9 16:59 TAR File 233 KB
EENTT fED BN CENCE BN ECEENCD EO 5§ § LR 2020/8/6 13:06 Compressed (zipp... 102,632 KB
N RN 2020/8/511:38 Text Document 14,943 KB
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13.8 Message center

Accessing the "Message center" screen
) . o
On the configuration screen, click

0
v @:%:sos QRN |

Moo =

BUILDING STRUCTURE RF WIRELESS PLACE + LINK
CONNECTION

Design a building by Configurate the devices Locating and linking

creating floors and of the access control devices
rooms system e.g. cylinders,
repeaters ...
& abb

Product manual 2TMD041800D0088

MAIN MENU

®
-

USER MANAGEMENT

Add and edit users.
Create user groups

A

ACTIONS

Create and edit actions

" to access the corresponding screen.

C]

TIME CONTROL DOOR ENTRY SYSTEM

Create time control Configurate door entry
system devices, e.g.
indoor station, outdoor
station

(=) Device configuration ¥ Preferences
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13.8.1 Creating a message

Appendix

On the "Message center" screen, click "+" to set a recipient, then enter the subject and the

message, click "\" to create and send the message.

COMPOSE NEW MESSAGE

Subject

Message

Please select device ’
= = al /
B © building1 /

B E Floor 1
Indoor Station 001-0101-01
[ Indoor Station 001-0102-01
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13.8.2 Replying to a message

On the "Message center" screen, click "Inbox" to view the message received from the indoor
stations. You can click on a message and reply to it directly.

A maximum of 1000 messages is supported.

MESSAGECENTER

MessageCenter Inbox Test

Inbox > Search Indoor Station 001-0101-01
Test

Qutbox > Filter v receive time: 2019-03-05 22:53

Indoor Station 001-0101-01 22:53 Hello!

Test

RE:Test

Hello]
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14 Notice

We reserve the right to at all times make technical changes as well as changes to the contents
of this document without prior notice.

The detailed specifications agreed to at the time of ordering apply to all orders. ABB accepts no
responsibility for possible errors or incompleteness in this document.

We reserve all rights to this document and the topics and illustrations contained therein. The
document and its contents, or excerpts thereof, must not be reproduced, transmitted or reused
by third parties without prior written consent by ABB.
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Contact us

ABB Xiamen Smart Technology Co., Ltd.

No. 881, FangShanXiEr Road, Xiang’An Industrial
Area, Torch Hi-Tech Industrial Development
Zone, Xiamen

Tel: +86 592 295 9000

Fax: +86 592 562 5072

www.abb.com

Approvals and Compliances

Copyright® 2024 ABB
All rights reserved

Notice

We reserve the right to at all times
make technical changes as well as
changes to the contents of this
document without prior notice.

The detailed specifications agreed
upon apply for orders. ABB accepts
no responsibility for possible errors
or incompleteness in this document.

We reserve all rights to this
document and the topics and
illustrations contained therein. The
document and its contents, or
extracts thereof, must not be
reproduced, transmitted or reused
by third parties without prior
written consent by ABB.



